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Introduction

This XESAR system manual describes how to operate the Xesar software and any associated Xesar

system components.

The products and/or systems described in the Xesar system manual must exclusively be operated
by persons that have been adequately qualified for the corresponding task. Qualified personnel is
able to identify risks when handling products/systems and prevent potential hazards on the basis

of their expertise.

General legal notes

EVVA concludes the contract on the use of Xesar exclusively on the basis of its General Terms of
Business (EVVA-GTB) as well as its General Licensing Conditions (EVVA-ALB) with regard for the

software for the product. Please refer to http://www.evva.at/terms-and-conditions/en/ to view

these documents.

We explicitly notify clients that the use of the locking system subject to this contract may trigger
legal approval, reporting or registration obligations, in particular with regard to data protection
(e.g. if you are establishing a comprehensive information system), as well as grant the right of co-
determination to staff in the event of use on corporate premises. Customers, clients and end users

shall be responsible for product use in compliance with legal stipulations.

The aforementioned information must be observed and passed on to operators and users as per
the defined manufacturer product liability according to product liability legislation. Non-
compliance releases EVVA from any liability.

Any use deemed as non-compliant with the contract or as unintended use, any repair work or
modifications that have not been explicitly approved by EVVA as well as all types of incorrect ser-
vicing may cause malfunctions and are prohibited. Any modifications that have not been explicitly
approved by EVVA render claims to liability, warranty as well as any separate guarantee claims

void.
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Architects and advisory institutions are obliged to request all necessary product information from
EVVA and take into account all such information to comply with obligations regarding information
and instructions under the Product Liability Act. Specialist retailers and installers must comply with
the information in EVVA documentation and they must pass on such information to customers, if

applicable.

Please refer to the Xesar product catalogue for additional information beyond these vital instruc-

tions. Please visit: http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/system-overview/en/.

Customer support

We have provided our online form at http://support.evva.at/xesar/en/ in case you have any ques-

tions regarding the information below.

* You have exceeded the maximum attempts to enter credit codes.
+ Unable to add credit

- A KeyCredit was redeemed, but the remaining credit has not increased

Please contact your local retailer if you have any further questions. We have provided a list of all

local EVVA (Certified) Partners here: http://www.evva.at/partners/search-for-retailers/en/

For instance, select a city near you in the first step and click Search. You can additionally restrict
the search results here by searching exclusively for Electronic System Partners.

One of our partners near you will be happy to advise you.

11
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For general information on Xesar visit our homepage at

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-overview/en/

12
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Legal notice

1. English edition, September 2014

This edition shall not longer be valid upon publication of a new system manual.

All rights reserved. This system manual must not be reproduced, copied or adapted neither in full
or in part using electronic, mechanical or chemical methods or any other procedures without writ-

ten consent by the publisher.

We shall not assume any liability for technical or printing errors and their potential consequences.
However, the data in this system manual is revised regularly and corrections are incorporated.
All trademarks and industrial property rights reserved. We reserve the rights to make adaptations

and update the document without prior notification.

13



Signs and symbols

Sequences of commands are illustrated as follows.

For instance Persons menu > Create person or for commands and buttons, such as Save

Warning, risk of material damage in the event of non-compliance with

the corresponding safety measures.

Notices and additional information
Hints and recommendations

Error messages

jooor

Option Options

2CCess 1O security
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System overview

Coding station
Admin Card

o

50 3B
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KeyCredits '

‘ Xesar software 5

e l Xesar identification media
V
/f
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Xesar tablet

Figure 1: System architecture (sample image)

Xesar is the innovation from EVVA.

Developed and manufactured in Austria, the electronic locking system offers companies a wide
variety of products. Each Xesar access component brings about its individual benefits to profound-
ly safeguard your comprehensive security demands. The ideal product for each situation most of

all depends on the installation location, security demands and the level of convenience required.
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Xesar access components at a glance

L——

=

Xesar escutcheon Xesar handle Xesar cylinder Xesar wall reader

Figure 2: Xesar access components (sample image)

Xesar escutcheon
The all-rounder with a high level of operating convenience. Its unbeaten design is univer-
sally suitable, also for metal frame doors. Xesar escutcheons are also perfectly suitable for

outdoor applications.

Xesar handle
The Xesar handle is the ideal solution for almost any internal door, from solid doors to

glass doors. A convenience product that meets almost any requirements.

Xesar cylinder
Xesar cylinders are ideal if security or easy retrofitting are paramount. It locks securely and

is easy to install.

Xesar wall reader (in conjunction with the control unit)
Scores high marks amongst wall readers with high-quality glass design. In conjunction with
the control unit it forms an invincible team when it comes to controlling electronic locking

components (e.g. automatic sliding doors).
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Xesar system requirements

e Personal computer; at minimum 1.2 GHz or faster
e At minimum 4 GB RAM
e USB host 2.0 for coding stations and Xesar tablet

e Windows 7-32 bit, Windows 7-64 bit, Windows 8.1-32 bit or Windows 8.1-64 bit

operating system

e The software must be installed locally, server installations are not intended.

The installation requires approximately 1 GB free hard disk space.

e Input/output devices:

Keyboard | Mouse | Minimum screen resolution 1024 x 768

e Internet connection to enable KeyCredits

Please check your firewall-configuration if no connection to the Xesar-
software can be established:

Server: licence.evva.com

17



Port:

Protokoll:

8072
https
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Xesar performance features

User administration

Assign access authorisations to software users

Different software features can be enabled per user role

Xesar access components

Manual office mode -> (De)activated by an authorised Xesar identification medi-

um at the Xesar access component

Temporary office mode -> Controlled by time profiles saved in the software

Enables to define up to 96 door areas -> Merge several doors to facilitate an as-

signment of authorisations

Blacklist -> List of blocked identification media

DeleteKey function -> Blocked identification media are deleted upon attempting

identification at the door

Automatically changes the time -> Summer/winter time

Softwareplus package -> information exchange through identification medium

19
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Media/user administration

O

Up to 65,000 persons per system
Assign one Xesar identification medium and one replacement medium per person

Time profiles can be configured for identification media:

7 weekdays, 5 special days
Allows to define 50 special days (time profile)
Automatically updates the Xesar identification medium upon holding it to the

Xesar coding station

Note:

Xesar currently supports MIFARE DESFire EV1 with AES 128 bit encryption,
all Xesar identification media are equipped with a memory of 4 kB. In ver-
sion 2.0.x.x the Xesar segment requires 384 bytes, the remaining memory on
the Xesar identification medium may be used for external applications (en-

quire for more detailed information).

Additional 1365 bytes are available for logs with the softwareP“s package.
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Protocol/events

e Each Xesar access component logs 1,000 events.
e Events are transferred from door to software using the Xesar tablet.
e It is possible to disable the collection of personal access events.
e Events saved:
- Access granted (person, date, time, door)
- Office mode (automatically and manually)
- Battery warnings
- Time change
- Firmware updates

- Battery replacements

Authorisation types

e Permanent access (without time profile)

e Periodic access (with time profile)

e Manual office mode (can be enabled per medium)
e Automatic office mode (with time profile)

e Expiry of authorisations can be set

e Validity can be set (extended periodically)

e MasterKey authorisation

Available languages

e German
e English
e French
e Italian
e Dutch
e Polish

e Slovakian

22



Czech
Spanish

Portuguese
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System accessories

Xesar coding station

Figure 3: Xesar coding station (sample image)

The Xesar coding station is a read/write device for any type of contactless Xesar identification
media as well as the conventional Admin Card medium, which is one of the system cards (see
Section: Admin Card). The Xesar coding station provides a separate card slot on the front of the
Xesar coding station for the Admin Card. Install the associated driver and connect the Xesar cod-

ing station to the USB port of the computer where you installed Xesar software.

Note:
o We have provided the driver required for the Xesar coding station in the download
section of our homepage:

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/system-overview/en/.

Note:
Please refer to the corresponding data sheet for additional specifications at

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/
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Xesar tablet

Figure 4: Xesar tablet (sample image)

The Xesar tablet is intended to synchronise and transfer information between Xesar software and

Xesar access com ponents.

The Xesar tablet delivery scope includes proprietary EVVA connection cable. Use the connection
cable to link your Xesar access components to the Xesar tablet. You can identify the connection

cable by the EVVA logo, located on the USB jack of the connection cable.

All Xesar access components feature an interface at the front, behind the connector cover (EVVA
logo). Slightly press towards the inside on the left-hand side of the EVVA logo (near the "E") and

fold out on the right-hand side (near the "A") to access it.

The integrated interface of the Xesar access component in conjunction with the Xesar tablet is
designed to synchronise Xesar software and Xesar access components only.

After use, once again carefully close the connector cover (EVVA logo) of your Xesar access com-
ponents to continue to protect the connector from penetrating dust and humidity.

For this purpose, do not use pointed objects to prevent damage.

Please refer to the corresponding data sheet for additional specifications at

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/.
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Caution:
Do not install additional applications as otherwise EVVA will be unable to safeguard

the product security and functionality of the system.

Caution:
Please note only one Xesar tablet is intended per system and the use of several

Xesar tablets within the same Xesar locking system may cause malfunctions.

Caution:
Synchronising several different Xesar locking systems with the same Xesar tablet
may cause malfunctions. For this reason, exclusively use the dedicated Xesar tablet

for each Xesar locking system.

Note:
The Xesar tablet is unsuitable as an emergency power supply for battery-operated

Xesar access com ponents.

Tip:

We recommend you regularly synchronise data at each Xesar access component to
be able to quickly synchronise events with the software (caution: at maximum 1,000
events per access component, from then on, the oldest events will be overwritten).

Synchronise each access component at minimum once a year to make sure the

time has been synchronised with the system.

Functional principle

Any maintenance tasks or any other tasks for the corresponding Xesar access component
are loaded and listed upon each synchronisation between Xesar tablet and Xesar software.
The connecting cable enclosed with your Xesar tablet enables to connect the Xesar access

component and subsequently exchange data using the Xesar app.
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It enables the following:
e Initialising Xesar access components (upon commissioning)
e Synchronising changed door parameters in Xesar access components
e Transferring blacklists to Xesar access components
e Battery status queries
e Firmware updates (Xesar access components in battery mode are supplied with energy
from the Xesar tablet during firmware updates)
e Retrieving Xesar access component events

e Resetting Xesar access components to construction mode

e Automatically synchronising the time in access components upon communication be-

tween tablet and access components

Xesar application (app)

The Xesar application is already preinstalled on your Xesar tablet. The Xesar application is
automatically updated once a more recent application version becomes available, for in-
stance following initial Xesar software installations or software updates upon synchronising
with the Xesar tablet.

Note:
We have enclosed the manufacturer's independent user guide for the Xesar tablet.

It is enclosed with the product packaging.

28
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Note:

Fully charge your Xesar tablet prior to first use.
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Emergency power device

|

@w

—

Figure 5: Emergency power device (sample image)

All access components feature an interface at the front of the access component, below the EVVA
logo. Slightly press towards the inside on the left-hand side of the logo (near the "E") and fold out
on the right-hand side (near the "A") to access it. The installed interface in conjunction with the
emergency power device is intended for emergency power supply only and it is not required as

part of normal operation.

Immediately replace batteries after having used the emergency power device to operate access
components and subsequently update access components using the Xesar tablet to once again

enable access with all authorised identification media.

The emergency power device is optionally available.
Product code: EZU.NG.V1

Caution:
Please note that you require a Xesar identification medium with MasterKey authori-

sation to open Xesar access components supplied with the emergency power sup-
ply as the time setting is lost if the power supply is interrupted for too long, caus-

ing standard media to be unable to open them.
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System medium

Admin Card

Figure 6: Admin Card (sample image)

The Admin Card is a contact-type, electronic chip card in standard format. It enables to access the
Xesar software and uniquely identifies the system. Any KeyCredits purchased to make changes to

authorisations are saved on the card (also applies to KeyCredits Unlimited).

Xesar software only enables the full range of functionality if a

valid Admin Card with sufficient credit has been inserted into the Xesar coding station.

Note:
The Admin Card is not transferable and hence it cannot be used for other systems.

ﬁ Caution:

You can replace the Admin Card in the event of loss or damage.
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Xesar identification media

Xesar identification media are non-contact RFID chips based on MIFARE DESFire EV1 with

an overall memory capacity of 4 kB.

Overview of available Xesar identification media

Xesar EVVA Card

Figure 7: Xesar EVVA Card (sample image)

Xesar key tag

S

( @&

y/

Figure 9: Xesar key tag (sample image)

L In preparation

Xesar Partner Card

Figure 8: Xesar Partner Card (sample image)

Xesar combi key!

&
!

Figure 10: Xesar combi key (sample image)
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Caution:
Do not place more than one Xesar identification medium on the Xesar coding sta-

tion. Otherwise identification media may be incorrectly configured.

Note:

Please refer to the corresponding data sheet for additional specifications at
HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-
control/xesar/assembly-instructions-datasheets/en/"

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/

Once your system is no longer in construction mode following commissioning, you can use Xesar

identification media programmed with the Xesar coding station to open Xesar access components.

Note:
Construction mode is active as long as the Xesar access component has not been

assigned to a system. Every Xesar access component is in this state upon delivery.

Note:
All Xesar identification media types are programmed using the Xesar coding station
by placing the identification media on an operating coding station and following

the corresponding instructions in the software.

33



2CCess 1O security

Construction Card

L L

Figure 11: Construction Card (sample image)

The Construction Card is a contactless RFID chip based on MIFARE DESFire EV1, which is able to
open Xesar access components in construction mode.

Note:
Construction mode is active as long as the Xesar access component has not been

assigned to a system. Upon delivery, each Xesar access component is in construc-
tion mode.

Manual office mode is also available in addition to conventional access component operation (see
Section: Manual office mode). The Construction Card is ready for use immediately and it must not
be programmed using the Xesar coding station.

Caution:
Please note that your system can be operated with any Construction Card when it
is in construction mode. For this reason, initialise your system as quickly as possible.
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Access with a Xesar identification medium

Xesar identification media can be used to operate access components according to the same prin-
ciple. The reader unit is located in the black cap above the connector cover (EVVA logo). The cor-
responding access component reacts as configured once an authorised identification medium is
held to the reader field.

Single access (standard configuration)

In this process, the corresponding Xesar access component unlocks for five seconds after
having used a corresponding access component. Unlocking is confirmed by a visual and
acoustic signal. Unlocking is then completed automatically and the system once again con-

firms this with a visual and an acoustic signal.

Manual office mode

Each Xesar access component features a manual office mode function. It enables to en-
gage access components or keep them open. This function is also available in factory state
(construction mode) in conjunction with the Construction Card.

Manual office mode is (de)activated by holding the identification medium to the corre-
sponding Xesar access component twice within a space of two seconds. The Xesar access
component indicates the status change with an acoustic and a visual signal (refer to How
Xesar access component).

Configure this function in the Xesar software if Xesar access components have already

been assigned to the system.

Caution:
Please note that you must move the identification medium away from the reader
field (approximately 20 cm) each time you hold it to the access component to

(de)activate office mode.

When the battery charge reaches a low level, a Battery warning is issued.
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In this state, no automatic or manual office opening to be started.
Current permanent openings (automatic / manual), however, can still be closed. In addi-

tion, a clear log entry is applied to indicate not started automatic continuous openings.

Automatic office mode (schedule-based)

In addition to manual office mode, Xesar components can also be set to office mode au-
tomatically. In this process, you can set a certain time window in the Xesar software. The
Xesar access component indicates the status change of automatic office mode acoustically

and visually (refer to How Xesar access component).

Automatic office mode in factory state in conjunction with the Construction Card is not
possible.

When the battery charge reaches a low level, a Battery warning is issued.

In this state, no automatic or manual office opening to be started.

Current permanent openings (automatic / manual), however, can still be closed. In addi-

tion, a clear log entry is applied to indicate not started automatic continuous openings.

DeleteKey function

The blacklist (= list of all blocked media within a system) is transmitted to each
Xesar access component upon updating. If a medium on the blacklist is used at a
door component, the access component deletes it, regardless of whether or not it

was authorised for the respective door.

ﬁ Caution:

Manual and automatic office mode are equivalent with regard to authorisations. For
this reason, users with appropriate authorisations can manually suspend or reacti-
vate automatic office mode. Manual office mode can also be deactivated by sched-
ule-based, automatic office mode, providing this has been configured accordingly

in the software.
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Xesar access component interface

All Xesar access components feature an interface to update Xesar access components. The inter-
face may also be used as an emergency power supply for battery-operated Xesar access compo-

nents.

The interface is located on the front of all Xesar access components, behind the connector cover
(EVVA logo). Slightly press towards the inside on the left-hand side of the EVVA logo (near the

"E") with your finger and fold out on the right-hand side (near the "A") and access the interface.
After having used the interface, once again carefully close the connector cover (EVVA logo) to

protect the your Xesar access components from penetrating dust and humidity.

Caution:
Do not use pointed objects to open and close the cover to prevent potential dam-

age.
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Xesar software

Figure 12: Xesar software (sample image)

EVVA provides the Xesar software free of charge as an administration and management tool suit-
able for the most diverse requirements. These include managing personal authorisations, creating
and deleting electronic keys, managing different access components, setting up time zones de-
pending on authorisations, creating and managing areas, managing schedule-based office mode

options and many more functions.

In addition to password protection, the Xesar software features an additional security feature to
enhance the security of your system, the Admin Card.
(Refer to Section: Admin Card)

Register online to download the Xesar software:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/demand-xesar-

software/en/

Note:
The Xesar software must be installed locally, server installations are not intended.

The installation requires approximately 1 GB free hard disk space.
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EVVA KeyCredits

50““[ 1
3 6K9y[red L,
MONTHS

Figure 13: KeyCredits (sample image)

You benefit from all the free features of a comprehensive access software and with KeyCredits you
only pay what you actually need. Merely one KeyCredit is necessary to create or change an identi-

fication medium with any number of access authorisations.

Credit schemes

We provide the following credit schemes:

e Quantity credit (10/50/100 KeyCredits)
e Time-based credit (KeyCredit Unlimited with an unlimited number of
access authorisation changes for a duration of 12 or 36 months)

e SoftwarePUs-package (to use the virtual network XVN)
You can merge quantity-based and time-based credit.
Any currently valid flat rate for time-based credit covers all authorisation changes that are

subject to a charge and EVVA KeyCredits are only deducted from the quantity credit for

authorisation changes that are subject to a charge once the time-based credit has expired.
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Functional principle

EVVA KeyCredits are enabled and locally saved on the Admin Card once you have entered

the code from the card in the Xesar software.

Time-based, limited flat rate KeyCredits, for instance with a flat rate for either 12 or 36

months, are saved on the EVVA Server and not on the Admin Card.

In the event that an Admin Card with time-based credit is lost or develops a fault, the re-
maining time-based credit of the 12/36-month flat rate saved on the server can be ac-
cessed and reactivated after having issued a replacement card. It is not possible to reacti-
vate any remaining credit for quantity credits of 10/50/100 KeyCredits on faulty or lost
Admin Cards.

Note:
Please note that you require an Internet connection to enable loaded KeyCredits.

A balance must be redeemed for the replacement of an Admin-Card.
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Changes charged in KeyCredits (relevant to quantity credit only)
You will be deducted one KeyCredit for the following changes:

e Changing access authorisations for doors/areas
e Changing time profiles (permanent access/periodic access)

e Changing the expiry date of identification media

Note:
o The system always deducts one KeyCredit upon saving (after having created or

changed authorisations).

No KeyCredits deducted
You will not be deducted any KeyCredits for the following changes:

e (De)activating manual office mode for a person
e Blocking persons (blacklist)

e Writing to/updating media

e Changing personal master data

e Extending the identification media validity

Additional information about EVVA KeyCredits

e When you load KeyCredit Unlimited, the new period is added on to any on-going
KeyCredit Unlimited product validity periods.

e KeyCredit codes can be redeemed only once.

o Any KeyCredit codes available upon market launch can be redeemed for Xesar and AirKey.

e The Xesar software notifies users in due time before expiry of the KeyCredits.
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Use this voucher code from Xesar version 2.0.x.x and higher only.
The code will be permanently invalidated if it is entered in an older version!
Never unplug the coding station from your PC while activating new KeyCredits, to ensure a

successful charge.

Software”"s package

@ , @&

Softwarerls

Figure 14: Softwarer!s-package (sample image)

By activating the SoftwareP's package, events must no longer be constantly transported via the

Xesar tablet to the software, but are "picked up" by the identification medium.

If an identification medium is held to an access component, events will be written onto the media.

By putting medium back on the coding station, events are transported back into the software.

Informations about the Software?s-package

e The SoftwarePs card can be purchased from an EVVA distributor.

e Information about the SoftwarePs is displayed on the Dashboard (homepage).

e Additional Credits can be activated by clicking on Add Softwares- package

e A single SoftwareP"s-package is valid for 3 years, additional SoftwareP"s-package ex-
tend the licence accordenly

e The SoftwarePs-package (XVN functionality) also works without inserted Admin-Card
(if active)
e A SoftwareP>-package stays valid, even after the exchange of the Admin-Card.

(The additional KeyCredits acquired with the package expire however)
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Xesar access components

Xesar escutcheon

Figure 15: Xesar escutcheon (sample image)

The Xesar escutcheon is a battery-operated access component suitable for indoor and outdoor

use.

Please use the dedicated seal enclosed with the product in the event of use outdoors or in areas

that are exposed to water.

The Xesar escutcheon is suitable for conventional metal frames and solid door locks with a handle
range of up to 40°, for self-locking escape door locks as per EN 179/EN 1125, fire protection
doors and there are also versions available for panic and emergency exit doors with bar handles

or push handles as per EN 1125%

Please check carefully to make sure the Xesar product you selected is suitable for your application.
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Xesar escutcheon — functional description

Figure 16: Xesar escutcheon (sample image)

Visual and acoustic feedback:

Xesar escutcheons indicate events acoustically and visually. For this purpose, there is an
LED on the upper edge of the reader unit of Xesar escutcheons. For a list of all signals

please refer to Section: How Xesar access component indicate events.

Reader unit:

The reader unit sensor is located on the outside of the Xesar escutcheon between the
connector (EVVA logo) and the LED.

Connector (synchronisation, updates, emergency power supply):

Xesar escutcheons feature a connector located under the connector cover (EVVA logo).
Slightly press towards the inside on the left-hand side of the EVVA logo (near the "E") and

fold out on the right-hand side (near the "A") to access the connector.
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The connector is intended for synchronisation with Xesar tablets as well as for emergency

power supply using the optional emergency power device.

After use, once again carefully close the connector cover (EVVA logo) to protect the con-
nector from penetrating dust and humidity. For this purpose, do not use pointed objects

to prevent damage.

Functional principle:

The outside handle is disengaged by default — operating the outside handle will not
change the position of the latch. Hold an authorised Xesar identification medium to the
reader unit to mechatronically engage the outside handle for five seconds. If you operate
the outside handle during this period, the latch or bolt (depending on the lock type) will
be retrieved.

The inside handle is always engaged and can be operated at any time. In this process, the
mechanism always unlocks the latch.

Xesar escutcheons feature an event memory for the last 1,000 events. Once the event
memory is full, the system overwrites the oldest entries with the most recent events. For
this reason, it is important to regularly synchronise events to prevent event records from
being lost.
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Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/

Please note the office mode function (Section: Xesar identification media) and the
different acoustic and visual signals (Section: How Xesar access component indi-

cate events)

Please note that if access components are installed in fire doors, the certificates are
exclusively valid in conjunction with approvals from the corresponding door manu-

facturer.

ﬁ Please note the following, important notices before use!

Conditions of use

External ambient temperatures -20 °C to +60 °C, internal ambient temperatures 0 °C to +60 °C
(depending on the battery) | Humidity < 90 %, non-condensing | for > 200,000 cycles as per EN
1906!

Climatic and environmental effects

Note the defined suitability of the escutcheon for the respective ambient conditions as per its IP
rating and specific temperature range.

Do not use the escutcheon in very dusty environments.

Use the escutcheon in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing escutcheons in environ-
ments with a particularly high level of static charges.

Do not use escutcheons in corrosive atmospheres (e.g. chlorine, ammonia, lime water or salt wa-

ter).
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Information regarding installation and the correct installation situation

Exclusively specialist personnel must install escutcheons according to the specifications in the as-
sembly manual enclosed with the product. EVVA shall assume no liability for any kind for damage
resulting from improper assembly/installation.

Please note that the maximum nut correction position of the mortise lock must be 2° to ensure
the Xesar escutcheon operates correctly, as otherwise malfunctions cannot be excluded.

Check the lock for damage and dirt before assembling/installing the escutcheon. Please also ob-
serve the instructions of the lock manufacturer prior to installation of the escutcheon.

EVVA recommends using correctly operating mortise locks to safeguard the escutcheon operates
correctly.

Observe the corresponding international and national specifications in the corresponding legisla-
tion, directives, standards and guidelines, particularly regarding the requirements for escape routes
and emergency exits, during project management and installation of the escutcheons.

Note that you must choose the correct cylinder length depending on the door panel thickness
when installing mechanical lock cylinders. In installation situations or applications that are critical
to security the lock cylinder must protrude from the protective escutcheon by a maximum of 3
mm.

Before installing escutcheons — in particular in metal frame doors — check the installation situation
to prevent injuries (e.g. squashed limbs). In these cases, we recommend using a handle suitable for
metal frame doors.

Please note that if you install the escutcheon in smoke control/fire doors, you must verify the
components' suitability and potentially also obtain approval from the door manufacturer. The cli-
ent shall be responsible for this.

A certificate in compliance with EN 179 or EN 1125 from the lock manufacturer is crucial for use
of the escutcheon in escape or panic doors. Check the correct function of the complete panic unit,
consisting of escutcheon, panic lock and panic bar. The aforementioned certificate must confirm
the escutcheons' suitability for installation.

An excessive tightening torque when fastening the fixing screws may cause escutcheon malfunc-
tions or make it hard to operate the escutcheon. For this reason, note the data in the assembly
manual.

Before completing the installation, use a Construction Card to verify the correct function of the
escutcheon when the door is open as per the specifications in the assembly manual.

After having installed the escutcheon, note that you can only operate the system using a Con-

struction Card until parameters have been completely configured.
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Note that in the event of a clearance within the cylinder area of the door panel you are required

to seal the area using a conventional, mechanical cylinder, a blind cylinder or fire protection lami-
nate. EVVA explicitly declares that this is the only method to maintain the validity of the fire pro-
tection certificate for the escutcheon.

Information on operation

Instruct users of the electronic locking system to always keep identification media safe.

In the event that Xesar identification media is lost, it must be immediately blocked using the soft-
ware. The mechatronic lock cylinder must be immediately updated using the Xesar tablet.

Do not carry or lift the door panel using the handle.

Do not cover the reader equipment of the escutcheon with metal materials.

Regularly check the correct condition and function of the escutcheon (at minimum once a month)
as part of a functional check using authorised identification media.

We recommend you keep the locking system up-to-date by regularly installing software and firm-
ware updates. Make sure to run firmware updates when the door is open and run a functional test

after having completed the update.

Cleaning information

Use a soft, lint-free cloth and soapy water to clean any visible areas of the escutcheon. Do not use
corrosive products or sprays that may be aggressive on metal surfaces, plastics or sealants and
seals.

Standards and guidelines

DIN T T EN EN EN
Ce 18273 1906 179 IP55 1125

30 min 20 min

CE tested | DIN 18273 | EN 1634: 30 minutes | EN 1634: 90 minutes® | Austrian standard 3859: 30
minutes® | Austrian standard 3859: 90 minutes! | EN 1906 | EN 179! | IP55 protection (when using
enclosed seals IP55) | DIN 18257:ES0! (with stability plate) | ONORM (Austrian standard) B
5351:WB1! (ONORM B 5338:WK1)
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A The Xesar escutcheon for fire doors is suitable for fire doors as per EN 179%. Suita-
ble for internal and external doors | Can be combined with conventional solid door
locks with a handle range of up to 40° | Can be combined with self-locking fire
door locks as per EN 179/EN 1125 | Suitable for fire protection doors
Battery replacements
We recommend to have batteries replaced by trained, specialist personnel only.
Replace batteries in due time, as soon as the escutcheon indicates "Battery low", see Section "How
Xesar access component indicate events".
Repeatedly disregarding the "Battery low" warning may cause escutcheon malfunctions.
At normal ambient temperatures, the first "Battery low" warning indicates that up to 1,000 actua-
tions are still possible within the next 4 weeks. Temperatures deviating from normal ambient tem-
peratures may cause the escutcheon to prematurely fail.
Do not use rechargeable batteries. Please ask your specialist retailer for a list of recommended
battery models.
Always replace all batteries used (three AAA batteries) in the corresponding lock cylinder! If appli-
cable, you may be required to synchronise the system time using the Xesar tablet after having
replaced the batteries.
If the sealing kit has been applied, make sure not to damage the seal upon changing batteries.
If the batteries are drained, it is exclusively possible to operate the escutcheon using the emer-

gency power device (optional accessory).

Battery replacement procedure

1. The battery compartment is located in the top of the internal escutcheon plate. You re-
quire a T8 Torx screwdriver to open the battery compartment.

2. Turn the Torx screw clockwise until you can remove the internal escutcheon plate.

3. Hold the bottom of the internal escutcheon plate and carefully remove it from the at-
tachment panel. You can now pull the internal escutcheon plate over the handle. Make
sure you do not scratch the handle in the process. You can alternatively remove the inter-

nal handle beforehand.
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4. Now remove the three empty AAA batteries and replace them with new batteries you ac-

quired earlier. Ensure correct polarity when inserting batteries.

Battery replacements or power cuts must not exceed a duration of one minute as

otherwise the escutcheon must be resynchronised using the Xesar tablet.

The component outputs a signal to confirm having correctly completed the battery replacement
(signal 8 in the signal table from Section: How Xesar access component indicate events)

Now once again position the internal escutcheon plate on the attachment plate and proceed in
reverse order to reassemble the internal escutcheon plate.

The procedure to replace batteries in Xesar escutcheons for panic doors is identical

despite the different internal escutcheon plate's design.
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Xesar handle

Figure 17: Xesar handle (sample image)

The Xesar handle is a battery-operated access component suitable for internal solid or glass doors.
Thanks to compliance with fundamental lock standards and a handle range of up to 40° the Xesar

handle is compatible with many European lock types.

The Xesar handle is suitable for conventional solid door locks with a handle range of up to 40°,

self-locking escape door locks as per EN 179 and fire protection doors.

Please check carefully to make sure the Xesar product you selected is suitable for your application.
We have made the required data sheet available in the download section of our homepage:
http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/
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Xesar handle — functional description

Figure 18: Xesar handle (sample image)

Visual and acoustic feedback:

Xesar handles indicate events acoustically and visually. For this purpose, there is an LED on
the upper edge of the reader unit of Xesar handles. For a list of all signals please refer to

Section: How Xesar access component indicate events.

Reader unit:

The reader unit sensor is located on the outside of the Xesar handle between the con-
nector (EVVA logo) and the LED.

Connector (synchronisation, updates, emergency power supply)

Xesar handles feature a connector located under the connector cover (EVVA logo). Slightly
press towards the inside on the left-hand side of the EVVA logo (near the "E") and fold out
on the right-hand side (near the "A") to access the connector.

The connector is intended for synchronisation with Xesar tablets as well as for emergency

power supply using the optional emergency power device.
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After use, once again carefully close the connector cover (EVVA logo) to protect the con-
nector from penetrating dust and humidity. For this purpose, do not use pointed objects

to prevent damage.
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Functional principle

The outside handle is disengaged by default — operating the outside handle will not
change the position of the latch. Hold an authorised Xesar identification medium to the
reader unit to mechatronically engage the outside handle for five seconds. If you operate
the outside handle during this period, the latch or bolt (depending on the lock type) will
be retrieved.

The inside handle is always engaged and can be operated at any time. In this process, the

mechanism always unlocks the latch.

Xesar handles feature an event memory for the last 1,000 events. Once the event memory
is full, the system overwrites the oldest entries with the most recent events. For this rea-
son, it is important to regularly synchronise events to prevent event records from being
lost.
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Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/

Please note the office mode function (Section: Xesar identification media) and the
different acoustic and visual signals (Section: How Xesar access component indi-

cate events)

Please note that if access components are installed in fire doors, the certificates are
exclusively valid in conjunction with approvals from the corresponding door manu-

facturer.

ﬁ Please note the following, important notices before use!

Climatic and environmental effects

Note the defined suitability of the handle for the respective ambient conditions as per its IP rating
and specific temperature range.

Do not use the handles in very dusty environments.

Use the handles in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing handles in environments
with a particularly high level of static charges.

Do not use handles in corrosive atmospheres (e.g. chlorine, ammonia, lime water or salt water).

Conditions of use

Ambient temperature +5 °C to +50 °C (depending on the battery) | Humidity < 90 %, non-
condensing | For 200,000 cycles as per EN 1906 | IP40 protection

Information regarding installation and the correct installation situation

Exclusively specialist personnel must install handles according to the specifications in the assembly
manual enclosed with the product. EVVA shall assume no liability for any kind for damage result-
ing from improper assembly/installation.

Note that the maximum nut correction position of the mortise lock must be 5° to ensure the Xe-

sar handle operates correctly, as otherwise malfunctions cannot be excluded.
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Check the lock for damage and dirt before assembling/installing the handle. Please also observe
the instructions of the lock manufacturer prior to assembly/installation. EVVA recommends using
correctly operating mortise locks to safeguard the handle operates correctly.

Exclusively use accessories and spare parts recommended by EVVA.

Please observe the corresponding international and national specifications in the corresponding
legislation, directives, standards and guidelines, particularly regarding the requirements for escape
routes and emergency exits, during project management and installation of the handles.

Note that changing over the handle from one side to the other must be performed in accordance
with the specifications in the assembly manual and exclusively when the battery has been re-
moved.

Please note that if you would like to install the handle in smoke control/fire doors, you must verify
the handles' suitability and potentially also obtain approval from the door manufacturer. The client
shall be responsible for this.

A certificate in compliance with EN 179 or EN 1125 from the lock manufacturer is crucial for use
of the handle in escape or panic doors. Check the correct function of the complete panic unit,
consisting of panic lock and handle fittings. The aforementioned certificate must confirm the
handles' suitability for installation.

An excessive tightening torque when fastening the fixing screws may cause handle malfunctions or
make it hard to operate the handle. For this reason, note the data in the assembly manual.

Before completing the installation, use a Construction Card to verify the correct function of the
handle when the door is open as per the specifications in the assembly manual.

After having installed the handle, please note that you can only operate the system using a Con-

struction Card until parameters have been completely configured.

Information on operation

Instruct users of the electronic locking system to always keep identification media safe.

In the event that Xesar identification media is lost, it must be immediately blocked using the soft-
ware. The mechatronic lock cylinder must be immediately updated.

Do not carry or lift the door panel using the handle.

Do not cover the reader equipment of the handle with metal materials.

Regularly check the correct condition and function of the handle (at minimum once a month) as

part of a functional check using authorised identification media.
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We recommend you keep the locking system up-to-date by regularly installing software and firm-
ware updates. Make sure to run firmware updates when the door is open and run a functional test

after having completed the update.

Cleaning information
Use a soft, lint-free cloth and soapy water to clean any visible areas of the escutcheon. Do not use
corrosive products or sprays that may be aggressive on metal surfaces, plastics or sealants and

seals.

Standards and guidelines
1

DIN @ & EN EN
C € 18273 1906 179 P40

20 min 90 min

CE tested | DIN 18273 | EN 1634: 30 minutes | EN 1634: 90 minutes! | Austrian standard 3859: 30
minutes® | Austrian standard 3859: 90 minutes! | EN 1906 | EN 179! | IP40 protection

Battery replacements

We recommend to have batteries replaced by trained, specialist personnel only.

Replace batteries in due time, as soon as the handle indicates "Battery low", see Section "How
Xesar access component indicate events".

Repeatedly disregarding the "Battery low" warning may cause handle malfunctions.

At normal ambient temperatures, the first "Battery low" warning indicates that up to 1,000 actua-
tions are still possible within the next 4 weeks. Temperatures deviating from normal ambient tem-
peratures may cause the handle to prematurely fail.

Do not use rechargeable batteries. Please ask your specialist retailer for a list of recommended

battery models.

1! In preparation | 2 When using the enclosed seals
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If the batteries have been drained, it is exclusively possible to operate the handle using the emer-

gency power device (optional accessory).
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Battery replacement procedure

1. The battery compartment is located in the outside handle of the Xesar handle. You require
one type CR123A battery (please ask you retailer for a list of recommended battery mod-
els) and the following tools to open the battery compartment: Allen key, 2.5.

2. If you would like to remove the handle tube of the outside handle, use the Allen key and
turn the attachment screw anti-clockwise until you can remove the handle tube.
Make sure you only screw in the attachment screw as far as absolutely necessary.

4. Now remove the empty battery and replace it with a new battery you acquired earlier. En-
sure correct polarity when inserting the battery.

5. Once again position the handle tube on the outside handle and fasten it in reverse se-

quence.

The component outputs a signal to confirm having correctly completed the battery replacement

(signal 8 in the signal table from Section: How Xesar access component indicate events)

Battery replacements or power cuts must not exceed a duration of one minute as
otherwise the Xesar handle must be resynchronised using the Xesar tablet.
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Xesar cylinder

Figure 19: Xesar cylinder (sample image)

Xesar cylinders are battery-operated access components.

The standard Xesar cylinder version already comes with a host of anti-manipulation protection
measures. Please refer to the product catalogue for more information.

Xesar cylinders are suitable for indoors and outdoors as well as fire and emergency exit doors.
Xesar cylinders are available as half cylinders or double cylinders with one-sided or double-sided,

electronic access.
Please carefully check the Xesar cylinder you selected is suitable for your application.

Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-overview/en/
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Xesar cylinder — functional description

Figure 20: Xesar thumbturn (sample image)

Visual and acoustic feedback

Xesar cylinders indicate events acoustically and visually. For this purpose, there is an LED
on the edge of the reader unit on Xesar cylinders. For a list of all available signals please

refer to Section: How Xesar access component indicate events.

Reader unit

The reader unit sensor is located in the plastic cap of the Xesar cylinder thumbturn be-
tween the EVVA logo and the LED.

Connector (synchronisation, updates, emergency power supply)

Xesar cylinders feature a connector located under the connector cover (EVVA logo). Slight-
ly press towards the inside on the left-hand side of the EVVA logo (near the "E") and fold
out on the right-hand side (near the "A") to access the connector.

The connector is intended for synchronisation with Xesar tablets as well as for emergency

power supply using the optional emergency power device.

63



2CCess 1O security

After use, once again carefully close the connector cover (EVVA logo) to protect the con-
nector from penetrating dust and humidity. For this purpose, do not use pointed objects

to prevent damage.
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Functional principle

By default, the electronic outside thumbturn of the Xesar cylinder is disengaged. The cam
remains disengaged upon operating the outside thumbturn and the outside thumbturn
turns without engaging with the cam.

Hold an authorised Xesar identification medium to the reader unit of the Xesar cylinder to
mechatronically engage the outside thumbturn for five seconds so the cam of the Xesar
cylinder engages when operating the outside thumbturn.

The purely mechanically operated inside of versions with one-sided, electronic authorisa-
tion always remains engaged on Xesar cylinders and can be operated at any time.

On Xesar cylinders with double-sided, electronic authorisation the inside thumbturn oper-
ates identically to the electronic outside thumbturn.

Xesar cylinders feature an event memory for the last 1,000 events. Once the event memory
is full, the system overwrites the oldest entries with the most recent events. For this rea-
son, it is important to regularly synchronise events to prevent event records from being

lost.

Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/

!
A\

A

Note:

FZG and FAP versions do not feature a rotary damper for technical reasons.

Caution:
Please note the office mode function (Section: Xesar identification media) and the
different acoustic and visual signals (Section: How Xesar access component indi-

cate events )

Caution:
Xesar cylinders feature a rotary damper as standard. Ensure it is installed in its cor-
rect position (see assembly manual) as malfunctions would otherwise occur during

on-going operation. Malfunctions in unapproved installation positions do not repre-
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sent product faults and are consequently not deemed as a valid reason for com-

plaints.

Caution:
Please note the following, important notices before use!

Climatic and environmental effects

Please note the defined suitability of the lock cylinder for the respective ambient conditions as per

its IP rating and specific temperature range.
Do not use the lock cylinder in very dusty environments.

Use the lock cylinder in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing lock cylinders in environ-
ments with a particularly high level of static charge.

Do not use lock cylinders in corrosive atmospheres (e.g. chlorine, ammonia, lime water or salt wa-

ter).

Information regarding installation and the correct installation situation
Exclusively specialist personnel must install lock cylinders according to the specifications in the
assembly manual which is also enclosed with the product. EVVA shall assume no liability for any

kind for damage resulting from improper assembly/installation.

Check the lock for damage and dirt before assembling/installing the lock cylinder. Please also ob-
serve the instructions of the lock manufacturer prior to assembly/installation. EVVA recommends

using correctly operating mortise locks to safeguard the lock cylinder operates correctly.
g y op g g Y p y

All Xesar access components are delivered ex works in so-called construction mode. In this condi-
tion any Construction Card unlocks any Xesar access component. For this reason, immediately
after having installed each Xesar access component ensure it is correctly added to the locking

system so that exclusively authorised persons have access.

Exclusively use accessories and spare parts recommended by EVVA. Mechatronic lock cylinders are

exclusively fully suitable for assembly/installation in locks, escutcheons, etc. if the lock cylinders are
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subject to the corresponding dimensional standards and the respective locks, escutcheons, etc. are
exclusively designed to accommodate mechatronic lock cylinders as per said standards. In all other
cases, manufacturers, retailers and users of such locks, escutcheons and similar devices must be
certain that the lock cylinder they select is suitable for installation and its intended use.

Observe the corresponding international and national specifications in the corresponding legisla-
tion, directives, standards and guidelines, particularly regarding the requirements for escape routes

and emergency exits, during project management and installation of the lock cylinders.

Before installing lock cylinders — in particular in metal frame doors — check the installation situa-

tion to prevent injuries (e.g. squashed limbs) or damage to the lock cylinder.

Ensure you selected the correct cylinder length for the corresponding door configuration. In instal-
lation situations or applications that are critical to security (without taking into account the thumb-

turn) the cylinder must protrude from the protective escutcheon by a maximum of 3 mm.

If VdS-certified mechatronic lock cylinders are installed in installation situations critical to security,
the lock cylinder must be protected by VdS-certified, burglary-resistent, category B or C door
plates. With regard to all other doors, the degree of anti-burglary measures must comply with the

corresponding, national regulations (see also EN 1627, Austrian standard 5338 or SKG).

Please note the restrictions illustrated in the assembly manual regarding the permissible installa-
tion positions of the lock cylinder. Non-compliance with the correct installation situation may
cause malfunctions — malfunctions in unapproved installation positions do not represent product
faults and are consequently not deemed as a valid reason for complaints. Please note that the
correct lock cylinder function can also only be ensured before and during installation of the lock
cylinder if the cylinder housing is positioned correctly.

Lock cylinders must be installed in such a way that they are not subject to any external forces

except when used correctly and at the designated mounting points.

A certificate in compliance with EN 179 or EN 1125 from the lock manufacturer is crucial for use
of the lock cylinder in escape or panic doors. Check the correct function of the complete panic
unit, consisting of lock cylinder, panic lock, panic bar and handle fittings. The aforementioned cer-

tificate must confirm the lock cylinders' suitability for installation.
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Please note that if you would like to install the lock cylinder in smoke control/fire doors, you must
verify the cylinders' suitability and potentially also obtain approval from the door manufacturer.

The client shall be responsible for this.

An excessive tightening torque when fastening the cylinder fixing screw may cause lock cylinder
malfunctions or make it hard to operate the lock cylinder. For this reason, please note the data in
the assembly manual.

Before completing the installation, use a Construction Card to verify the correct function of the

lock cylinder when the door is open as per the specifications in the assembly manual.

After having installed the lock cylinder, note that you can only operate the system using a Con-

struction Card until parameters have been completely configured.

Please note that the corresponding IP rating of lock cylinders with elongated outside turn sleeves
can only be safeguarded if the elongated outside turn sleeve protrudes from the protective es-

cutcheon by a maximum of 3 mm.

Information on operation

Instruct users of the electronic locking system to always keep identification media safe.

In the event that Xesar identification media is lost, it must be immediately blocked using the soft-

ware. The corresponding lock cylinder must be immediately updated using the Xesar tablet.

Please note that a door is not automatically locked after having closed it. Doors must be locked
manually by turning the thumbturn. In the event that it is not possible to remove the thumbturn,
attempt to set the lock cylinder to office mode and then remove it as usual it using the assembly
tool. In the event that this fails, you additionally have the option of blocking the thumbturn sleeve
using a slim metal pin via a small hole on the front of the electronics module and be able to con-

sequently remove the thumbturn using the assembly tool.

The thumbturn is not intended as an object to move the door panel (as would be the knob, han-

dle, etc.). Do not carry or lift the door panel using the thumbturn.
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Do not stand on the thumbturn.
Do not cover the reader equipment of the lock cylinder with metal materials.

Regularly check the correct condition and function of the lock cylinder (at minimum once a

month) as part of a functional check using authorised identification media.

We recommend you keep the locking system up-to-date
by regularly installing software and firmware updates. Make sure to run firmware updates when

the door is open and run a functional test after having completed the update.

o Note:
Depending on the cylinder's protrusion beyond the escutcheon or any installed
cylinder rosettes, the Xesar thumbturn may be hard to operate as a result of friction
caused by the seal on the escutcheon or rosette of the cylinder. There is the option

to remove said seals when installing indoors.

o Note:

Xesar cylinders with European profiles are equipped with a service bore at the front
of the electronics module. Use it to secure the thumbturn axis with a matching
metal pin and facilitate disassembly of the cylinder thumbturn.

The metal pin must have a minimum diameter of 2 mm and be at minimum 40 mm

long.
Procedure:

Step 1:
Insert a matching metal pin (e.g. a
2 mm Allen key) into the front service duct of your European profile cylin-
der.

Step 2:
In this process, turn the thumbturn until you are able to insert the metal pin

considerably deeper into the service duct. Now hold the metal pin in this
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2CCess 1O security
position and disassemble the thumbturn as usual using the assembly tool.

Once again carefully remove the metal pin after having removed the

thumbturn.
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Cleaning information

Regularly lubricate lock cylinders — at minimum as part of battery replacements. For this purpose,
use the lubricants recommended by EVVA only. Please refer to the Xesar system manual for more

information on the exact lubrication processes.

Use a soft, lint-free cloth and soapy water to clean any visible areas of the lock cylinder. Do not
use corrosive products or sprays that may be aggressive on metal surfaces, plastics or sealants and
seals. Ensure (particularly when the thumbturn has been removed) no liquids penetrate the cylin-
der and that visible areas of the electronic thumbturn must exclusively be cleaned when the

thumbturn is not open.

Caution:
Note the information in the assembly manual regarding the correct position of the
cylinder.

Note:
Reset cylinders to construction mode before moving Xesar cylinders (removing
them from the door).

Conditions of use
Ambient temperature -20 °C to +55 °C (depending on the battery) | Humidity < 90 %, non-
condensing | For 100,000 cycles as per EN 15684! | IP65 protection

Standards and guidelines

C € & & IP65 15Esl\ela4

30 min 90 min

EN EN &.

179 1125 SKG vds
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CE tested | EN 1634: 30 minutes | EN 1634: 90 minutes! | IP65 rating | EN 15684 | suitable for
locks as per EN 179/1125 (when using the FAP anti-panic function)! | SKG* | VdS?

Xesar cylinders feature an event memory for the last 1,000 events.

Assemble the component as per the assembly manual enclosed with the product.

Battery replacements

Activate office mode for the cylinder before replacing batteries so the cylinder remains engaged.

Note that lock cylinder operation is permitted using type CR2 batteries only. Do not use recharge-

able batteries. Please ask your specialist retailer for a list of recommended battery models.

We recommend to have batteries replaced by trained, specialist personnel only.

Replace batteries in due time, as soon as the lock cylinder indicates "Battery low". Repeatedly dis-
regarding the "Battery low" warning may cause cylinder malfunctions. At normal ambient tempera-
tures, the first "Battery low" warning indicates that up to 1,000 actuations are still possible within
the next 4 weeks. Temperatures deviating from normal ambient temperatures may cause the cyl-
inder to prematurely fail. If the batteries are empty, it is exclusively possible to operate the cylin-

der using the emergency power device (optional accessory).

Always replace all batteries used in the corresponding lock cylinder! Use the dedicated Xesar lock
cylinder assembly tool to assemble or disassemble the thumbturn (also when replacing batteries).
We recommend to pair up the lock cylinder using an authorised Xesar identification medium be-
fore removing the batteries. If applicable, you may be required to synchronise the system time

using the Xesar tablet after having replaced the batteries.

L In preparation
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Store batteries in a cool, dry location. Exposure to direct, strong heat may damage batteries. For

this reason, do not expose battery-operated devices to strong heat sources.

Batteries contain chemical substances and for this reason, dispose of them correctly, taking into

account the country-specific regulations.

Battery replacement procedure
Please proceed as described in the assembly manual to replace batteries in your Xesar cylinder,

only in reverse order.

1. Completely position the cylinder tool on the dedicated recess on the rear of the outside
thumbturn and turn the thumbturn and the tool in anti-clockwise direction.

2. Now remove the cylinder tool and undo the three attachment screws on the rear of the
outside thumbturn using a Phillips screwdriver (PH1). Subsequently remove the thumbturn
disc.

3. Carefully open the lock in the outside thumbturn by initially moving it carefully before un-

folding it.

4. Now remove both empty CR2 batteries and clean the battery contacts using a soft, lint-

free cloth.

5. Now insert the two new and previously acquired batteries with the correct polarity into the

battery compartment and close it once again.

6. Battery replacements must not take longer than one minute. Resynchronising using the

Xesar tablet may be required once this period has expired.
7. Once you have correctly replaced the batteries, the component initialises and the corre-
sponding acoustic signal sounds (signal 8 in the signal table in Section: How Xesar access

component indicate events)

8. Now once again position the thumbturn disc and fasten it using the three screws.
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9. Completely position the cylinder tool on the rear of the outside thumbturn and fasten
both components to the cylinder together (in clockwise direction) until you can feel re-
sistance. Subsequently turn the cylinder in the opposite direction (anti-clockwise) until you
hear a click.

10. You can now once again remove the cylinder tool.
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Cylinder tool

Figure 21: Cylinder tool (sample image)

Xesar cylinders provide a special opening mechanism to protect from manipulation and the dedi-

cated special tool is required for assembly and disassembly as well as battery replacements.

Order the cylinder tool separately. It is not enclosed with Xesar cylinders.

The cylinder tool device is optionally available.
Product code: E.ZU.PZ.ZW.V1

Please note the instructions in the Xesar cylinder assembly manual

or watch the video instructions: http://video.evva.com/tutorials/xesar/expzkzs/expzkz-s-1/en/
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Xesar wall reader

Figure 22: Xesar wall reader (sample image)

Xesar wall readers are suitable for indoors and outdoors, surface-mounted or flush installation and

for areas critical to security.

Please use the dedicated seal enclosed with the product in the event of use outdoors or in areas
that are exposed to water as well as in the event of surface-mounted installation and observe the
information in the assembly manual. Xesar wall readers are connected to the Xesar control unit

and supplied with power using a connecting cable.
Note:
Please note Xesar wall readers can only be used in connection with Xesar control

units.

Connect the Xesar wall reader to Xesar control units to operate electronic components, such as

motorised cylinders, swing doors, sliding doors, etc.
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Please check carefully to make sure the Xesar product you selected is suitable for your application.

We have made the required data sheet available in the download section of our homepage:

HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/" http://www.evva.at/products/electronic-

locking-systems-access-control/xesar/assembly-instructions-datasheets/en/
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Xesar wall reader — functional description

Figure 23: Xesar wall reader (sample image)

Visual and acoustic feedback

Xesar wall readers indicate events visually and acoustically. For this purpose, there is an
LED at the top edge of the Xesar wall reader. For a list of all available signals please refer

to Section: How Xesar access component indicate events ).

Reader unit, ON/OFF status light

The reader unit sensor is located behind the glass panel of the Xesar wall reader, between
the EVVA logo and the LED. The status light of the Xesar wall reader lights up continuous-

ly during on-going operation to facilitate localising the reader unit in dark environments.
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Connector (synchronisation, updates)

Xesar wall readers feature a connector located under the connector cover (EVVA logo).
Slightly press towards the inside on the left-hand side of the EVVA logo (near the "E") and

fold out on the right-hand side (near the "A") to access the connector.

The connector is intended solely to synchronise the unit with the Xesar tablet, Xesar wall

readers cannot be operated with the optionally available emergency power device.

After use, once again carefully close the connector cover (EVVA logo) to protect the con-
nector from penetrating dust and humidity. For this purpose, do not use pointed objects

to prevent damage.

Functional principle

Hold a Xesar identification medium to a reader unit and the Xesar control unit (connected
to the Xesar wall reader) checks the Xesar identification medium. The correspondingly trig-
gered relay of the Xesar control unit switches insofar as the identification medium is au-

thorised, depending on the jumper position (see diagram in the Xesar control unit -> JP2)

and the configuration.

Xesar control units feature an event memory for the last 1,000 events. Once the event
memory is full, the system overwrites the oldest entries with the most recent events. For
this reason, it is important to regularly synchronise events to prevent event records from

being lost.
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Xesar wall reader connection label

Use the connection label to connect Xesar wall readers to the connecting cables of the Xe-
sar control unit. Please note the data and information in the assembly manual enclosed
with your Xesar product; in particular the jumper position of the JP1 jumper to prevent

malfunctions.

access to security

DOORSBUS A

Xesar wallreader interface

Figure 24: Xesar wall reader connection print (sample image)

We have provided the assembly manual and the data sheet of the corresponding Xesar product

on our homepage:
http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/
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Xesar control unit

Figure 25: Xesar control unit (sample image)

The Xesar control unit can be exclusively used in conjunction with Xesar wall readers. Connect up
to two Xesar wall readers to one Xesar control unit. Xesar control units connected to Xesar wall

readers must be installed indoors in areas protected from manipulation.

Xesar control units are supplied with power using the power supply unit and in the event of pow-
er cuts they are equipped with data buffers for a maximum of 72 hours, providing the Xesar con-

trol unit had been previously active for a minimum of six hours.

Please refer to the product catalogue in the download section of our homepage for more detailed
information:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-overview/en/
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Xesar control unit connection configurations

Www.evva.com

Figure 26: Diagram (sample image)

You have the following connection configurations available. Pre-set connections with the position
of the JP2 jumper (Figure 26: Diagram (sample image)).

Please note the data and information in the assembly manual enclosed with your Xesar product.
We have also made the required data and information available in the download section of our
homepage:

HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/" http://www.evva.at/products/electronic-

locking-systems-access-control/xesar/assembly-instructions-datasheets/en/
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One Xesar wall reader -> one Xesar control unit

One or both relays can be switched at the same time depending on the jumper position (JP2).
As a result, you can use both relays for different applications (e.g. relay 1 switches with and re-

lay 2 without an external power source).

=
112|134 282
[ 11
2 omm- ©
12V-24v/DC —_—
GND | — ——
112|134
DOORBUS 1 Xesar control unit

Figure 27: One Xesar wall reader (sample image)
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Two Xesar wall readers -> one Xesar control unit (double-sided access)

Depending on the jumper position (JP2) both relays can be switched by both Xesar wall read-

ers, for instance to implement access from both sides.

X X

— |
= =
28 238¥
[N I 11
a o ©
12V-24V/DC —_—
GND « ——
[[2[3]4] [1[2]3]4]
DOORBUS 1 DOORBUS 2 Xesar control unit

Figure 28: Two Xesar wall readers (sample image)
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Two Xesar wall readers -> one Xesar control unit

Both relays can be switched differently depending on the jumper position (JP2). As a result, one
Xesar control unit and two wall readers can operate two different doors.

—@
,E':]’P' +
112134

NO
oM

P2

> il 3)

12V-24¥/DC
GND

12]3]4]
DOORBUS 1

[1]2]3]4]

DOORBUS 2

Xesar contral unit

Figure 29: 2 Xesar wall reader (sample image)
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control units.

Note:

Do not exceed the maximum cable length of 20 metres to safeguard correct func-

Note:
0 EVVA recommends using a CAT5 cable to connect Xesar wall readers with Xesar

tionality.

Note:
Maintain a minimum distance of 100 mm between Xesar wall readers to safeguard

correct functionality

Please check carefully to make sure the Xesar product you selected is suitable for your application.
We have made the required data sheet available on our homepage:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-instructions-

datasheets/en/
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Please note the office mode function (Section: Xesar identification media) and the
different acoustic and visual signals (Section: How Xesar access component indi-
cate events).

Note the following, important notices regarding the use of Xesar wall readers.

Climatic and environmental effects

Note the defined suitability of the wall reader for the respective ambient conditions as per its IP
rating and specific temperature range.

Use the wall reader in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing wall readers in environ-
ments with a particularly high level of static charges.

Do not use wall readers in corrosive atmospheres (e.g. chlorine, ammonia, lime water or salt wa-

ter).

Information regarding installation and the correct installation situation

Exclusively specialist personnel must install wall readers and control units according to the specifi-

cations in the assembly manual which is also enclosed with the product. We particularly point out

to exclusively install the control unit when it is de-energised. EVVA shall assume no liability for any
kind for damage resulting from improper assembly/installation.

We recommend installing control units in tamper-proof areas.

Note that control unit operation requires a mains adapter. Said mains adapter is not within the

control unit's scope of delivery and optionally available as an accessory.

In the event that you are using a mains adapter you have not procured from EVVA, you must
make sure the power supply requirements illustrated in the product catalogue are complied with.
Wall readers and control units are exclusively intended to actuate electronic locking components
and technical equipment. The control unit is actuated using the relay outputs. The maximum per-
mitted switching performance of the relay outputs as per the product catalogue must be complied
with.

All Xesar access components are delivered ex works in so-called construction mode. In this condi-
tion any Construction Card unlocks any Xesar access component. For this reason, immediately
after having installed each Xesar access component ensure it is correctly added to the locking

system so that exclusively authorised persons have access.
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Exclusively use accessories and spare parts recommended by EVVA.

Observe the corresponding international and national specifications in the corresponding legisla-
tion, directives, standards and guidelines, particularly regarding the requirements for escape routes
and emergency exits, during project management and installation of the control unit.

Before completing the installation, use a Construction Card to verify the correct function of the
wall reader and control unit when the door is open.

After having installed the wall reader and control unit, note that you can only operate the system

using a Construction Card until parameters have been completely configured.

Information on operation

Please note that the wall reader function can be safeguarded exclusively in conjunction with the
matching control unit. Wall readers and control units are exclusively intended to actuate electronic
locking components and technical equipment. EVVA shall assume no liability or accept warranty
claims for the correct function of the actuated devices themselves.

Instruct users of the electronic locking system to always keep identification media safe.

In the event that Xesar identification media is lost, it must be immediately blocked using the soft-
ware. The Xesar wall readers must be immediately updated using the Xesar tablet.

Please note that wall readers must be removed using the dedicated special tools only. Damage
caused by other tools shall render any liability, warranty or potentially separate guarantee claims
void.

Do not cover the reader equipment of the wall reader with metal materials.

Regularly check the correct condition and function of the wall reader and control unit (at mini-
mum once a month) as part of a functional check using authorised identification media.

We recommend you keep the locking system up-to-date by regularly installing software and firm-
ware updates. Make sure to run firmware updates when the door is open and run a functional test

after having completed the update.

Cleaning information

Use a soft, lint-free cloth and soapy water to clean any visible areas of the wall reader. Do not use
corrosive products or sprays that may be aggressive on glass surfaces, plastics or sealants and

seals.

ﬁ Note the following, important notices regarding the use of Xesar control units.
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Important notice

You must comply with the following warnings and information from EVVA Sicherheitstechnologie
GmbH (hereinafter referred to as "EVVA") if you install, programme and use the control unit. Keep
the instructions in the vicinity of the control unit.

Carefully read the Xesar system manual before commissioning your Xesar locking system. It is

available at www.evva.com.

General legal notes
EVVA concludes the contract on the use of Xesar exclusively on the basis of its General Terms of
Business (EVVA-GTB) as well as its General Licensing Conditions (EVVA-ALB) with regard for the

software for the product. Please refer to: http://www.evva.at/terms-and-conditions/en.

We explicitly notify clients that the use of the locking system subject to this contract may trigger
legal approval, reporting or registration obligations, in particular with regard to data protection
(e.g. if you are establishing a comprehensive information system), as well as grant the right of co-
determination to staff in the event of use on corporate premises. Customers, clients and end users
shall be responsible for product use in compliance with legal stipulations.

The aforementioned information must be observed and passed on to operators and users as per
the defined manufacturer product liability according to product liability legislation. Non-
compliance releases EVVA from any liability.

Any use deemed as non-compliant with the contract or as unintended use, any repair work or
modifications that have not been explicitly approved by EVVA as well as all types of incorrect ser-
vicing may cause malfunctions and are prohibited. Any modifications that have not been explicitly
approved by EVVA render claims to liability, warranty as well as any separate guarantee claims

void.

Architects and advisory institutions are obliged to request all necessary product information from
EVVA and take into account all such information to comply with obligations regarding information
and instructions under the Product Liability Act. Specialist retailers and installers must comply with
the information in EVVA documentation and they must pass on such information to customers, if

applicable.
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Please refer to the Xesar product catalogue and the Xesar system manual for additional infor-

mation beyond these vital instructions. These are available at www.evva.com.
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Standards and guidelines

Xesar wall reader c E IP65

Control unit ce IP54

Note:
EVVA recommends to operate the Xesar wall reader control unit using an inde-
pendent power supply and provide an uninterrupted 12 V power supply. This con-

sequently prevents system failure and safeguards access.

ﬁ As soon as the control unit has been connected to the power supply for six hours

the system ensures the time settings are maintained for a minimum period of 72

hours in the event of a power cut.

Assemble the component as per the assembly manual enclosed with the product.
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Mains adapter for control unit

Figure 30: Mains adapter (sample image)

The control unit mains adapter is optionally available.

Product code: E.ZZU.WL.NT.V1

Please refer to the product catalogue in the general download section of our homepage for more

detailed information:

HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-

overview/en/" http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-

overview/en/
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Signal Event Visual Acoustic signals: Note
number signal
Unlocking attempt
Signal 1 with authorised me- mmmmm
dium
Signal 2 End of release ooooo ttttt
. Rejected
Signal 3 ) ©0-00-00-00 | hh-hh-hh-hh
medium
Unlocking attempt
) with authorised me-
Signal 4 ) ) tttt—hhhh
dium and activated
office mode
Signal 5 Start of office mode tttt—hhhh
Signal 6 End of office mode 0000--0000 | hhhh—tttt
Unlocking attempt
. with authorised me- h----h----h----h--
Signal 7 )
dium, battery low --
signal
) After having inserted bat-
. Battery inserted or .
Signal 8 ( 1) tt—mm—hh teries, battery charge status
component reboot ) ;
display possible
Medium without
) EVVA segmentation; )
Signal 9 No signals

medium faulty, other

system

Visual LED signals:

Acoustic signals h = high-pitched sound, m = medium-pitched sound, t = low-pitched sound

= Red and green simultaneously

Each signal corresponds to a duration of 50 ms.
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Installing Xesar access components

Please note that specialist personnel must install Xesar access components as per the notes and

information as well as the assembly manual enclosed with the product.

Installation support

EVVA provides a host of different installation support to make installing your Xesar system easier.

Visit our website.

Language-neutral assembly manual
EVVA provides language-neutral assembly manuals on the packaging of the corresponding
product or our homepage to support Xesar access component assembly.

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/

Product-specific assembly video clips
We have provided assembly video clips with demonstrations of complex assembly steps here:

http://video.evva.com/tutorials/xesar/expzkzs/expzkz-s-1/en/

Language-neutral drilling template

EVVA provides a language-neutral, single-use, cardboard drilling template to support the as-
sembly of versions requiring one or several drilled holes. They are printed on the correspond-
ing product packaging and are available in our homepage in the general download section:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/

Note:
o The assembly manuals and the packaging feature QR codes which will take you
directly to the corresponding video sequence or assembly manual.
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Caution:
You must observe the sequence of listed installation steps as otherwise malfunc-

tions may occur.
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Drilling template

!

;’V

Figure 31: Drilling template (sample image)

EVVA provides a high-quality, metal drilling template to facilitate preparing the door for

an assembly of any type of Xesar escutcheons and Xesar handles.
An adjustable stop safeguards the holes are correctly aligned and it enables to adapt the settings
to match the requirements of any door situation. Hardened metal drilling sleeves guarantee a long

service life even after intense use.

The drilling template is optionally available.
Product code: E.ZU.BE.BS.V1

97



2CCess 1O security

Installing the Xesar software

Proceed as follows to install your Xesar software:
Step 1:

Register to download the most recent version of the Xesar software at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/demand-

xesar-software/en//.

You require appropriate administrator rights on your computer to install the soft-
t f s ware.

Step 2:
Proceed as follows after having downloaded your Xesar installer file (.exe):

Double-click the application.

Select your language and click OK (Figure 32) to continue.

Installer Language &l

Please select a language.

|English ~|

[ OK l [ Cancel ]

Figure 32: Language selection

Now the installation wizard opens (Figure 33: Welcome). Follow the on-screen instructions and
then click Next.
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esar Setup

Welcome to the Xesar Setup

Setup will guide you through the installation of Xesar.

It is recommended that you close all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.

Next = ll Cancel

Figure 33: Welcome

Accept the terms and conditions to be able to install the software @ (Figure 34: Xesar installation

— licence agreement). Then click Continue.

= 2|

Xesar Setup

License Agreement
Please review the license terms before installing Xesar. m

Press Page Down to see the rest of the agreement.

EVVA General Licensing Conditions =

The purchaser of the License (hereinafter referred to as the LICENSEE) acknowledges that all
use and provision of the LICENSED MATERIAL (Definition: see 1.2) is solely according to the
following General Licensing Conditions of EVVA Sicherheitstechnologie GmbH, company
number 120755g with registered office in 1120 Vienna, Austria (hereinafter referred to as the
LICENSOR or EVVA), which are explicitly accepted in the context of the purchase of the

License, by the first use of the PROGRAM, or by breaking the seal. Where applicable,

additional regulations in a licensing contract and, subsidiarily, the General Terms and

Conditions of Business of EVVA also apply. The EVVA General Licensing Conditions apply fo -

If you accepf the terms of the agreement, click the check box below. You must accept the
agreement to install Xesar. Click Next to continue.

| accept the terms of the License Agreement

< Back " Next > l l Cancel

Figure 34: Xesar installation — licence agreement
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By default the Xesar software is installed in a directory on the system drive @ (Figure 35: Xesar
installation — selecting the designated directory). Click Browse @ (Figure 35: Xesar installation —
selecting the designated directory) and select a different directory if you would like to install the

Xesar software in a different directory. Then click Continue.

esar Setup

Choose Install Location
Choose the folder in which to install Xesar. m

Setup will install Xesar in the following folder. To install in a different folder, click Browse and select
another folder. Click Next to continue.

Destination Folder o o
C:\Program Files\Xesar Hl

Space required: 415 5MB
Space available: 51.7GB

< Back " Next = l l Cancel

Figure 35: Xesar installation — selecting the designated directory

Please note that during installation with no administrative rights - no backup can created, because

access privileges to the installation file path (drive C) are missing.
Keep the installation path short and without special characters - an invalid path is signaled via an

error message.
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The system automatically creates the folder for program shortcuts. If you would like to create a

different folder, enter its name and then click Install. (Figure 36: Xesar installation — specifying

the folder)

Xesar Setup = |
Choose Start Menu Folder
Choose a Start Menu folder for the Xesar shortcuts m

Select the Start Menu folder in which you would like to create the program's shortcuts. You can also
enter a name to create a new folder.

Xesar|

7-Zip =
Accessories

Administrative Tools

Autodesk

BurnAware Free

Check Point

FreePDF W
Ghostscript

IBM System i Access fur Windows

InfoStore

Intel PROSet Wireless

Java

I

< Back " Install ]l Cancel

Figure 36: Xesar installation — specifying the folder

Now the system installs the Xesar software, the progress bar indicates the current activity @
(Figure 37: Xesar installation).
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Xesar Setup = S

Installing
Please wait while Xesar is being installed. m

Extract: appPicker.did... 100%

Show details

< Back Next > Cancel

Figure 37: Xesar installation

Note:
If you are reinstalling your Xesar software, but have failed to uninstall the applica-

tion, you will be unable to install the software

s

The application has already been installed.
Uninstall the application before you reinstall it!

Figure 38: Error message/installation

Once the installation has completed, a message indicates the Xesar software has been successfully

installed. Click Finish (Figure 39: Xesar installation) to complete the installation.
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Completing the Xesar Setup
Xesar has been installed on your computer.
Click Finish to close Setup.
[v] Starts Xesar
[v] Create desktop link
< Back Cancel

Figure 39: Xesar installation

2CCess 1O security
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Configuring Xesar software for the first
time

Your Admin Card is automatically checked upon starting your Xesar software.
The following error message appears if you have inserted a faulty or invalid Admin Card or if no

Admin Card has been inserted into your Xesar coding station: ,Insert a new Admin Card ".

Once you have inserted a valid Admin Card, enter the system designation and an administrator

password in the Xesar | Configuration window. Then click Mext.

Bccess to security

Xesar | Configuration

Initialise admin card

Please enter the name of the dient and a password for the user 'admin’ and insert the
new admin card into the encoding station to proceed.

Client owner
Admin password eesssss
High
—— D35SWOrd
securty
Confirm password eesssss

Passwords must feature between 6 and 20 charaders, contain a minimum of one upper and lower
case letter as well as a minimum of one digit. Exdusively upper and lower case letters as well as
digits are permissible for passwords.

Continue ==

Fehler! Textmarke nicht definiert.39: Initialising the Admin Card
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Passwords must be 6-20 characters long and must contain at least one uppercase and one lower-

case letter and one number. Only uppercase and lowercase letters and numbers are allowed.
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Now select a path for the automatic database backup (Figure 40: Network path:). For reasons of
security we recommend creating the DB backup on an external hard drive as a system hard drive

failure would put your database and the backup at risk.

Then click Next.

‘BOCess 10 SeCUITty.

Xesar | Configuration

Database backup initialisation

Please enter a network path to save the badkup file. You may also skip this step and
configure it at a later point. For this purpose, simply press Continue >>. Please note that
not entering data will prevent the system from backing up the database.

Network path:

Continue >>

Figure 40: Network path:

Note:
Configure your system so backup files are regularly saved according to their version
(Windows Preferences) to be able to recover data from a certain version in the

event of a database failure.
The system now shows the name of the system you selected

(Figure 41: Access data).
Log in by clicking Next
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“Becess to security

Xesar | Configuration

Access data

For your first login, please login with the following data and use the generated password

Client: owner

Username: admin

Continue >3

Figure 41: Access data

Backing up access data and DB key

CAUTION:
You can exclusively view your access data ONCE and only AT THIS POINT!

Fehler! Textmarke nicht definiert.
A confirmation prompt asking whether you have printed and archived your sys-

tem information appears to prevent you from accidentally skipping this window.
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“Bccess to security

Xesar | Configuration

Access data

The following system information is strictly confidential and serves to protect your system,
e.g. when losing the admin card. Please print and keep in a safe place.

Cardsgnzture
Card number N

oakey I

Superuser Username: su

Print

B\ This system information cannot be called up again after this message has been confimed.

I confirm that I have printed the system information and stored it in a safe place.

Complete

Figure 42: Configuration

Confirm the security prompt in the Xesar | Configuration @ application window

(Figure 42: Configuration) and click Complete.

After having confirmed the Xesar | Configuration with Complete you have

completed the initial software configuration.
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EVVA has assigned certain functions to specific roles to make it easier for you to use your Xesar

software. Please note this during commissioning and operation.

Role

Function

Admin

Owner and administrator of the locking system.

(maintenance authorization of critical settings)

Users

Users are responsible for administrative tasks within the program and
each user is assigned individual authorisations. Administrators centrally
manage the system and they always have comprehensive authorisa-

tions.

Person

Persons using authorisation media.

Persons are assigned access authorisations to door areas and doors.

Table 1: Software application roles
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Xesar software

Starting the program

A program window appears after having started your Xesar software (Figure 43: Opening the pro-
gram). The system automatically loads various software modules in the background while you see

this screen. Wait until the program window has completed loading and automatically disappears.

access to security

Figure 43: Opening the program
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Logging in using Admin Cards

Proceed as follows if you own a valid Admin Card:
Connect the Xesar coding station and insert the Admin Card into the Xesar coding station card

slot. (Figure 44: Login)

Enter the information required in the "Xesar | Login" (Figure 44: Login) login window:
e Select the software fanguage if you would like to use a language different to the de-
fault language.
e Enter the selected client name in the Client field upon first-time configuration.
e Enter "admin” as the user name.
e Enter the Administrator password you selected when you first registered and click

Log in.

g

Xesar | Login

nguage | Ef8 English

ame  admin

Login Log on as superuser

Figure 44: Login

The user name and password are case sensitive.
The system loads the database in the background @

Figure 45: Xesar | Login
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Logging in using the DB key

If you have not connected your Xesar coding station, your Admin Card is faulty or not available,
the system shows the "Xesar | Configuration" (Figure 46: DB key) application window allowing you
to enter the DB key to continue. Note that you will be unable to grant authorisations to per-

sons/identification media without an Admin Card.

The DB key @(Figure 46: DB key) is the automatically generated code included with your access
data (see Backing up access data and DB key).

‘Bccess 10 security

Xesar | Configuration

No or incorrect admin card!

Please insert the admin card into the coding station to continue. Afternatively, you can enter
the database key, however no transactions that are subject to cost can be executed.

0 -

Continua >>

Figure 46: DB key
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Home page

Congratulations! You have finished installing your Xesar software!
Now you are on the Xesar software home page. The following prompt appears if you have not

loaded any KeyCredits: " You do not have any more credits, please add new KeyCredits."

(EVVA) Xesar coa | g somn
Training EVVA Wien N
& HOE @ A L SYSTE B & D) @ v

Welcome admin!

Credit Door overview

You do not have any more credits, please add new KeyCredits. e CE vt Bieoes

Add credit =

48 Blacklist is up do date with all doors.

Additional packages Identification media overview

% All media are up to date

There ist no Software”’“*-Package.
Add Software?’*-Package

Backup

EY Database backup created successfully.

Synchronise Xesar tablet Maintenance tasks | O OMNIKEY CardMan 5x21-CL 0

Figure 47: Home page

Note:
The system automatically logs off following ten minutes of inactivity for reasons of

security. The "Xesar | Login”

Note:

Please note that you must click the corresponding confirmation button to ac-
cept any changes you make to your system. If you fail to do so, an error message
indicating "Unsaved changes on this page" appears upon closing the correspond-

ing menu.
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Click OK to confirm this message and discard any changes. Click Cancel (in the
error message) and confirm your changes before closing the menu to save your
data.
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Loading KeyCredits

KeyCredits enable you to create and change access authorisations. Please refer to Section
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EVVA KeyCredits for a list of changes that are subject to a charge or changes that are free of

charge as well as additional information about KeyCredits.

The Credit function @ in the header of the page shows the amount of available KeyCredits below.
The information in the header is always available so you have a permanent overview of the current

amount of KeyCredits. Click Credlit to top up KeyCredits.

(EVVA) Xesar Crean o 2dmin Setings Log off
Training EVVA Wien
CONTRC

# foME @ AcESCONmOLSYSTEM  R% pERsONS [ PROTOCOIS  J ADMINSTRATON @) HELP o

Figure 48: Credit

You require an operating Internet connection and the credit code on the back of the KeyCredit

Card (concealed by a scratch field) to top up credit.

e Enter the code in the "Add credit" (Figure 49: Topping up credit) application window.
e Press the Tab key to move to the next input field.
e Click Add credit to confirm your input.

e If you entered the code correctly, the system confirms your input (green notification in the

header) and adds the credit.

Add credit

Please enter your credit code, to add a Software®VS-Package or
Time/KeyCredits.

Plzaze notice, the following charcters cannot be entered: 0,1.i. Lo, 0

# Cancel

Figure 49: Topping up credit

117



!
O

2CCess 1O security

Caution:

The credit is linked to the Admin Card — any quantity credit will be rendered void in
the event of a failure or loss of the Admin Card. Any time-based credit is saved
centrally by EVVA and can therefore be transferred.

In this case, please directly contact EVVA Support.

Note:

Credits can be redeemed only once.

Note:
Any time-based credit is highlighted in red from 14 days before expiry.
A message appears on the home page if KeyCredit Unlimited is not active or there

are no more KeyCredits available.

Invalid KeyCredit code

A message highlighted in red appears if you entered an incorrect code (Figure 50: Topping up

credit — invalid input).

Add credit

Please enter your credit code, to add a SoftwareP/S-Package or
Time,/KeyCredits.

SFL3 K|54 6FGR 48 3498
Invalid code!
Please notice, the following charcters cannot be enterea: 0, 1,i.1 o, 0
# Reset
# cancel

Figure 50: Topping up credit — invalid input

The Admin Card is automatically disabled after five incorrect attempts. Please con-

tact our Online Support at http://support.evva.at/xesar/en/ if you encounter any
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issues.
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Administrator

Click Admin® in the tool bar to open the overview of the administrator who is currently logged
in.

Change password

NEw password  sassssemsune

High
—— password

security

Confirm password  eesseesesess

Passwords must feature between 6 and 20 characters, contain a
minimum of one upper and lower case letter as well as a

minimum of one digit. Exclusively upper and lower case lstters as
well as digits are permissible for passwords.

% cancel o Save password

Figure 51: Changing the admin password

Changing the administrator password

The tool bar shows the current user name ©.

2. Click the name — the user's application window opens. Proceed as follows to change the
administrator's password who is currently logged in:

3. Click Change password ® — always use secure passwords ® consisting of upper case and

lower case letters as well as digits and confirm your changes to accept them.
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Settings
Click Settings® (Figure 52: Settings) to open the corresponding menu.

(EVVA) Xesar

& e B A SYSTE At ezsons [B proTocoLs Qo FOMINISTRATION @ Hewr o

Figure 52: Settings

Your Xesar software enables you to configure various parameters, such as time settings, security
settings and, if required, the host name as well as IP address of your proxy server. Proceed as

follows to configure settings:

Time settings

Summer and winter time settings

Slide the Activate time change ® (Figure 53: Time settings) slider to On and enter the
dates for summer and winter time in the corresponding year to activate the summer and
winter time setting. It is important to manually update these settings once a year and
make sure you subsequently also update your Xesar access components if you work with

the summer and winter time function.
Setting special days

You can also specify five types of special days @ that are active at the same time over a
period of fifty days in advance (Figure 53: Time settings).

For instance, use this function if you would like to grant a company's employees access
from Monday to Friday, but not on public holidays. In such cases it is possible to define
such "special days" and the access components will react accordingly. Affected persons will
then no longer have access providing their time profile has been configured accordingly.
The same principle also applies to automatic office modes where the system must remain

locked on special days.
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(EVVA) Xesar
iy HOME B #ocess con:

Settings

) sae

Time settings

& change
Summer time

Wintse time

Special day 75

Security settings

°-

Media validiy peried (in days)

Frogramming device

Name of the devie:

Hast name or TP address of proxy server

Configuration settings

database backun

B seve

) synchronise Xesar tablet

Weihnachten

Xesar-Tablet

© Test connection

-

CiXesar_backup

1202412015, 12/26/2015, 12026/2015

Figure 53: Time settings
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Maintenance tasks | O OMNIKEY CardMan 5x21-CL 0 ]
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Security settings

Security PIN

Enter a four-digit figure in the PIN ® field in the Security settings (Figure 53: Time set-
tings). A PIN is mandatory and you must enter it on your Xesar tablet upon initialising Xe-

sar access components for the first time to add them to your system.

Note:
0 If you open the Settings menu page for the first time, you must change the default

PIN "0000" to be able to once again close the Settings menu.

Identification media validity periods

Specify the identification media validity period in the Security settings section

for ALL Xesar identification media within your Xesar locking system.

Their maximum validity period is three years. The validity period of the Xesar identification
medium is automatically extended by the specified period as soon as you hold it to the
Xesar coding station. This function is intended as a checkpoint function to enhance the se-

curity and force users to update their media within certain intervals.

If the Xesar identification medium is not used at a Xesar coding station within the speci-
fied period, the identification medium expires and is deactivated until it is once again used

at the Xesar coding station.

The Xesar identification medium is reactivated automatically once it is held to the Xesar
coding station. This functionality represents a checkpoint within your system which forces
users to regularly update their Xesar identification medium at this checkpoint. EVVA rec-
ommends using a very frequently used area, such as the reception or an information point
for this function.

Note:
The Xesar software must be running to support this function. However, you can run
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it in the background, even with a locked Desktop.

Note:

Once the validity period has expired, the affected identification medium is unable
to unlock any doors until it is updated at a coding station. Take this into account if
you position an update unit indoors. The shorter the identification media validity
period, the faster your system regains a secure status in the event that media are
lost. However, in the event that identification media are lost, we strongly recom-

mend to transfer the blacklist to access components using the tablet.

Replacement media validity periods

You can issue one replacement medium per person should a Xesar identification medium

be temporarily unavailable. Set the general validity period of a replacement medium here.

The maximum permitted validity period is 72 hours (Figure 53: Time settings).

Logging personal data

If you would like to log personal data (event protocol), you can configure this in the Set-

tings. In this case, please set the "Off" default setting to "On" (Figure 53: Time settings).

Caution:
Comply with the corresponding, national statutory regulations and directives re-
garding data protection!

Maximum archiving period for personal data

You can restrict the maximum period any data is retained (Figure 53: Time settings). Data

older than the specified period will be automatically rendered anonymous.
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Programming device

Select your programming device (Xesar tablet) from the drop-down list if you have connected

other external devices to your computer and are unable to detect the Xesar tablet.

IP address/proxy server settings

An Internet connection is briefly required to top up KeyCredits. If you access the Internet on your
computer using a proxy server, you must configure the settings accordingly in the "Host name or

IP address of the proxy server" section @(Figure 53: Time settings).

Configuration settings

The configuration settings enable to change the path for automatic backups at any time and

switch the automatic backup function on or off.

Please note that any database backups saved on the same hard disk will be lost in
the event of a hard disk failure. For this reason, EVVA recommends you use an ex-

ternal hard disk to backup the database. Archive the backups by versions to have

older versions available in the event of a potential database fault.
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Administration

The Administration menu item enables to configure general system settings. Click "Administration”
to open the overview (Figure 54: Administration tab).

(EVVA) Xesar SO L e B | ] o
& HOME @ ACCESS CONTR

oLsTEM Q% pemsons [ PRorocols | B ADMINISTRATION @) HELP
Welcome admin! Change logo
User
Credit

> Create user

You do not have any more credits, please add new KeyCredis. User groups

iith all doors.
Add credit

3 Create user group
do date with all doors.

Additional packages Identification media overview

plus
There ist no Software?s-Package B All media are up to date.
Add Software?*-Package

Backup

E Database backup created successfully.

3 Synchronise Xesar tablet. Maintenance tasks | 0 OMNIKEY CardMan 5x21-CL O

Figure 54: Administration tab

Journal
The Journal section records any user activities, such as login and logoff data as well as information

on access to personal data. The filter function in the Journal allows to specify a period for the
listed data.
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Journal for personal data

Creditto
5/10/16

WSTRATON @) HELP

from | 06/09/2015
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admin

Settings Log off
ewatest

B o 06/2512015 [en]

bate Time User name Protocol data
06/25/2015 835 AM admin User logged in
8:11AM admin User logged out.
8:00 AM admin User logged in
06/23/2015 8:40 AM admin User logged out.
839 AM adrmin User logged in
06/22/2015 853 AM admin User Iogged out.
8:43 AM admin User logged in
8:40 AM admin User Iogged out.
830 AM admin User logged in
06/21/2015 10:15 PM admin User Iogged out.
10:05 PM admin Synchronisation: New tasks prepared for Xesar-Tablet.
10:05 PM adrmin Synchronisation: Data read from Xesar-Tablet
10:04 PM admin User logged in
9:29 PM admin User logged out.
9:19 PN admin User logged in

Figure 55: Journal for personal data

Click the drop-down list in the Filter ® (Figure 56: Filtering journal entries) section and select the

desired period to restrict the output.

endar function.

Xesar

o @

Journal for personal data

Click the last item in the drop-down list to activate the cal-

Creditto
5/10/16

IMINISTRATION @ Hep

from | 06/09/2015

Restrict period

|

admin

settings Log off
evvatest

to| 06/25/20] since today

since yesterday

Date Tme Username Protocol data since the day before yesterday
since last week
06/25/2015 8:35AM admin User logged in. since last month
defined
811 AM admin User Iogged out.
8:00 AM admin User logged in.
06/23/2015 8:40 AM admin User logged out.
830 AM admin User logged in.
06/22/2015 8:53 AM admin User logged out.

Note:

Figure 56: Filtering journal entries

Users are unable to delete the journal.
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If necessary, change your client logo here. The selected logo will then be shown in the program's

tool bar ® (Figure 57: Individual client logo).

Settings Log off

Training EVVA Wien

(EVVA) Xesa &

A HOME | @ ACCESSCONTROLSYSTEM QR ERsoNs [ PROTOCOLS

Zo AOMINSTRATION @) HELP

Figure 57: Individual client logo

Proceed as follows to change the logo:

o Select Administration > Change client logo
o Select file ® (Figure 58: Changing the )
Select the desired image file (jpg, .png or .gif).
e Click Save changes ® (Figure 58: Changing the )

10

A& Hove & rovNSRATION B Dooksasmers AL PERsONS  f ABOUTIXESAR

Change dient logo

The dient logo is visble for all users of this dient

[+ Y

C Resetlogo

Figure 58: Changing the client logo

Note:
The desired image file must not exceed a size of 1 MB.

admin Settings Log off
owner

o B Save changes
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Users

Users are responsible for administrative tasks within the software. Each user is assigned individual
authorisations. Administrators centrally manage the system and they always have comprehensive

authorisation. It is not possible to deactivate administrator accounts.

Select Administration > User to view a list of all users and the user group assigned to the corre-

sponding user (Figure 59: Users).

@& HovE & oMnIsTRATION B poorsasress L persons A& ABOUTXESAR

User
Name Alusers o Adive  § Deadivated o
@ | Username User groups Last login Status
admin Eﬁ_ﬁdmm ;l;;ll‘lﬁ, 2014 10:09 o
] Anna Smith B vitrout ighis ®
[ sack smith ouser o
[ 30hnSmith B user o

Show 1todof dertries, 20 - Ertries perpage

* Syndhronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0

Figure 59: Users
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Filtering for active and deactivated users

(Figure 59: Users)

e Click Active @ or Deactivated @ in the header of the list to filter by the corresponding us-
er group.

e The Status ® column shows the corresponding icons for each user.

Editing users

Click the affected user to open the Edit user menu item. This section allows you to configure vari-
ous user-specific settings and provides an overview of the selected user's current status. (Figure
60: Editing users)

& rHome & ADMINISTRATION B Dpoorsasreas AL PERSONS A& asouTXESAR

Edit user
4 Totheuserkst || Delete
[ save
Details
o Smhs o/ Adive 3 Deadivate user
Desaiption
Lastlogn  —
Lastedted Ul 16,2014 10:17 AM
Ediedby  admin
Access data
Username  John Smith
Password  *****== 5 change password
User groups
&l | Name Desaiption Number of users
O user employees, withoLt administration rights 2

Show one entry, 20 Entries per page

[F—

General rights
Clierts Administer
User Administer
Doars Administer
Aocess aLthorisations Show Administer

Figure 60: Editing users
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The Details field provides detailed information on users and gives you the option to activate or

deactivate users, insofar as this function has been enabled.

e Description
e Last login
e Last edited
e Edited by

Deactivate user

e C(lick to select users and deactivate them.

e Change the status @ by clicking Deactivate user.

e Click OKto confirm the security prompt and Save the changed data.

Note:
You cannot deactivate user admins.

Changing access data and passwords

You can change users' passwords in the Access data field.

Proceed as follows:

e Click the user name of the desired user and select Change password to open the dia-

logue to change the password in the Access data section.

e Enter a new password. It must feature between 6 — 20 characters and contain upper

case and lower case letters as well as digits.
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Change password

New passiword | seeesesesens

High
password
security

Confirm password | ceseeesssees

Passwords must feature between 6 and 20 characters, contain a
minimum of one upper and lower case letter as well as a
minimum of one digit. Exclusively upper and lower case letters as
well as digits are permissible for passwords.

% cancel o Save password

Figure 61: Changing the password

User groups

Open the User group field to assign or delete users from user groups. You can also (de)activate

any assigned user groups.
Proceed as follows to add users to an existing user group:

e Select the User groups ® from the drop-down list to which you would like to assign us-

ers. Any assigned user groups are not shown in the menu.

Proceed as follows to delete assignments to user groups:

e Tick to select affected user group(s) and click the Delete assignments field. In this pro-

cess, confirm your selection by once again clicking Delete assignment.
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In this section, you can create one or more users with different authorisations. Please note that

you must initially create new user groups before you can re-configure general authorisations for

said users.

o @B o e o

A HovE & ADMINISTRATION B poorsssress AR PERSONS A& ABouTXESAR

Create user

Access data

0 -~

Contfirm password =

4 Totheuserist

[ sove

Passwords must feature between 6 and 20 characters, contain 2 minimum of one upper and lower case letter as well as @ minimum of one digit. Exdusively upper and lower case letters as well as digits are permissible for passwords.

User groups. o

& | Name Description

e ——

Generalights: a

Clients Administer
User Administer
Doors Administer
Access authorisations Show Administer
Persons Administer
Protocols View personal data
Masterkey Administer
* Syndhronise Xesar tablet. OMNIKEY Cardvian 5x21-CL.0

Figure 62: Creating users

Access data

Proceed as follows to create users (Figure 62: Creating users):
e Select User name ©.
o If applicable, enter a Description @.

o Create a New password © as per the following specifications:

Number of users

A Totheuserist

B smve
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Between 6 and 20 characters, featuring upper case and lower case letter as well as digits.
Your password will qualify as a "Secure password" once it complies with the aforemen-

tioned specifications; insecure passwords do not comply with the specifications.

User groups

e Select the User groups from the drop-down list to which you would like to assign users.
Any assigned user groups are automatically unavailable for selection.

e (lick Save user group to confirm your selection.

General rights

e Select the General rights © you would like to assign to the person. They are transferred
as specified in the users groups and cannot be adapted in this section.

e Save your changes confirm them.

The Xesar software home screen now confirms the changed data.

User groups

Specify users and user groups to manage them in the software.

You can assign different authorisations to user groups.

The Administrators user group has been pre-installed and you are unable to delete it. Said user
group has been assigned comprehensive authorisations.

Please note that each user must be assigned to a minimum of one user group.

Any created user groups are listed in Administration > User groups. Enter user groups in the

search field to select them. You can also delete user groups in this section.

Note:
User groups are case-sensitive.

136



2CCess 1O security

& HOME & ADMINISTRATION @ DOORSGAREAS Q% PERSONS  f ABOUTXESAR

User groups

& | Name Desaiption Number of users
Administrators Group of Administrators 1
[ | user employees, without administration rights 2 } o
[ | withoutrights 0
Show 1to 2of Zertries, 20 Entries per page S

Py ——

Figure 63: User groups

The Number of users section @ (Figure 63: User groups) shows the number of users assigned to

the corresponding user group.
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Deleting user groups

You can exclusively delete user groups if no users have been assigned to them. Proceed as follows

to delete user groups:

e Tick the check box of one or more user groups(s) to select them.
e Then click the Delete user group field.
e Click Delete user group to confirm the security prompt. Once you have confirmed, you

will be unable to undo the process.

Note:
An additional security prompt appears if users are still assigned to the user group

you would like to delete.
Note:
You are unable to delete the admin user and the Administrator user group.

The entries of the deleted user group are automatically removed from the user settings.
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Creating user groups

Different authorisation profiles may be required depending on the corresponding users' manage-
ment tasks.
Open the Create user group section to create user groups for a host of requirements and assign

different authorisations to said user groups. (Figure 64: Creating user groups)

o @D e

A Hove & ADMINISTRATION @ DoorsesRErs AR PERSONS ) ABOUTYESAR
Create user group
Gy Tothe user group st
) Sove

Details

Q
o Desaription

oeris: @)

Seletal Selectnone

Clertts ] Admirister
User ] Admirister
Doors ] Admirister
Access authorisations [ Show ] Admirister
Persons ] Admirister
Protocols ] View personal data
Masterkey [ Administer

@ Tothe user grouplist

[ sove

Figure 64: Creating user groups
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Details

Specify the group name and description in the Details section.

e Specify a unique Name @ for the user group, for instance
Facility management.

e Enter a short Description ® of the corresponding name.

General rights

This section allows to specify user rights.
Specify user authorisations in the General rights © section of the user group. The section speci-
fies the administrative tasks that influence clients, users, doors, access authorisations, persons and

emergency media.

e Select "User -> Administer' to create, view, change or delete users.

e Select "Door -> Administer" to create, view, change or delete doors.

o Select "Access authorisations -> Show'" to view access authorisations for doors. This re-
quires additional authorisations.

e Select "Access authorisations -> Administer' to add, change and delete access authorisa-
tions for doors. This requires additional authorisations.

o Select "Clients -> Administer" to view and change system settings. You can configure all
settings but the client logo.

e Select "Masterkey -> Administer' to issue master key authorisations. This requires addi-
tional authorisations.

e Select "Protocols -> Administer' to view personal events.

Click the corresponding tick box to activate the functions.

Tip
Specify authorisations according to users' administrative tasks. In this process, it is

important to note the authorisations (options) you are granting users.
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Note:

The Masterkey function is equivalent to a master key for all doors and it is always
authorised to open doors.

Editing user groups

e Click the user group you would like to change in the user group list (Figure 65: Editing us-
er).

e Check or change the details (name, description) @.

e Correct any activated, general rights @.

e Save changes ©.

T owner

A HoME & ADMINISTRATION B Doorszaress At PERsons A ABOUTXESAR

Edit user group 4 Tothe wsergrouplet

s JEES

Details

employees, without administration rights
Desaiption

Lastedied Ul 16,2014 10:15AM

Edtedby  admin

General rights. o

Selectall Selectnone

Clients ] Adrminister
User ] Adrminister
Doars ] Adrminister
Access authorisations Show Administer
Persons Administer
Protacols View personal data
Masterkey [ Administer
4 Tothe usergroupist
3 R
Syndhronise Xesar tablet. OMNIKEY CardMian 5x21-CL 0

Figure 65: Editing usergroups
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Your changes will come into effect after having saved them and they apply to all users linked to

the specific authorisation group.
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Doors and areas

The Doors & areas menu item enables to view and manage any doors and areas within the Xesar

locking system including all created Xesar access components.

(EVVA) G DR st | [ togor
& HoMe & ADMINISTRATION B poorsasrers &% pPersons A& ABOUTXESAR
Doors &Areas
Welcome admin! 2 Create door

Figure 66: Doors and areas

Doors and areas

In the Doors & areas section, click the corresponding selection @ (select by door) or ® (select by
area) to open a list of doors and areas which have already been created in the Xesar software and
view which doors have been assigned to which areas. You can also assign doors to areas in this
section. Create areas to group several doors in categories and facilitate assigning authorisations to
make the overall process more transparent. For instance, if you would like to grant one or more
persons access to five individual doors, you can group these in an area. Subsequently, all you
need to do is assign persons to the area to enable them to unlock the aforementioned five doors.
You can create a maximum of 96 areas. It is possible to assign doors to several areas. (Figure 67:
Doors and areas)
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10 S OWNer
A HoMe & ADMmISTRATION B DooRs sAREAS &4 persons A ABOUTXESAR
Doors
® Al doors
© Doorsthat have ot been assigned to areas o 5 doors found.
Doors vithin an area
& | Door designation (addional formation) Arezs Status
[ main entrance
&l doors (0) []'| sales department CEO (Department management)
[C] sales department entrance (entrance)
outer doors (0)
] wal reader - entrance (barrier)
sales department (0) [T wal reader - eit (barier)
o Y p— Y- ca
Figure 67: Doors and areas
All doors

Click A/l doors to show a list of all doors within the Xesar locking system, regardless of whether
or not they have been assigned to an area.

Doors within an area

Click the door area you would like to view ©. Doors within an area is selected automatically and
the system shows a list of doors within this area ®. The number of doors within this area is shown

in brackets next to the area designation.

Doors that have not been assigned to areas

Click Doors that have not been assigned to areas to view all doors that have not been assigned
to an area within your Xesar locking system @.
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In addition to the overview functions, the Doors & areas section also enables to edit and manage

doors and areas.

The following functions are available:

Creating door areas

Creating doors

Deleting doors

Deleting doors from a door area
Adding doors to a door area

Editing/deleting door areas

Creating door areas

Proceed as follows to create door areas:

Click Doors & areas > Doors & areas.
Click Create door area ® (Figure 67: Doors and areas).
Specify the Name of the door area @ (Figure 68: Creating new door areas).

Click Save to confirm your input.
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Figure 68: Creating new door areas
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Creating additional doors

Proceed as follows to create an additional door:

e Click the Create door field ® and proceed as described in Section (
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e Creating doors; Figure 69: Managing doors).

A8 rersone A asouTE

® ddom
s that have ot been assgred to araas 5 doars ound
e it an arma

an rtrarce

3l docrs (0) ssbos departant CEO (Departiert managemert)
b deguatmert crtrares srtrares)

auter docrs ()
e - exrarce (barver)

sabes department (0] il rmacer - ek (i
eachrokogy (0)
e 4 Ot | Dsstndon

O Syrtvorme Kesar et

Figure 69: Managing doors

CMMIEY Cardhan 5:21-CL.0
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Deleting doors

You can also delete doors in this menu item (Figure 69: Managing doors).
e Click "All doors" or the area featuring the affected door.
e Tick the check box next to the desired door.
e Then click Delete door @.

e Click Delete door and confirm the following prompt to complete the process.

Removing doors from areas

Proceed as follows to delete doors from an area (Figure 69: Managing doors):
e Click the affected area.
e Tick the check box of the affected door.

e C(Click the Remove door from area © field.
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Adding doors to areas

You can add one or several doors to an area.

e Tick the check box(es) of the affected door(s).

e Then select the desired area from the drop-down list @.

e N —— e %
Doors
® 2 dours
Do thet eave o beer asagned o areas 5 doors found.
Duors it 0 s
Cur hartsn salnris véormgay
¥ manewance
ol doors 0 sales department CEO Departmert managemert)
st cepartmert entrarce (et
prepet
ek reacer - ertrares hamer
PP wal reader - o D
technciogy 0
FIE— #omie | e

0 Syrutrore Xesar tabet.

Figure 70: Adding doors to door areas

2CCess 1O security

OMMEY Cardan 321010

150



2CCess 1O security

Listing authorised persons within an area

Door areas will automatically be highlighted in yellow once you have clicked to select them
(Figure 71: Door area level 2).
The list of Doors ® shows all doors within thins area.

o Click the Authorisations © field to view all persons with an authorisation to all doors of

this area.
A o P o an 3

‘outer doors” area.

outer doors.
cuter doors

l daors (0} wl reades - ek (bamer)

Synchonse Kesar tabiet GMAIKEY Carcan 5321010

Figure 71: Door area level 2

Deleting door areas

e C(lick the affected door area to delete it.
e Then click the recycling bin icon @.

e Click Delete door area to confirm the prompt.

Note:
Any doors that are assigned to a door area are automatically removed upon delet-
ing the door area. You will then have to synchronise the doors affected by the
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changes using the Xesar tablet.

Editing door areas

e Click the affected door area to rename it.
e Then click the pen icon @ (Figure 71: Door area level 2).
e Enter the new area designation in the Mame field of the dialogue window (Figure 72: Re-

naming areas) and click Save to confirm.

Doors in this area remain available.

Figure 72: Renaming areas

152



2CCess 1O security

Editing doors

e Click the desired door in the Doors & areas > Doors menu to open the application win-
dow.

., Edit doors enables to change door configurations.

Access components

e Click the icon of the corresponding access component to open the access component

overview window of this door.

Details

e This section lists all detailed information of your access component.

View battery status

The Details field shows the battery status of battery-operated access components. Please
note that the status dates back to the last time the access component and your Xesar
software were synchronised and the actual battery status may deviate from the battery
status shown.

R OWner

& HovE & soMNISTRATON [ DOORSEAREAS QL PERSONS  flt ABOUTXESAR
Access component
4, Tothadsorkst
E B sove
~ Detzils

% Type  Xesarcfinder

Status  Installed
(esar-cyinder

128034
L (3 Fimware version

129.0.34

128,

129,

Hardware version

Batterystatus Ok

Figure 73: Xesar access components, "Installed” status

153



2CCess 1O security

154



2CCess 1O security

Creating doors

You can configure doors in this section. For this purpose, select Doors & areas > Create doors.

Subsequently click Save to save any changes.

Settings Logoff

& Home 4 soMmSRaTON @) DoORs&aREAS AR PERSONS A& aoUTXESAR

Create door

i

New door
0 Door designation =

Additional information

Details

Sedtings

[F] al doors

] outer doors

e press | [T sales departmert

Addareas +

o Manual office mode on Off

Figure 74: Creating doors

Details

When you create doors it is important to enter a unique Door designation ® (mandatory field) to
safeguard the doors in the software can be assigned to the doors within the facility, e.g. Main
entrance. There is also the Additional information field @ (optional field) intended for additional

door information, e.g. the room number (Figure 74: Creating doors).
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Settings

Select the areas to which you would like to add doors in the Areas field ® . You can also create

additional areas in this section (Figure 74: Creating doors).

Manual office mode

Click On or Off ® to specify whether or not to enable manual office mode with an authorised

identification medium.

Please note that the corresponding settings must have been activated for the respective doors

and persons to enable the manual office mode function.

Click Save to save any changes you made to settings. The New Xesar access component icon ©
(Figure 75: Creating doors and logging personal data) automatically appears as soon you have

saved the new door.
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Editing doors

The Edit door menu item allows to edit all settings for the Xesar access components within the

context of the affected door (Figure 75: Creating doors and logging personal data).

10 T OWner
i Hove A sovmasration @ poomsasreas AR PERsONs ) ABOUTESAR
Edit door
@A Tothe doorist
General Authorisations
M save
Details

Door designation* | teology

Additional information

Protocol setings o

Events  no existing protocol

eLagDersona\da:a [fon | of

Maximum time for personal data (at =
most alowed 98 days)

9

Settings

7] 3 doors

] outer doors

7] sales department:
tecnology

Areas

Add areas +

Manual office mode on | of

Synchrorise Xesar tablet. OMNIKEY CardMan 521-CL0

Figure 75: Creating doors and logging personal data

Protocol settings

Events

The "Edit doors" application window shows the Protocol settings section®. Please refer to Section
(Protocol/events) for additional protocol information.
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Personal data (per Xesar access component)

Select On/Off® to specify whether or not to enable to log personal data at this door. However,
the affected persons must additionally give their consent for you to be able to view their personal

data.

Maximum retention period of personal data
Enter the maximum period you would like to retain personal data (in days). You are unable to save
data for a period in excess of 99 days. The entered value also determines the maximum period

door protocols are retained.

Note:
o The input field is automatically activated if you set Log personal data to On.
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If the Log personal data function @ (Figure 76: Showing the personal data protocol) is on, you
can click Show protocol to view the protocol list for this door @ (Figure 77: Access events —
show protocol).

Settings Log off

A HovE & rovmsTRATION B Dpoorsasmers AR PERSONS M sBoUTESR

Edit door
4 Tothe doorst
l General Authorisations:
sales department CEO B s
L Details:
@ Door designation™ | sales department CEO
m Addtions| iformation  Department management
Protocol settings
Everts  Show protocol
o Logpersonaldata | on | OF
Masdmum time for personal data (e |
most alowed 99 days)
Settings
all doors
7] outer doors
e sales department
] temology
Add areas +
—
Manualoficemode | on | of |
0 Synchronise Xesartablet. OMNIKEY CardMan 5x21-CL 0 o

Figure 76: Showing the personal data protocol
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S owner

A ABoUTXESAR

Restrict period: -

Door configuration Information, warnings and eors

from to

Additional information

Single acress

Single acress

Single access

Single acress

Single access

Single acress

Single access

OMNIKEY CardMan 5:21-CL.0

Figure 77: Access events — show protocol

Click Restrict period to specify a period within which to search for a certain event entry. Click the

Access and opening processes, Refections and deletions, Door configuration and Information

or Warnings and errors buttons to filter for various event categories.
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Adding Xesar access components

Proceed as follows to add a Xesar access component to your Xesar locking system:

Adding Xesar access components — step 1

e Click New access component to add a Xesar access component to your locking system

(Figure 78: Assigning Xesar access components).

ok (EVVR) Settings Logoft

& Home & ADMINISRATION [ DOORS&AREAS Q% PERSONS & ABOUTHESAR

Access component
4" Tothedoorist

I

~ Detzis

Q- —=

St=tus | Xesarhandie
Xesar-esatcheon
Fimware version | Xesar-cylinder
Xesar-wall reader
Hardwareversion  —

Batterystatus  —

G

Syndhronise Xesar tablet. OMNIKEY CardMan 5x21-0L0

Figure 78: Assigning Xesar access components
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Selecting escutcheon, handle or cylinder — step 2A

e In the Xesar access component application window you can now select the Type ® (Figure
78: Assigning Xesar access components) for your desired Xesar access component.

o The Status, Firmware version and Hardware version fields are automatically completed as
soon as you have initiated access components and transferred the data back to the software
using the Xesar tablet.

e Click Save to confirm your selection.

Selecting Xesar wall readers — step 2B

The process varies depending on whether you would like to assign one or two wall readers to

your control unit. Note options A, B and C:

e. e

et e ()

-
[ 5 T -0

Syrebroniza xesar tabkt. OMUREY Carchtan 521.01.0

Figure 79: Connecting Xesar wall readers
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Option A 1x Xesar wall reader with the Xesar control unit

e Relay 1 ® (Figure 79: Connecting Xesar wall readers) is automatically assigned to the wall
reader.
e Click Save to confirm.

e Now click To the door list to view the door list.

Option B 2x Xesar wall readers with the Xesar control unit)

e Create two new doors (refer to:
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Creating doors).

Click New access component ® and select the Xesar wall reader from the drop-down list

after having created the second door.

Relay 1 ® (Figure 79: Connecting Xesar wall readers) is automatically assigned to the wall
reader.

Tick the check box as shown in ® (Figure 79: Connecting Xesar wall readers).

This will activate the "Two wall readers and one control unit" function.

Select a different, newly created door from the drop-down list in the @ section. This au-

tomatically assigns a second wall reader to the selected door and the wall reader icon
changes from ﬂ (icon-> one wall reader) to @ (icon -> two Xesar wall readers).

Click the arrow icon to swap the assignments of relay 1 and relay 2. However, this is
no longer possible once you have clicked Save to confirm your entries.

Now click Save and select To the door list to view the door list.

C 1x Xesar wall reader (existing)/1x Xesar wall reader (new) <-> 1x Xesar control unit

If you would like to enhance an existing Xesar control unit by a Xesar wall reader, you
must initially remove the existing wall reader electronically. Subsequently proceed as de-

scribed in Option B to connect both wall readers with the control unit.

Observe the connection instructions of the wall readers in the circuit diagram on

the control unit lid.

Tip (double-sided cylinder):
Create two doors for this purpose and use the Additional information field to indi-
cate their position — e.g. Door designation: Technology, Additional information:

Outside and Door designation: Technology, Additional information: Inside.

The Status, Firmware version, Hardware version and Battery status fields are auto-

matically updated when you synchronise using the Xesar tablet.
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Added Xesar access components on the door list

After having added Xesar access components, they appear on the door list in the status line as

icons (Figure 80: Door list status).

For example:

As you selected Option B on both doors @ B (Two Xesar wall readers connected to your Xesar
control unit), the system indicates this with the @ icon at both affected doors.

e . . . .
The “#% icon indicates that the Xesar access component is now ready for installation.

The icon indicates that the Xesar access component must still be synchronised.
it Hove & wvmestenon B oocesasesas QL pensore fr acouresa
e — —
fom st e desigr ddtnal i £
- e o
e —_— e
sales department (0) teaclogy
et arwrarce barver) [ ]
tserchogy (1) 8‘ e o o) B |

I —

Figure 80: Door list status
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Door list icons

This section lists all icons shown on the door list:

Product icon:

. ﬂ‘ -> Xesar cylinder
[

o« [ -> Xesar escutcheon
. H..'— -> Xesar handle

. g -> Xesar wall reader
. ﬁ -> 2x Xesar wall readers

Status information:

o
e “¥=  _> Ready for disassembly

s Installed

i .

“#.  -> Hardware replacement required

.
¥ -> "Ready for installation" or "Replacement of Xesar

access components required”

Tasks:
. -> To be synchronised
T
o I -> Door will be deleted
L )
. & -> Revoking installation or disassembly
. & -> Replace thumbturn
A
« # -> Xesar access component will be removed
F o
o« M

-> Forced disassembly
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Initialising Xesar access components — step 3A

Synchronise the Xesar tablet with the Xesar software to transfer the most recent data to the Xesar

tablet.

After having created doors within the system and having assigned or changed Xesar access com-

ponents, you must initialise Xesar access components directly at the component (for this reason,

usually at the corresponding door).

Xesar access component due for synchronisation are highlighted in the Status field on the door

list with the "To be synchronised” @ icon (Figure 81: Door list with status information).

@ 4 doors

rcrs that havs et been assgned t arsas

Doors witinan ares

doors (0)

outer doors (0)

saos copartment ()
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safes Qepirtment entrance (etrance) To e syetvoresed

seretary-oice: mis

temotbay temogy i

el reace - erireree fbarer) %
(¥

wal reader - ik (oams)

Figure 81: Door list with status information
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Connect your Xesar tablet to your PC and click Synchronise Xesar tablet ® (Figure 82: Synchro-

nising data with the Xesar tablet) to start synchronisation.

et adivin setigs
# o L oowommon @ poomssses QU resons ) AsouiEse
Welcome admin!
Syndrwonse Xesar tablet. OMNIKEY CardMan 5321-0L.0

Figure 82: Synchronising data with the Xesar tablet

A notice appears in the software and on the Xesar tablet once synchronisation between PC and

Xesar tablet has been completed successfully.

o For reasons of security, the synchronised data remains available on the Xesar tablet

for a maximum of two days. After this period you must repeat synchronisation.
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You have now prepared your Xesar tablet for the initialisation of your Xesar access components.
The first initialisation of a Xesar access component is shown on the Xesar tablet in the mainte-

nance tasks as "Initialise Xesar access component”.

e Connect your Xesar access component to your Xesar tablet using the connection cable
and proceed as follows:

e Select the Xesar access component in the Maintenance tasks.

e The Xesar tablet shows Initialise Xesar access component.

e Select Execute to start the process.

(Figure 83: Xesar tablet — initialising Xesar access components).

X Xesar1.1.33.8 Maintenance tasks

—
he Xesar tablet currently contains sensitive m data. Please keep an eye on your device!
a office 1 secretary - office
£ Access component type:The Xesar cylinder
Tasks:
sales department CEO

) Initialise access component

D EVEGE T Adds this access component to the master key system.

secretary - office

tecnalogy

TG

wall reader - entrance
barrier

T
=

»

wall reader - exit

harrier

Figure 83: Xesar tablet — initialising Xesar access components

e You are prompted to enter your initialisation PIN. (Figure 84: Xesar tablet — entering
the initialisation PIN) Enter the 4-digit code.

The initialisation PIN is the code you specified in your Xesar software in Settings >
Security settings.
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Enter PIN

still 5 attempts

Cancel

Figure 84: Xesar tablet — entering the initialisation PIN

The system will give feedback if your input is correct.

(Figure 85: Xesar tablet - process completed successfully

Process completed successfully.

The task was executed successfully

0K

Figure 85: Xesar tablet - process completed successfully

You have now added the Xesar access component to your Xesar locking system

(Figure 86: Xesar tablet — successful initialisation).
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X Xesar1.1.33.8 Maintenance tasks 3[ Kommentar [EM/EW1]:

——

he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
dres uepd 5 v)

secretary - office

Access component type:The Xesar cylinder
sales department Tasks:

entrance v Access component was initialised successfully!
The access component was added to the system.
secretary - office P ¥

Department management

Execute

tecnology

wall reader - entrance
barrier

NereT

wall reader - exit
barrier

L]
|

T
2

Figure 86: Xesar tablet — successful initialisation

An error message appears if your input is incorrect.
The data on the Xesar tablet is deleted after having entered an incorrect PIN five

times due to a security violation. In this case, you must once again synchronise the
information with the Xesar software.

Security violation

Saved data will be deleted due to a security violation

OK

Figure 87: Xesar tablet — security violation message
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Initialising two Xesar wall readers for one control unit — step 3B

If two wall readers have been connected to one control unit, both wall readers must be initialised
one after the other. For this purpose, select the corresponding component on your Xesar tablet.
There is no specific sequence in this process.

Any further synchronisations merely require one of the two Xesar wall readers to be connected to
the Xesar tablet.

Each wall reader must be synchronised individually in the event of firmware updates.

Re-synchronisations with the Xesar software — step 4

Synchronise your Xesar tablet with your Xesar software to complete the integration of your new
Xesar access component into your locking system.
e Connect the Xesar tablet to your PC using the USB cable.
o Click Synchronise Xesar tablet in the software to start synchronisation.
e The door status is now shown as "Installed" on the door list.
(Figure 88: Door list - "Installed" status)
The firmware version, hardware version and battery status in Doors > Xesar access com-

ponent are also updated.
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[0 teanology outer doors

[T] wall reader - entrance (barrier) all doors, outer doors
[7] | wal reader - exit (barrier) al doors, outer doors

& Createdoor

Figure 88: Door list - "Installed” status

Removing Xesar access components
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Log off

You have various options to remove a Xesar access component from your locking system, de-

pending on the application. Please read the instructions carefully as incorrect operation may cause

a failure of your Xesar access components.

The following section provides an overview of the various options.

Activate office mode for the Xesar access component, particularly on the Xesar cyl-

inder, before starting disassembly.

Overview:

Undoing assembly
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Use this function if you have not yet initialised your Xesar access component with the Xesar tablet,

but you would like to once again remove the component from the door.

Removing Xesar access components
Use this function if you have already initialised your Xesar access component and you would once

again like to remove it from the locking system.

Do NOT use the Undo assembly function if you have already initialised the Xesar
access component, but you have subsequently failed to synchronise the Xesar tab-
let with the Xesar software. Otherwise your Xesar access component will be ren-

dered unusable and must be reset by EVVA.
Forcing disassembly

Use this function if you would like to remove a faulty Xesar access component from the Xesar

software.

software using the Force disassembly function. The access component must be

ﬁ You will be unable to re-install a Xesar access component removed from the Xesar

reset by EVVA.
Exclusively use this function if the Xesar access component is actually faulty.

Undoing assembly

If you would like to once again remove an uninitialised Xesar access component from the Xesar

locking system, select the Undo assembly function.

Do NOT use the Undo assembly function if you have already initialised the Xesar
access component, but you have subsequently failed to synchronise the Xesar tab-
let with the Xesar software. Otherwise your Xesar access component will be ren-

dered unusable and must be reset by EVVA.

Proceed as follows:
e Select Doors & areas.
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o Click the door for which you would like to revoke installation.

e Click the Xesar access component icon in the Edit door application window. The
Xesar access component application window opens.

e Click Undo assembly ® at the icon next to the Xesar access component.

e A security prompt appears. Click Undo @ to confirm.

e After having confirmed the prompt, this Xesar access component is automatically

removed from your locking system and it will no longer be listed in the overview.

ged't 2dmn Settings Log off

e OWNEr

:

A HovE & AoMINISTRATION B pooRsasmens LR PersONs A ABOUTXESAR

Access component
4 Tothe doorlst

~ Detais

Type  Xesarhande

Ststus  Ready for instalation

Frmware version  —

QfITP _

Hardware version  —

Battery status  —

Access component "Brepared for assembly” undo?

Do you realy want to undo the assembly of the access component?

Please note, that if initalisation has already been performed, the access
‘componentt can no longer be used.

% cnca o o

~ Office mode:

Synchronise Xesartablet. OMNIKEY CardMan 5:21-0L 0

Figure 89: Undoing assembly
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Removing Xesar access components

Proceed as per the three steps described below to remove a Xesar access component from the

locking system if the access component has already been initialised.

Please note that this requires procedures in the software and the Xesar access

component.
Termas Qwner
A& HoME & ADMINISTRATION B poorsasreas QL PERSONS A& ABOUTHESAR
Access component
A Tothedoor st
M M save
~ Detsiis
% Type  Xesarcyinder
e
~ & T3 Disassemble access component?
Fimware version
20031 Do you really wartt to disassemble the acoess component? Current changes
wil belost.
128,
Hardware version
% oo Q
Battery status Ok
~ Officemode
 Synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL.0 (<]

Figure 90: Removing Xesar access components
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Removing Xesar access components from the Xesar software — step 1

Proceed as follows to remove the access component from the Xesar locking system using your
Xesar software (Figure 90: Removing Xesar access components):
¢ Click the Doors & areas menu item.
e Select the door from which you would like to remove the Xesar access component and
click it.
e Click the Xesar access component icon and click
Disassemble ©. Click the Disassemble field ® to confirm the security prompt.

e Subsequently synchronise your Xesar tablet with your Xesar software to transfer the

data on disassembly of the Xesar access component.

Disassembling Xesar access components
After having removed the Xesar access component from the locking system of your Xesar soft-
ware, you can disassemble your Xesar access component from the corresponding door and (if

applicable) assembile it in a different door.

Synchronising the Xesar tablet with Xesar access components — step 2

Use the Xesar tablet to run the Disassemble access component task at the Xesar access compo-

nent. Proceed as follows (Figure 91: Xesar tablet — removing Xesar access components):

o Connect your Xesar tablet with the affected Xesar access component.
e Start the Xesar application on your Xesar tablet.

e Select the affected door by opening the A/l tasks or Maintenance tasks menu.

e Select the Execute field of the Remove Xesar access component task (the Xesar ac-
cess component will now be electronically removed from your system).
e The Xesar tablet shows a confirmation after having completely removed the Xesar ac-

cess component.
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e ———

he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

] conference room sales department CEO (Department management)
E Access component type:The Xesar cylinder
Tasks:
B  office’
= Remove access component
Removes this access component from the master key
sales department CEO system.

C\
‘ﬁ Department management

sales department
entrance

a
[
%- tecnology

E wall reader - entrance
il ) harrier

Figure 91: Xesar tablet — removing Xesar access components
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If the data is transferred correctly, the Xesar application on your Xesar tablet shows a message

(Figure 92: Xesar tablet — successfully removing Xesar access components).

The corresponding entries in the door list are updated once you have synchronised the Xesar tab-

let with the Xesar software.

X Xesar1.1.33.8 Maintenance tasks

——
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

a conference room sales department CEO (Department management)
2 Access component type:The Xesar cylinder
Tasks:
B  officel .
e Access component removed successfully!
Execute
The access companent was removed from the system.

C\ sales department CEQ
m Department management

sales department
entrance

-}
e
%— tecnology

E wall reader - entrance

“o harrier

Figure 92: Xesar tablet — successfully removing Xesar access components
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The Xesar access component is returned to construction mode and can exclusively
be operated using the Construction Card suitable for this mode.

Re-synchronisations with the Xesar software — step 3

After the maintenance tasks you must synchronise the information of the Xesar tablet with the
Xesar software to update your Xesar software (Figure 93: Door list after having removed the Xesar

access component):

e Connect the Xesar tablet to your Xesar software.

o Click Synchronise Xesar tablet in the Xesar software.

e Check the status in the door list — the Xesar access components have been removed.

Disassembling Xesar access components
After having removed the Xesar access component from the locking system of your Xesar soft-
ware, you can disassemble your Xesar access component from the corresponding door and (if

applicable) assembile it in a different door.
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Settings Log off

3

A& HoME & ADMINISTRATION B DooRseaREas QR PERSONS A& ABOUTXESAR

Doors.
© Aldoors
©) Doorsthat have not been assigned to areas 9 doors found.
2 Doorswihinanarea
# | Door designation (addional information) Areas Status
[ corference room | 273
al doors (5) [ main entrance al doors
O ofiet 32
outer doors (4)
[7]'| sales department CEO (Department management) all doors, outer doors, sales department
sales department (2) [ sales department entrance (entrance) sales department i
[ secretary - offce al doors Tl
teanclogy (0) [ tecnology outer doors LI
] wal reader - entrance (bartier) all doors, outer doors B85
[C] | wal reader - ext: (barier) al doors, outer doors B4
Creste doorarea
+ 4 Create door Addte

Figure 93: Door list after having removed the Xesar access component
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Forcing disassembly

Use this function to remove a faulty Xesar access component from the locking system of your

Xesar software.

software using the Force disassembly function. The access component must be

ﬁ You will be unable to re-install a Xesar access component removed from the Xesar

reset by EVVA.
Exclusively use this function if the Xesar access component is actually faulty.

Proceed as follows:
o Select Doors & areas.
e Click the door from which you would like to force disassembly of the faulty Xesar ac-
cess component.
e Click the Xesar access component icon in the Edit door application window. The Xesar
access component application window opens.
e Click Undo assembly ® at the icon next to the Xesar access component. A security

prompt appears. Click Undo @ to confirm.

All database records for this particular Xesar access component will be irrevocably
deleted. You will then no longer be able to exchange data with the Xesar access

component.

Replacing thumbturns

This function is available for Xesar cylinders only and gives you the option to replace a faulty or
stolen thumbturn. As a result, the cylinder housing and all data and settings for this door within

the locking system must not be replaced.

A You will be unable to re-install Xesar cylinder thumbturns removed from the Xesar
software using the Replace thumbturn function. Exclusively use the function if the
Xesar cylinder thumbturn is actually faulty or missing. Furthermore, please observe

that an operational thumbturn (which has been reported faulty) continues to be

configured with existing access authorisations and the corresponding identification
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media are still able to unlock it.
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Preparation (hardware):
Replace the faulty thumbturn with a new replacement thumbturn. In this process, proceed as de-
scribed in the assembly manual. The assembly manual is enclosed with every cylinder. It is also

available at any time at: http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/

:

;redrc (EVVA)=mn Settings Logoff

S OWner

A HOME & ADMINISTRATION B DOORSEAREAS QR PERSONS & ABOUTXESAR

Access component
- 4 Tothedoorlst
[l B save
~ Details
% Type  Xesarcyinder
s et

120034

128034
{d o € Frmware version

Important: This action intiates 3 new thumbtum. You can no longer use the

128, old thumbtum after syndonisation.
Hardware version
129,
X Cancel e o Replace
Battery status Ok
~ Office mode
| syndhronise Xesar tablet. OMNIKEY CardMan 5x21-C1.0 (4]

Figure 94: Replacing thumbturns
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Proceed as follows (software):

(Figure 94: Replacing thumbturns)

e Open the Doors & areas menu item.

e Select the door from which you would like to remove the Xesar cylinder thumbturn
and click it.
Click the door to select it.

e Click the Xesar cylinder thumbturn and subsequently select Replace thumbturn®.

e Click the Replace field ® to confirm the security prompt.

e Subsequently synchronise your Xesar tablet with your Xesar software to transfer the
data on replacement of the Xesar thumbturn.

e Proceed as described in sections
Initialising Xesar access components — step 3A,
Initialising two Xesar wall readers for one control unit — step 3B and Re-
synchronisations with the Xesar software - step 4 to complete thumbturn replace-

ment.
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Automatic office mode (schedule-based)

Automatic office mode enables to automatically lock or unlock a Xesar access component at
certain times. As a result, it will be possible to unlock access components without using identifica-
tion media. You can define unlocked and locked periods using a schedule which is divided into

weekdays and special days, identically to the schedules for persons.

Edt sstngs

vt Special duy 22 ‘Specislday 21 ‘Specid day 24 Specday 25

i)
)
i)
)
)

OMNREY Cardhean 521010

Figure 95: Specifying the office mode period

e Click Office mode to open the screen in which you define the individual office mode

times @ (Figure 95: Specifying the office mode period) for Xesar access components.
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Configuring office mode

e Press and hold the mouse button @ (Figure 95: Specifying the office mode period) over
the period for the desired weekdays

e or click an individual day to select it.

o The doors will be unlocked during the specified times for office mode and no iden-

tification media will be required for access.

Specifying the office mode period

e Click the desired day and select the desired start and end time for office mode on the cor-
responding day from the drop-down list (from - to) ® (Figure 96: Changing the office

mode period).

from 7 v:00 v

to 13 v (30"
2 *
3l
® Cancel ;; o @ Dekete | | o 0K

Figure 96: Changing the office mode period

Deleting office mode

e Click to select the entry for the weekday you would like to delete

186



2CCess 1O security

Specifying special days

You also have five categories for special days. Special days enable to specify an exception from

conventional calendar days. For example: Office mode has been set to every Monday from 8 am

to 5 pm except on public holidays. If you save the date of the public holiday as a special day, the

door component will react differently (as specified) on the public holiday.

o Click Edit settings (Figure 98: Assigning special days) in the Time settings field to con-

figure special days.

10 owner

& HomE & ADMINISTRATION B poorseameas AL PERSONS A ABOUTXESSR
Settings
Time settings

Adivatetimechange | On | Off
Summer time
Winter time
o Spedal day #1name | Christmas o 12/24/2014, 12/25/2014, 12/26/2014, 01/01/2015

Spedal day #2 name

Spedal day #3 name
Spedal day #4 name

Spedal day #5 name

Figure 97: Configuring special days

e You can specify any designation for the special day. Enter the desired description in the

corresponding field, in this case "Christmas" @ (Figure 97: Configuring special days).

In total, you can assign fifty days @ (Figure 97: Configuring special days), for instance you can

assign fifty data records to a special day or five special days with ten data records each. Each date

must be specified in DD.MM.YYYY format and several dates must be separated by a comma.

o The start date (from) of special days @ must be before the end date (to).
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Activating or deactivating special days

You can assign special days to access components and persons and in this process, they fulfil
different functions.
Enter a date or several dates for a special day

(Figure 97: Configuring special days) to activate the special day function.

Edt satings

Figure 98: Assigning special days

How special days affect access components

In conjunction with Xesar access components, special days can deactivate regular, time-based
office modes or activate office mode, depending how the special day has been configured ©@.
Special days take precedence over time-based or manual office modes and for this reason, any
other office modes are bypassed on active special days and the special day configuration ap-

plies.

Example A:

You have ticked the "Christmas" special day @ (Figure 98: Assigning special days) .

You can now specify the start and end date for office mode using the drop-down list. As a result,
automatic office mode has been activated on the "Christmas" special days applicable as previ-
ously specified, from 24 December 2014 to 26 December 2014.

Example B:
The "Christmas" special days @ (Figure 98: Assigning special days) are not ticked.
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As a result, office mode on the previously specified days 24.12.2014 - 26.12.2014 (refer to Figure
97: Configuring special days) is automatically deactivated as you did not specify automatic office

mode on the "Christmas" special days and special days take precedence over "normal" automatic
office modes.

Automatic office mode then once again applies from 27 December 2014.
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Persons

The Persons menu item allows to manage persons and identification media. It also provides an

overview of the persons and identification media within your locking system.

Settings Logaif

:

A Hove 4 rommasTRATION B poorsames R peRsONS A asouTXESR
Persons
Welcome admin! 3 Create person

Figure 99: Persons tab

Credt admin J— -

£ voe L ovwswanon @ ocesases AN pesons My ABoum:ESR
Persons
Sy I C——— A——— R
= | Frstname Last name Code Replacement meduretia status
John Smith ¥ Synchronsed
Ana Smith & No iderticabon medum

Show 102 cf2enmies, 20 Entries per page L

+ Crosta porcan

Figure 100: Persons list
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Filtering entries
You have various functions available to filter entries. Click the corresponding field to select the

following filters. You can activate several filters simultaneously.

For update ©

Shows persons with expired Xesar identification media or persons who are required to update

their media at Xesar coding stations following a change.

No Xesar identification medium @

Lists all persons for which no Xesar identification media have been issued.

Replacement medium ©

Shows all persons that have been issued with a temporary replacement medium.

Show list @

Enables to differentiate between "Active persons" and "Deleted persons'.

# vove L aomnsmanon @ pocrsaareas LR peRsons M) ABOUTXESIR
Persons
o © o
© Forupdate | 8 Mo identifcation mediuer + Replacemant medium o E—
& Frstname Last name Code Replacement medkMeRa staty ¥ pctive persons
¥ Delete persans
8 company Person deketed on 7710715
A company Person deleted on 7/1614
c company Person deketed on 7/16/14
Hary Vil & Noiderthcation medum
s Smith '@ Noidertfiction medkum
xhn smich synchrorised
Jack smkh @ Noiderthcation medum
Show 1to 7 of 7 entries, 20 Entries pér page

+ Cresto person

Figure 101: Unfiltered persons list
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Creating persons

The Persons > Create person menu item enables you to

locking system.

A HovE L ADMINISTRATION

i

AL rersons

b DOCRS & AREAS

A ABOUT XESAR

Create person

Figure 102: Creating persons
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conveniently create persons within your

Within your Xesar locking system you can create each person only once in combi-

nation with all three criteria and for this reason, the entries must be unique.

Proceed as follows to create a person:

Details

e  First name and Last name ©® are mandatory fields

The last name is the sorting criterion for the person list.

e Code Enter additional details, such as the staff number

in this section.
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Authorisations

The Settings section @ allows you to determine whether or not to enable the manual office

mode function to the corresponding person.

Manual office mode
Click the On/Off field to specify whether or not the Manual office mode function is available to
the corresponding person. Please note that this function must have also been enabled for the

corresponding Xesar access component (see Section: Manual office mode)

Recording access events
Click the On/Offfield, to specifywhether or not to save access events (log data) of the corre-

sponding person (please observe the locally applicable data protection regulations in the process).

Loading authorisations (transferring authorisations from another person)

The Load authorisations of person function ® enables to use existing access authorisations or

time profiles of persons you have already saved.

Loading authorisations of persons
Select the person from the drop-down list whose authorisations you would like to use as a tem-

plate.

Load authorisations for
Tick the box to select the authorisations to be used — access authorisations and/or time-based

profiles.

Save

Click the Save field to confirm the changes.
Authorisations
The application window automatically enhances after having clicked Save. Proceed as described in

the following section.
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Importing persons from CSV files

You can use an existing CSV file to facilitate creating existing personal data in Xesar software.

The columns in the CSV file can be in any order.
When creating the CSV file, please note that the following fields can exclusively be

imported: First name, Last name and Additional information.

Proceed as follows to import an existing CSV file:

e Select the Persons > Persons menu item.

e Click the Import persons button @

10 owner

A& Home L roviisTRATION @ DOoRs&sREAS B PERSONS it ABOUTXESAR

Persons

@ For update| 78 No identfication medium | (74 Replacementmedium Show lists

& | Fistrame Lastname Code Replacement mediMetia status

No person available yet.

‘You canimport persens from a CSV file 3 long as you are not managing persons.

o Createperson Irmport persons

Figure 103: Importing persons

This function is exclusively available if you have not yet created persons in the
software. Any retrospective imports are available only after having

deleted all existing personal data.
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e Now click Select file ® to import your CSV file (

"BCGesS 0 SECUITY

Xesar | Import wizard

Please seled the file for import.

File (in CSV format) Selact file o
The 'evva.csv' file was uploaded successfully. e e

# cancel P Continue

e Figure 104: Import wizard).

“Beeess to security

Xesar | Import wizard

Please select the file for import.

File (in CSV format) Select file o
The 'ewa.csv file was uploaded successfuly. o e

¥ cancel 4 Continue

Figure 104: Import wizard

After having selected and successfully uploaded the file, the status message @ appears.
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o Click Continue ® to open the Import wizard format settings (

"Bccess to security

Xesar | Import wizard

Please spedfy the separator now and state whether to import the first row.

Separator Semicolon (;)
Typeset 150-8859-1
Skip first row on off

Preview of 'evva.csv'

John;Smith; 0001
Anna;Smith; 0002

#K cancel | @& Back | & Continue

° Figure 105: Import wizard — format).

‘Bccess 10 SeCUNty

Xesar | Import wizard

Please spedfy the separator now and state whether to import the first row.

Separator Semicolon (;)
Type set 150-8859-1
Skap first row on Off

Preview of 'evwa.csv'

John;Smith; 0001
Anna;Smith;0002

# Cancel | éa Back | A& Continue

Figure 105: Import wizard — format
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e Select the desired separator/type set from the drop-down list to adapt the format — a

preview of the imported persons will appear (

Xesar | Import wizard

Please spedfy the separator now and state whether to import the first row.

Separator Semicolan (;)
Type set 150-8859-1

Skip first row on off

Preview of 'evva.csv'

John;Smith; 0001
Anna;Smith; 0002

"Bccess to security

#K cancel | @& Back | & Continue

° Figure 105: Import wizard — format).

e Then click Continue.

Xesar | Import wizard

“You can stll make changes to the files for import here. Then didk “Import” to start the import.

Row | First name Last name Code
1 John Smith 0001
2 Anna Smith 0002

Figure 106: Import wizard — view

"BcGes Lo security

Delete

& Cancel | 4m Back | [®] Import
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All persons for import are shown as part of the last step in the Import wizard.

In this section you can delete complete personal data records or change individual data.
e Then click Import to complete the CSV file import. (

“atcess to secunty

Xesar | Import wizard

“You can still make changes to the files for import here. Then didk “Import” to start the import.

Row | First name Last name Code Delete
1 John Smith 0001 A
2 Amna Smith 0002 X

& Cancel | 4 Back | [ mmport

e Figure 106: Import wizard — view).
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Authorisations

The Authorisations application window enables you to configure authorisations.
If you use quantity credit, a notification appears after having assigned authorisations (saving your

input). Click Save authorisation ® and one KeyCredit will be deducted from your account.

Do you want to save all changed authorisations in the system?
Your curent aredit is 8 KeyCredits.

Waming: 1 KeyCredit will be deducted from your aredit.

& cancal of Saveauthorisations

Figure 107: Saving authorisations

Editing authorisations

Open the Edit authorisations selection window to manage access authorisations and the

time profile of selected persons.

e Click Authorisations ©®. The

Edit authorisations application window opens.
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Figure 108: Editing authorisations
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MasterKey authorisation

MasterKey authorisations are equivalent to a master key as they enable you to
access your operational and initialised Xesar locking system at any time, regardless
of any restrictions. One particular characteristic is that MasterKey authorisations also
allow to unlock access components that were added to the system after having
issued the identification medium. As a result there is no need to maintain media,

such as an updated fire service medium.
It is not possible to issue replacement cards for persons that have been assigned

MasterKey authorisations.

Adding MasterKey authorisations
The Edit authorisation field enables you to activate or deactivate the MasterKey authorisation by

clicking the On/Off field (Figure 108: Editing authorisations).
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Adding access authorisations

e Click to select the applicable entries from Available doors and door areas ® in the over-
view list.

e Click the >> field ® to assign them to persons.

e To remove doors and door areas from the overview list ®, you must highlight them and
subsequently click the

<< field ® to remove them.

0 Access authorisations include all individual doors and entire door areas. Doors and

door areas are shown simultaneously.

Time profiles

The Time profiles setting enables to assign an unrestricted time profile or a time-based profile to
selected persons. Proceed as follows to specify Permanent access ® or personal Periodic access

® (Figure 109: Specifying personal access authorisations):

Permanent access (person)

e In the application window click Time profiles — Permanent access to grant this person
unrestricted access.

Periodic access (person)

e In the application window click Time profiles — Periodic access to grant this person re-
stricted access.
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& Hove 4 sovmastRaTION B voorsmarers LR persons # ABOUTXESAR
Edit authorisations
- Topuate
P .S
on | Of | Masencey authorisation [ S

 Add acress authorisatio

(=)
~ Time profles o o

[—— Penodc access
Synchrorise Kesartabler. CMMIKEY CardMan 521010

Figure 109: Specifying personal access authorisations

Special days

In addition to selecting permanent access ® and personal periodic access ® the Special days

function allows you to grant or revoke persons' access to your Xesar locking system on selected

days.

For this purpose, please note the following section:
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specidl dars.

from

w

Sperialday 24

Figure 110: Assigning special days
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How special days affect periodic access authorisations

In conjunction with periodic access authorisations special days can deactivate access or, depend-
ing on the configuration of the special day @, activate temporary access authorisations.

Special days take priority over periodic access authorisations and for this reason,

on active special days periodic access authorisations are bypassed

and the special day configuration applies.

Special days are already active once you have saved the specified date(s).
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Click any person in the Persons menu item to open the Edlit person menu (Figure 111: Editing

persons).
X
e L oavmsTunon @ oocesases QU pERSOnG Ml ABOUTIESSR
Edit person
-
¥
v [
-

—

m 8 Nodentfeaton medum

m  Noreplacement medi

£ Symdvorise Yesar tablet.

OMBEY CandMan 521010 (-]

Figure 111: Editing persons

You can configure various changes and settings in the Details, Settings and Identification media

fields.
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Details

e  First name and Last name are mandatory fields
The last name is also used as a sorting criterion for the person list.

e Code Enter additional information here, such as the staff number.

Settings

Expiration date

Specify the expiration date for a person's account in the Settings field. After expiration of said
date the corresponding person will be unable to open any doors using their identification medi-

um.

Manual office mode

Click this selection field to specify whether or not this person is authorised to use the manual

office mode function. Refer to section Manual office mode)

Personal access events

Specify whether or not not record personal access events.

208



2CCess 1O security

Managing identification media

You can assign a Xesar identification medium to every person within your Xesar system using the
Xesar software. You can issue a temporary replacement medium if a person has forgotten their
identification medium. If persons lose their identification media, you can block the media in the

software and issue a new identification medium.

Adding identification media to persons' accounts

After having created and saved authorisations for a person, you have the data available to create
identification media.
Proceed as follows to create identification media for persons:

(Figure 112: Writing authorisations, new access medium):

e Place an empty identification medium on the Xesar coding station ©.
o The following message appears: "Access medium is not assigned to a person".

Click Write authorisations @.
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Figure 112: Writing authorisations, new access medium

7 New access media

‘Access mediumis not assigned to 3 person.
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4 Toporscm bt

The status line confirms having successfully completed the write process ® (Figure 113: Access

medium created successfully). The Xesar identification medium is now ready for operation.

1 Synctvorise Xesartablet.

Figure 113: Access medium created successfully

v New access media

'Data sucesshly added to identiication medum

OMNIKEY CardMan $21-0L0

Please note that if you make any changes to authorisations and click Save to con-

firm them, you will be deducted one KeyCredit from your account (not with
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KeyCredit Unlimited).

Withdrawing identification media

Withdrawing Xesar identification media means deleting the data and no longer being able to use
the media at the previously authorised Xesar access components. You can withdraw Xesar identifi-

cation media from any program window (pop-up).

Xesar replacement media are also Xesar identification media and for this reason, they can also be

withdrawn.
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Proceed as follows:

e Select the Persons menu item.

e Double-click the person whose Xesar identification medium you intend to withdraw.

e Place the Xesar identification medium on the coding station.

e Select Withdraw access medium @ (Figure 114: Withdrawing access media).

e After having withdrawn the identification medium, it can exclusively be used in this Xesar
locking system and is shown as a New identification medium as soon as you once again

position this very identification medium on the Xesar coding station.

J Update successful

Update of idertiication medium o the person John Smih
successhl
J0hn Smith edit
Withdraw identification mexdium
Syrchroriss Nesartablet. OMNIKEY Cardan 5:21-0L0 (-]

Figure 114: Withdrawing access media

If an identification medium due for deletion is "available" (i.e. not lost), we recom-
mend you delete it using the Withdraw identification medium function as this

immediately makes the medium invalid and does not create a blacklist entry.
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Blocking persons

If an identification medium is no longer available, you can remove the identification medium from
the Xesar locking system by blocking the person which has been assigned this particular identifi-
cation medium. The block will withdraw all identification media from a person and put them on a
blacklist. The blacklist is an automatically created list of all blocked identification media and it is

automatically transferred upon synchronisation with Xesar access components.

If users hold a blocked identification medium to an active coding station or an updated Xesar
access component, this identification medium is automatically deleted (from the system and the

blacklist) and will be denied access to your locking system.

Blocked identification media attempting to unlock access components with an updated blacklist

are also deactivated by the DeleteKey function.

The identification medium will only be fully transferred to your Xesar locking system
once you have synchronised the affected Xesar access component with your up-to-
date Xesar tablet.

Proceed as follows to block a person (and thus an identification medium):

(Figure 115: Blocking Xesar identification media):

e Open the persons list.
o Select the person whose Xesar identification medium you would like to block.
e Click the Block person ® icon next to the selected person's icon.

o Click Block ® to confirm the security prompt.
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Figure 115: Blocking Xesar identification media
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Deleting persons

Deleting persons is a very complex procedure that affects many areas

and for this reason, we would like to ask you to carefully read the following information.

e Any protocol entries of the deleted person will be rendered anonymous and remain avail-

able in the Xesar software of your locking system.

A Hove & sommsTRATION B ooorsasens  BR peRsons A ABOUT XESAR
Persons
B For update @ Mo idanshication madium + Raplscemar adis Show lists ~
Jobn Smith

© No identfcation madum

anna smith & No identiication medium

Show Lto2of 2entries, 20 Enmies perpage L

+ Create; perer

Figure 116: Filtered persons list

e You must delete the identification medium in the Xesar software before you can delete a
person. Deleting persons also prepares this person's identification media for deletion.

e However, after having deleted the person you must update the identification medium at a
Xesar coding station to complete the deletion procedure for the affected person's identifi-
cation media.

e The deleted identification media will subsequently no longer be able to gain access.

e This deleted identification medium is now once again equivalent to a new identification
medium. However, for security reasons, it can exclusively be used within the specific Xesar

locking system from which it was deleted.
e Holding unauthorised identification media to Xesar access components within your Xesar

locking system will trigger acoustic and visual signals to indicate access has been denied.

Please refer to Section How Xesar access component indicate events.
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Persons will remain in the system after having deleted them so you can continue to
view their complete protocol entries.

Collect Xesar identification media or block access. If you block Xesar identification
media, all information on the identification media will be deleted upon updating at

a Xesar coding station. Personal entries remain saved in the database.

Proceed as follows to delete a person:

o Select Persons > Persons.
e Tick the check box of the person(s) you would like to delete.
o Click Delete person.

e Click Delete person to confirm the security prompt.
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Figure 117: Deleting persons

If you have highlighted and deleted several persons and confirm Delete person this
will apply to the entire selection.
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Updating identification media

It is also required to update identification media after having changed authorisations. A corre-
sponding notification appears in the identification media overview @ of the Xesar software dash-
board.

& HoME & sovnisTRATION B pooRssaREAS AL persONS A ABOUT XESAR

Welcome admin!
Identification media overview)

© One identfication medum s not up to date. Please Lpdate this identfication medium.

Figure 118: Home page with identification media overview

Click Update ©.
A filtered persons list will appear, listing all identification media requiring an update because ac-

cess authorisations were changed.

Identification media are automatically updated upon holding them to a Xesar coding station (re-

gardless of the currently open menu). No interactions are required in the software.

You can view the list at any time. For this reason, select the desired filter in the "Persons" applica-

tion window.

& HoME & ADMINISTRATION B pocrsasrens  RR PERSONS A ABCUTXESAR
Persons
e R ey (P sra—— Show s ~

John Smith © For update

Showoneentry, 20+ Enbies per page

Figure 119: Persons list with Xesar identification media requiring an update
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Any changes to access authorisations will only fully take effect once the affected
identification media have been updated.

Updates and synchronisations are also possible if users are logged off from the

system and an Admin Card has not been inserted into the Xesar coding station.

Assigning replacement media

You can issue replacement media to persons who are temporarily unable to access their personal

identification media, e.g. because they left their Xesar identification medium at home.

Proceed as follows to issue replacement media (Figure 120: Assigning replacement media):
e Click Persons.
e Select the person.
e Then click Assign replacement medium ©.

e Save your changes.

You can specify the validity period of replacement media in the Settings (24h set
by default, the maximum validity period is 72h).

You are unable to extend the validity period of replacement media by updating it
using a Xesar coding station.
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About Xesar

The About Xesar menu item provides information regarding the installed software version.

Xesar Hilfe Xesar 2.0

EVVA Startseite von Xesar

¥esar Handbuch Version: 2.0.36.15

Veroffentlicht 2015
WienerbergstraBe 59-65, Postfach 77 | A-1120 Wien
Www_evva.com

Xesar Treiber

Xesar Support
©2015 EVVA Sicherheitsizchnologie GmbH

Informationen zur Lizenzierung

Figure 121: Xesar software version
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Restoring databases

If you have activated the corresponding function, your Xesar software creates a backup in a loca-

tion you specified upon closing the software.

Please note the backup must be for the same software version as your Xesar soft-

ware.

Proceed as follows if you are forced to restore your system using a Xesar backup as a result of
hard disk failure:

e Re-install your Xesar software, refer to (Installing the Xesar software).

o Insert the Admin Card for the locking system of your backup into the Xesar coding station.
e Enter the network path where you saved your database backup.

e Click Continue and follow the on-screen instructions until you have fully restored your Xe-

sar locking system.

"BC0ESS 10 Security

Xesar | Configuration

Database badkup initialisation

Please enter a network path to save the backup file. You may also skip this step and
configure it at a later point. For this purpose, simply press Continue >>. Please note that
not entering data wil prevent the system from backing up the database.

Metwork path:

Continue >>

Figure: Database backup
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Replacing the Admin Card

Make sure you immediately replace any lost or faulty Admin Card. You must initialise the new
Admin Card you received. For this purpose, proceed as follows.

For this purpose, please also refer to Section (Credit schemes KeyCredit Card)

e Insert your new Admin Card into the Xesar coding station.

e Start your Xesar software.

e Enter your system information in the Xesar | Configuration application window.

e Click Continue and the confirmation prompt to replace the Admin Card appears. Check

the codes you entered and click Continue to confirm you input data correctly.

You will receive new access data for your Xesar software after having replaced the
Admin Card. Print out the data, check the printout and only then click Finish to
confirm. Take care when handling Xesar | Configuration access data and keep it in a

secure location.
You must have added credit at minimum once to be able to replace the Admin

Card.

e The system information of the old Admin Card is now no longer valid.
e The Xesar software login application window subsequently appears.

e Your new Admin Card is now ready for operation.
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Uninstalling software

Reset all Xesar access components and Xesar identification media to construction mode (factory

state) before you uninstall the Xesar software.

Note that uninstalling the software will delete any system-specific data.
Xesar access components that have not been removed from the locking system or

active Xesar identification media will be rendered irrevocably unusable upon unin-

stalling the software.

Xesar identification media within the system are exclusively assigned to this system and it will not

be possible to use them for another Xesar locking system after having reset.

Sequence for uninstalling
e Uninstall Xesar access components (Removing Xesar access components).
e Delete Xesar identification media.

e Uninstall the software.

Proceed as follows to uninstall the software:
Windows button Start > Control panel > Programs and Features.

Select the Xesar program from the loaded list and click Uninstall ©.
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Xesar Uninstall =HEE

Attention!

Please note that all system specific data is erased after
de-installation

Xesar components, which have not been uninstalled or active
user keys will be irrevocably invalid. Please perform a manual
backup if you want to keep the data. For further information
please see the system manual or ask your authorised dealer.

Click Next = to start the uninstallation.

e

Figure 122: Attention

Xesar Uninstall = |

Uninstall Xesar
Remove Xesar from your computer. m

Xesar will be uninstalled from the following folder. Click Uninstall to start the uninstallation.

Uninstalling from: C:\Program Files\Xesar 1.1

< Back “ Uninstall I [ Cancel

Figure 123: Uninstalling Xesar

The system now correctly uninstalls the software. Once the process is complete, click Continue

to confirm, then click Finish.
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Synchronising the Xesar software with access components

The Xesar tablet is required to transfer information between Xesar software and Xesar access
components, for instance to add new access components to a Xesar locking system, to obtain the

battery status or protocol data or to run firmware updates.

You must initially transfer the most recent data (e.g. blacklists, firmware updates, new key data,
etc.) from your Xesar software to the Xesar tablet to be able to update your Xesar access compo-
nents. Maintenance tasks are automatically transferred to the Xesar tablet upon synchronising it
with your Xesar software.

You can subsequently initialise and synchronise Xesar access components.

After having synchronised with Xesar access components you must once again synchronise the
Xesar tablet with the Xesar software to have the most recent
information (access events, battery status, etc.) for Xesar access components

available.

Xesar 2.0.36.18

Biiro 1
Zutrittskomponententyp: Xesar-Zylinder

Aufgaben:

. Zutitiskomponente taufen
& ruguiese auitsomponene derchetantg e EiliEn

Figure 124: Xesar tablet
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Starting the application (tablet)

Click the Xesar icon to start the Xesar application. (Figure 125: Xesar tablet — home screen). If the
Xesar icon is not available on the start screen, open the APPS menu item on your tablet and se-

lect the Xesar icon in this section to start the app.

X

Xesar 2.0.36.18

Figure 125: Xesar tablet — home screen
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Synchronising the Xesar software with the Xesar tablet

Proceed as follows to synchronise components (Figure 126: Synchronising the Xesar software):
e Connect the Xesar tablet to the PC where you installed your Xesar software. For this
purpose, use the enclosed USB cable
o Click Synchronise Xesar tablet in your Xesar software.

e All unresolved maintenance tasks are listed on the Xesar tablet.

e

;\ Synchronising Xesar tablet.

Please connect the Xesar tablet to the PC.

Figure 126: Synchronising the Xesar software
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A notification in the Xesar software appears following successful synchronisation (Figure 127: Xesar

tablet synchronised successfully). If your Xesar application is open now, a notification window will

also appear (Figure 128: Xesar tablet — maintenance tasks, updated door data).
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Figure 127: Xesar tablet synchronised successfully
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Update door data

Updated door data has been applied

Figure 128: Xesar tablet — maintenance tasks, updated door data

Maintenance tasks

Maintenance tasks are defined as tasks relating to contents which are relevant to security, such as
initialisation data for Xesar access components, blacklist updates, configuration changes, changes

to special days, changes to automatic office mode, etc.

Make sure you complete maintenance tasks immediately to keep your Xesar locking system up to

date.

For this reason, you can separately list maintenance tasks (Figure 129: Xesar tablet — due mainte-

nance tasks).

e Select Maintenance tasks.
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X Xesar1.1.33.8 Maintenance tasks

——
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
= orrce

(G sales department CEQ
m Department management

(G secretary - office

%- tecnology
r S

wall reader - entrance
“  barrier

= wall reader - exit
=5~ barrier

Figure 129: Xesar tablet — due maintenance tasks

The Xesar tablet indicates your device features sensitive system data (initialisation

data). Make sure you do not lose your Xesar tablet during this time.
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All tasks

The A/l tasks section lists Xesar access component maintenance tasks relevant to security and also
tasks to synchronise data collected for the purpose of information, such as battery states or per-

sonal protocols (Figure 130: Xesar tablet — all tasks).

X Xesar1.1.33.8 All tasks

——
he Xesar tablet currently contains se e system data. Please keep an eye on your device!
SLoury

sales department CEO

C\
T‘ Department management

secretary - office

%- tecnology

wall reader - entrance
barrier

=
o
=

8
]2

wall reader - exit
barrier

=
o
=

8
]2

Figure 130: Xesar tablet — all tasks
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Maintenance tasks

Proceed as described in Section Synchronising the Xesar software to transfer maintenance
tasks to your Xesar tablet.

You can subsequently proceed as described below for all tasks and maintenance tasks.

o Select Maintenance tasks or All tasks.

X Xesar1.1.33.8 Maintenance tasks

he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
= Orrce

sales department CEQ

C\
m Department management

secretary - office

%- tecnology

wall reader - entrance
=5~ barrier

wall reader - exit
barrier

]
|

=
a
=

Figure 131: Xesar tablet — selecting Xesar access components

e Select the correct Xesar access component and the desired task you would like to run
(Figure 132: Xesar tablet — initialising Xesar access components) from the maintenance

task list on the Xesar tablet.
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m data. Please keep an eye on your device!

a office 1 secretary - office
- Access component type:The Xesar cylinder
Tasks:
sales department CEQ
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Adds this access component to the master key system.

>
(m Department management
(% secretary - office

a- tecnalogy
—
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=N wall reader - exit
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Figure 132: Xesar tablet — initialising Xesar access components

Now go to your selected Xesar access component.

Open the EVVA cover on the Xesar access component. For this purpose, use your finger to
slightly press the flap to the left of the letter E towards the inside and subsequently pull
the cover carefully towards the outside to the right of the letter A.

Connect the Xesar tablet to the Xesar access component using the Xesar connection cable.
Select Execute in the Xesar application.

You are prompted to enter your /nitialisation PIN.
Enter the 4-digit code.

For reasons of security, an additional initialisation PIN is required for the Initial-
ise and Replace thumbturn maintenance tasks. The initialisation PIN is the

code you specified in the Xesar software in Settings > Security settings.
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Enter PIN

still 5 attempts

Cancel

Figure 133: Xesar tablet — entering the initialisation PIN

The system confirms having successfully completed the task (Figure 134: Xesar tablet —

successful initialisation).

X Xesar1.1.33.8 Maintenance tasks

——

he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
dres uepd 5 v

secretary - office

Access component type:The Xesar cylinder
sales department Tasks:

entrance v”> Access component was initialised successfully!
The access component was added to the system.
secretary - office Ponentw u

Department management

Execute

a’? rﬁlla_-,

tecnology

»

wall reader - entrance

((:-P X barrier

: wall reader - exit
(@] .

) ) barrier

Figure 134: Xesar tablet — successful initialisation

After having completed the tasks, carefully disconnect the connection cable from your Xe-
sar access component and once again seal the connection socket using the EVVA cover.
Subsequently go to the next Xesar access component on the list and repeat the process

until there are no further tasks on the Maintenance tasks or All tasks lists.
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e Subsequently synchronise your Xesar tablet with your Xesar software as described in Sec-

tion Synchronising the Xesar software .
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Activating access media blocks at the access component

If you have already blocked a Xesar identification medium in your Xesar software (Section Block-
ing persons), you must subsequently synchronise all Xesar access components to which this per-
son was authorised to also transfer the changes to the affected Xesar access components.

For this purpose, proceed as described in Section Maintenance tasks.

After having synchronised with your Xesar software, a notification in your Xesar application on

your Xesar tablet in the maintenance tasks indicates no further tasks.

All tasks lists all doors to enable you to implement individual tasks (e.g. battery status), regardless

of the maintenance tasks synchronised in the Xesar software.

X Xesar1.1.33.8 All tasks

———
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
E conference room
-

a office 1

& sales department CEO
T‘ Department management

sales department entrance
enfrance

(%i secretary - office
a- tecnology

Figure 135: Xesar tablet — all tasks

Checking the battery status using the Xesar tablet

You can query the current battery status of your Xesar access component (Xesar handle, escutch-

eon, cylinder) at any time using your Xesar tablet.

e For this purpose, connect your Xesar tablet to the affected Xesar access component.

e Select the three, stacked rectangles in the top right of the open Xesar application.
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Then select Show battery status.

X Xesar1.1.33.8 Maintenance tasks
——
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

-} conference room Show battery status

=] office 1

sales department CEQ

(\
Tt Department management

sales department entrance
entrance

a
e=_.
a— tecnology

ﬁ wall reader - entrance

2. harrier

Figure 136: Xesar tablet — showing the battery status

238



2CCess 1O security

A corresponding OK message will appear if the battery status is OK.

Show battery status,

Battery status: OK

Figure 137: Xesar tablet - showing the battery status

If the battery is empty the system indicates "Battery status: empty. Immediately replace the batter-
ies. Please refer to the description of the corresponding Xesar access component for more de-

tailed information.

Show battery status.

Battery status empty

Figure 138: Battery status: empty
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An acoustic and visual (four yellow flashes) battery low message will appear approx-

imately 1,000 actuations or four weeks before the battery is empty.

Battery replacements:
Always replace batteries with batteries that have been approved by EVVA. Do not
use rechargeable batteries. Rechargeable batteries typically demonstrate a different

discharge curve and cause premature "Battery status: low" messages.

When replacing the batteries the date and time is lost as a result of the lack in
power after the following periods:

- Xesar escutcheon > 1 minute

- Xesar cylinder > 1 minute

- Xesar handle > 1 minute
Test whether the date and time settings have been lost by attempting to operate
the access component using an authorised identification medium after having re-
placed the batteries. Identification media will be unable to unlock the door if the
date and time settings have been lost. In this case, you must transfer the date and
time settings using the Xesar tablet. Test the component operates correctly before
closing the door. If the date and time setting is lost, even identification media with

MasterKey authorisation will be unable to operate the access component.

Additional maintenance tasks

Regularly service Xesar access components and in this process, synchronise the

information with the Xesar software.

The following tasks must be completed directly at the Xesar access component as part of on-

going maintenance tasks:
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Xesar tablet error messages

Incorrect handling may cause a host of different error messages. This section provides an overview

and gives some tips to prevent said errors:
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Time out error message
The following error message will appear if the Xesar tablet was unable to identify the Xesar access

component:
Timeout error:
If you have not connected the Xesar tablet correctly, the Xesar access components

will not give any feedback regarding the configuration.

Timeout error

No feedback from access component

OK

Figure 139: Timeout error

In this case, disconnect the connection cable, re-connect it and attempt to synchronise.
The following error messages will appear on the Xesar tablet if the system is unable to change the

configuration:

Incorrect Xesar access component type

The following error message will appear if you have connected an incorrect Xesar access compo-

nent to the Xesar tablet for synchronisation:
Incorrect access component type:
The selection on the Xesar tablet does not match the connected Xesar access com-

ponent type.

Incorrect access component type

Incorrect access component type connected

oK

Figure 140: Incorrect Xesar access component type
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Make sure you have connected the Xesar tablet to the correct Xesar access component and repeat

synchronisation.
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Xesar-tablet error messages

You may experience different error messages, due to mishandling or technical problems.

The following table provides an overview of error messages and tips to avoid them

Tips

Error Event
XTDEOL Wrong type of component
XTDEO2 USB not connected
XTDEO3 No responce
XTDEO4 Wrong door
XTDEOS5 Component has no battery
XTDEQ9 Subcomponent doesn't reply
XTDE10 Unsupported version
XTDE11 USB communication error
XTDE12 Unknown error
XTDE13 Operation failed temporarily
XTDE14 Operation failed
XTDE15 Xesar-Tablet not synchronized
XTDE16 Displaying battery status failed

2CCess 1O security

Please make sure that the Xesar-tablet is connected to the right Xesar-component and re-

peat the synchronization
Synchronize the Xesar-tablet and the access-components

Check the USB-connection cable of your Xesar-tablet

244



2CCess 1O security

o In this case, remove the cable from your tablet and the accesss component, re-
plug it and try again to synchronize
o Check the battery status of the access-component. If necessary, insert new batteries and
pay attention to the polarity.
e Perform a firmware update via the Xesar-tabletXesar's Virtuelles Netzwerk (XVN)

Xesar's virtual network (XVN)

The Xesar virtual network uses the issued identification media to exchange information between

software and doors to always keep the system up to date.
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48 v Zutritt
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Blacklist Gibertragen!
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Sicherheits-
status
/ Karten Update -
erfolgreicht
— -
=
e

Neue Karte ausgegeben Alte Karte gesperrt
Auf dem Weg durch das Gebaude verteilt Karte verloren oder in unbefugte Hande
die Karte alle neuen Informationen und geraten? Karte wird gesperrt und kommt
gibt die gesammelten Zutrittsereignisse auf die Blacklist!

und Security-Updates an das System ab.

Figure 141: system overview | virtual network
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Identification media are provided! with update information (blacklist) from the central coding sta-
tion. The information is then transferred from door to door on the way through the facility. In this
process, identification media update door states and collect door information (battery states, ac-
cess events, deletions or unlocking attempts by blocked media). The information is subsequently
passed on to coding stations, where it is evaluated to reconfigure the security status in the soft-

ware.

L Ab Herbst 2015 auch mittels Wandleser moglich.

Software”*s package (virtual network)

To use the virtual network, please activate the software”s-package.
The Software”s card can be purchased from an authorized EVVA-distributor, the code on the back

of the card can be activated just like any KeyCredit.

9 : @

' Softwarepls

Figure 142: Software”"s-package

Enter the code on the home page in the Xesar software via the menu item
Additional packages > Software””s package to unlock the virtual network for a time of 3 years.

In addition after the activation of the virtual network, you get 15 KeyCredits for free.
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Guthaben

Sie haben kein Guthaben mehr, bitte laden Sie neue KeyCredits auf.
Guthaben aufladen
Zusatzpakete ‘

Sie haben kein Software?/“s-paket
Software?’“*-paket aufladen o

Figure 143: Software”">-package | additional package
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Transferring access events using identification media

The most recent access events (access granted, access denied, battery low, etc.) of the door com-
ponent are transferred to identification media as part of every second identification process, e.g.

when a door component is unlocked using identification media.

Note: this process does not require users to be logged in to the software and the Admin Card

must not be in the coding station - it is sufficient to only launch the software.

Transferring blacklist entries using identification media

A blacklist entry represents the information regarding identification media that is blocked in the
software.
Said blacklist entries are written to all identification media using the coding station. Identification

media then distribute the information to all door components.

The memory of one identification medium is sufficient for up to 10 blacklist entries. As soon as
identification media are once again used at the coding station, the software detects to which door
components the blacklist has already been transferred and visualises the corresponding status of

individual doors on the Xesar software dashboard.

We recommend transferring blacklists using the Xesar tablet if more than 10 identification media

are lost/stolen at once.

An identification medium that has been blocked in the software (medium on the blacklist) can be

invalidated/deleted as part of the following:

e Expiry date exceeded
e Validity period expired
e Medium has been in contact with the coding station

e Medium attempts to unlock a door at which the blacklist is up to date
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Transfer "Unlocking attempt by medium” notifications using identification media
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A medium that has been blocked in the software can open the corresponding door components

as long as it is still valid. This type of information is critical to security and the data is collected by

other identification media within the system before it is transferred to the Xesar software using

the coding station.

A warning is output accordingly on the dashboard @ if unlocking attempts have taken place using

identification media that have already been blocked.

These warnings will be hidden as soon as the medium's validity expires. The messages remain

available in the corresponding event list.

(EVVA) Xesar
B OTRETE @ SCUESNAG

A P B roooie o A
Herzlich Willkommen, admin!

Guthaben

uft in 8 Tagen ab, bitte verlangern Sie die Liz

Zusawzpakete
Thr SoftwareP-Paket ist gltig bis 24.04,2018.

Software®"*-paket auflade

Wartungsaufgaben

2 Eine Tir mit leerer Batterie gefunden. Bitte

'3 Eine Tur hat keine aktuelle Blacklist. Bitte synchronisieren Sie diese Tur

© | Xesar-Tablet synchronisieren.

schen Sie die Batterien dieser Tar aus

Guthaben bis admin
02.05.15

Identmedienibersicht
© Alle Medien sind am aktuellen Stand.

Alle Ide zen ein akiuelles Medienformat

en by

® Esis t ein gesperrtes aber aktves Medium im Umlauft Medien anzeigen

Achtung: Es gibt Offnungen mit gesperrten aber noch giltigen Medien!

4 x James Bond (007

Allgemeine Warnungen

| Es ist eine unsichere Tar vorhanden. Tar anzeigen.

OMNIKEY CardMan 5x21-CL 0

Wartungsaufgaben | 1

Ichen ein Backup empfohlen wird. Das nachste

Figure 144: Dashboard | Unlocking attempt by medium
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Transferring "Identification medium deleted by door component" notifications

The identification medium is deleted from the door component upon attempting to unlock a door
component (with an up-to-date blacklist) using an identification medium that has been blocked in
the software. As a consequence, this medium can now no longer open doors with an out-of-date

blacklist (Xesar 1.1.x.x already features this function)

The new feature is that the information about a deleted medium is returned to the Xesar software
by other identification media within the system via the virtual network. As a result, administrators
are automatically provided with information that the system is once again secure even if the

blacklist has potentially not yet been transferred to all doors.

Wartungsaufgaben

Eine Tir mit leerer Batterie gefunden. Bitte tauschen Sie die Batterien dieser Tir aus.

+%  Eine Tir hat keine aktuelle Blacklist. Bitte synchronisieren Sie diese Tir.

Figure 145: Dashboard | maintenance: Blacklist
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Transferring the battery status using identification media

Identification media in circulation also return battery information to the Xesar software via the

virtual network. Administrators are notified in due time if batteries must be replaced.

System administrators have the option to indirectly influence update cycles using identification
media's validity periods. The validity period is automatically extended by the set value each time

the identification medium is placed on the coding station.

For instance, if the period has been set to three days, each person must pass the coding station to
extend the validity of their identification media within this period of time. As a result, system ad-
ministrators are provided with the corresponding information at the latest after three days (events,
blacklist transfers, etc.) using the identification media in circulation. For instance, if the validity is

set to 30 days, it will take longer for the information to be returned to the Xesar software.

We recommend to keep the validity period to a minimum (< 10 days) when using a virtual net-

work.
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