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Introduction

This XESAR system manual describes how to operate the Xesar software and any associ-

ated Xesar system components.

The products and/or systems described in the Xesar system manual must exclusively be
operated by persons that have been adequately qualified for the corresponding task.
Qualified personnel is able to identify risks when handling products/systems and prevent

potential hazards on the basis of their expertise.

General legal notes

EVVA concludes the contract on the use of Xesar exclusively on the basis of its General
Terms of Business (EVVA-GTB) as well as its General Licensing Conditions (EVVA-ALB)

with regard for the software for the product. Please refer to http://www.evva.at/terms-

and-conditions/en/ to view these documents.

We explicitly notify clients that the use of the locking system subject to this contract may
trigger legal approval, reporting or registration obligations, in particular with regard to

data protection (e.g. if you are establishing a comprehensive information system), as well
as grant the right of co-determination to staff in the event of use on corporate premises.
Customers, clients and end users shall be responsible for product use in compliance with

legal stipulations.

The aforementioned information must be observed and passed on to operators and users
as per the defined manufacturer product liability according to product liability legislation.

Non-compliance releases EVVA from any liability.

11
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Any use deemed as non-compliant with the contract or as unintended use, any repair
work or modifications that have not been explicitly approved by EVVA as well as all types
of incorrect servicing may cause malfunctions and are prohibited. Any modifications that
have not been explicitly approved by EVVA render claims to liability, warranty as well as

any separate guarantee claims void.

Architects and advisory institutions are obliged to request all necessary product infor-
mation from EVVA and take into account all such information to comply with obligations
regarding information and instructions under the Product Liability Act. Specialist retailers
and installers must comply with the information in EVVA documentation and they must

pass on such information to customers, if applicable.

Please refer to the Xesar product catalogue for additional information beyond these vital

instructions. Please visit: http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/system-overview/en/.

12
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Customer support

We have provided our online form at http://support.evva.at/xesar/en/ in case you have

any questions regarding the information below.

* You have exceeded the maximum attempts to enter credit codes.
* Unable to add credit

* A KeyCredit was redeemed, but the remaining credit has not increased

Please contact your local retailer if you have any further questions. We have provided a

list of all local EVVA (Certified) Partners here: http://www.evva.at/partners/search-for-

retailers/en/
For instance, select a city near you in the first step and click Search. You can additionally
restrict the search results here by searching exclusively for Electronic System Partners.

One of our partners near you will be happy to advise you.

For general information on Xesar visit our homepage at

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-

overview/en/
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Legal notice

1. English edition, September 2014

This edition shall not longer be valid upon publication of a new system manual.

All rights reserved. This system manual must not be reproduced, copied or adapted nei-
ther in full or in part using electronic, mechanical or chemical methods or any other pro-

cedures without written consent by the publisher.

We shall not assume any liability for technical or printing errors and their potential con-
sequences. However, the data in this system manual is revised regularly and corrections

are incorporated.

All trademarks and industrial property rights reserved. We reserve the rights to make ad-

aptations and update the document without prior notification.
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Signs and symbols

Sequences of commands are illustrated as follows.

For instance Persons menu > Create person or for commands and buttons, such as

Warning, risk of material damage in the event of non-compliance

with the corresponding safety measures.

Notices and additional information
Hints and recommendations

Error messages

JO0OL !

Options

15
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System overview

Coding station

Admin Card
o«
@

503 =

T
KeyCredits ’

Xesar software

Xesar identification media

A

S8
. -
a‘eﬁ?

Xesar tablet

Figure 1: System architecture (sample image)

Xesar is the innovation from EVVA.

Developed and manufactured in Austria, the electronic locking system offers companies a
wide variety of products. Each Xesar access component brings about its individual bene-

fits to profoundly safeguard your comprehensive security demands. The ideal product for
each situation most of all depends on the installation location, security demands and the

level of convenience required.
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Xesar access components at a glance

// )

et E——————

=

%:« 8- %o

Xesar escutcheon Xesar handle Xesar cylinder Xesar wall reader

Figure 2: Xesar access components (sample image)

Xesar escutcheon
The all-rounder with a high level of operating convenience. Its unbeaten design is
universally suitable, also for metal frame doors. Xesar escutcheons are also per-

fectly suitable for outdoor applications.

Xesar handle

The Xesar handle is the ideal solution for almost any internal door, from solid

doors to glass doors. A convenience product that meets almost any requirements.

Xesar cylinder
Xesar cylinders are ideal if security or easy retrofitting are paramount. It locks se-

curely and is easy to install.

Xesar wall reader (in conjunction with the control unit)
Scores high marks amongst wall readers with high-quality glass design. In con-
junction with the control unit it forms an invincible team when it comes to con-

trolling electronic locking components (e.g. automatic sliding doors).
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Xesar system requirements

e Personal computer; at minimum 1.2 GHz or faster
e At minimum 2 GB RAM
e USB host 2.0 for coding stations and Xesar tablet

e Windows 7-32 bit, Windows 7-64 bit, Windows 8.1-32 bit or Windows 8.1-64 bit

operating system

e The software must be installed locally, server installations are not intended.

The installation requires approximately 200 MB free hard disk space.

e Input/output devices:

Keyboard | Mouse | Minimum screen resolution 1024 x 768

e Internet connection to enable KeyCredits

18
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Xesar performance features

User administration

e Assign access authorisations to software users

e Different software features can be enabled per user role

Xesar access components

e Manual office mode -> (De)activated by an authorised Xesar identification medi-

um at the Xesar access component
e Temporary office mode -> Controlled by time profiles saved in the software

e Enables to define up to 96 door areas -> Merge several doors to facilitate an as-

signment of authorisations
e Blacklist -> List of blocked identification media

e DeleteKey function -> Blocked identification media are deleted upon attempting

identification at the door

e Automatically changes the time -> Summer/winter time

19
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Media/user administration

e Up to 65,000 persons per system
e Assign one Xesar identification medium and one replacement medium per person

e Time profiles can be configured for identification media:

- 7 weekdays, 5 special days
- Allows to define 50 special days (time profile)
- Automatically updates the Xesar identification medium upon holding it to the

Xesar coding station

Note:
o Xesar currently supports MIFARE DESFire EV1 with AES 128 bit encryption,

all Xesar identification media are equipped with a memory of 4 kB. In ver-
sion 1.1.x.x the Xesar segment requires 384 bytes, the remaining memory on
the Xesar identification medium may be used for external applications (en-

quire for more detailed information).
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Protocol/events

e Each Xesar access component logs 1,000 events.

e FEvents

are transferred from door to software using the Xesar tablet.

e It is possible to disable the collection of personal access events.

e Events

Authorisation

saved:

Access granted (person, date, time, door)
Office mode (automatically and manually)
Battery warnings

Time change

Firmware updates

Battery replacements

types

e Permanent access (without time profile)

e Periodic access (with time profile)

e Manual office mode (can be enabled per medium)

e Automatic office mode (with time profile)

e Expiry of authorisations can be set

e Validity can be set (extended periodically)

e MasterKey authorisation

Available languages

e German
e English
e French
e [Italian
e Dutch
e Polish

e Slovakian

e (Czech

access to security

21
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System accessories

Xesar coding station

Figure 3: Xesar coding station (sample image)

The Xesar coding station is a read/write device for any type of contactless Xesar identifi-
cation media as well as the conventional Admin Card medium, which is one of the sys-
tem cards (see Section: Admin Card). The Xesar coding station provides a separate card
slot on the front of the Xesar coding station for the Admin Card. Install the associated
driver and connect the Xesar coding station to the USB port of the computer where you

installed Xesar software.

o Note:
We have provided the driver required for the Xesar coding station in the
download section of our homepage:

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/system-overview/en/.

o Note:
Please refer to the corresponding data sheet for additional specifications at
HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-
control/xesar/assembly-instructions-datasheets/en/"

http://www.evva.at/products/electronic-locking-systems-access-
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control/xesar/assembly-instructions-datasheets/en/

Xesar tablet

Figure 4: Xesar tablet (sample image)

The Xesar tablet is intended to synchronise and transfer information between Xesar soft-

ware and Xesar access components.

The Xesar tablet delivery scope includes proprietary EVVA connection cable. Use the con-
nection cable to link your Xesar access components to the Xesar tablet. You can identify

the connection cable by the EVVA logo, located on the USB jack of the connection cable.

All Xesar access components feature an interface at the front, behind the connector cover
(EVVA logo). Slightly press towards the inside on the left-hand side of the EVVA logo

(near the "E") and fold out on the right-hand side (near the "A") to access it.

The integrated interface of the Xesar access component in conjunction with the Xesar
tablet is designed to synchronise Xesar software and Xesar access components only.
After use, once again carefully close the connector cover (EVVA logo) of your Xesar ac-
cess components to continue to protect the connector from penetrating dust and humid-
ity.
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For this purpose, do not use pointed objects to prevent damage.

Please refer to the corresponding data sheet for additional specifications at

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/

é Caution:
Do not install additional applications as otherwise EVVA will be unable to

safeguard the product security and functionality of the system.

é Caution:
Please note only one Xesar tablet is intended per system and the use of
several Xesar tablets within the same Xesar locking system may cause mal-

functions.

é Caution:
Synchronising several different Xesar locking systems with the same Xesar
tablet may cause malfunctions. For this reason, exclusively use the dedicated

Xesar tablet for each Xesar locking system.

0 Note:
The Xesar tablet is unsuitable as an emergency power supply for battery-

operated Xesar access components.
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Tip:

We recommend you regularly synchronise data at each Xesar access com-
ponent to be able to quickly synchronise events with the software (caution:
at maximum 1,000 events per access component, from then on, the oldest
events will be overwritten). Synchronise each access component at minimum

once a year to make sure the time has been synchronised with the system.

Functional principle

Any maintenance tasks or any other tasks for the corresponding Xesar access

component are loaded and listed upon each synchronisation between Xesar tablet

and Xesar software.

The connecting cable enclosed with your Xesar tablet enables to connect the Xe-

sar access component and subsequently exchange data using the Xesar app.

It enables the following:

Initialising Xesar access components (upon commissioning)

Synchronising changed door parameters in Xesar access components
Transferring blacklists to Xesar access components

Battery status queries

Firmware updates (Xesar access components in battery mode are supplied with

energy from the Xesar tablet during firmware updates)

Retrieving Xesar access component events

25
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e Resetting Xesar access components to construction mode

e Automatically synchronising the time in access components upon communica-

tion between tablet and access components

Xesar application (app)

The Xesar application is already preinstalled on your Xesar tablet. The Xesar appli-
cation is automatically updated once a more recent application version becomes
available, for instance following initial Xesar software installations or software up-

dates upon synchronising with the Xesar tablet.

o Note:
We have enclosed the manufacturer's independent user guide for the Xesar

tablet. It is enclosed with the product packaging.

o Note:
Fully charge your Xesar tablet prior to first use.
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Emergency power device

Figure 5: Emergency power device (sample image)

All access components feature an interface at the front of the access component, below
the EVVA logo. Slightly press towards the inside on the left-hand side of the logo (near
the "E") and fold out on the right-hand side (near the "A") to access it. The installed in-
terface in conjunction with the emergency power device is intended for emergency pow-

er supply only and it is not required as part of normal operation.

REF _Ref397587412 #Wh W* MERGEFORMAT
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MasterKey authorisation

Immediately replace batteries after having used the emergency power device to operate
access components and subsequently update access components using the Xesar tablet

to once again enable access with all authorised identification media.

m The emergency power device is optionally available.
Product code: E.ZU.NG.V1

A Caution:
Please note that you require a Xesar identification medium with MasterKey
authorisation to open Xesar access components supplied with the emergen-
cy power supply as the time setting is lost if the power supply is interrupted

for too long, causing standard media to be unable to open them.
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System medium

Admin Card

&
=

Figure 6: Admin Card (sample image)

The Admin Card is a contact-type, electronic chip card in standard format. It enables to
access the Xesar software and uniquely identifies the system. Any KeyCredits purchased
to make changes to authorisations are saved on the card (also applies to KeyCredits Un-

limited).

Xesar software only enables the full range of functionality if a

valid Admin Card with sufficient credit has been inserted into the Xesar coding station.

o Note:
The Admin Card is not transferable and hence it cannot be used for other

systems.

é Caution:
You can replace the Admin Card in the event of loss or damage.
(See Section:

REF _Ref396228304 #Wh W* MERGEFORMAT
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Xesar identification media

Xesar identification media are non-contact RFID chips based on MIFARE DESFire EV1 with

an overall memory capacity of 4 kB.

Overview of available Xesar identification media

Xesar EVVA Card Xesar Partner Card

Figure 7: Xesar EVVA Card (sample image) Figure 8: Xesar Partner Card (sample image)

Xesar key tag Xesar combi key!

Figure 9: Xesar key tag (sample image) Figure 10: Xesar combi key (sample image)

LIn preparation
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Caution:
Do not place more than one Xesar identification medium on the Xesar cod-

ing station. Otherwise identification media may be incorrectly configured.

Note:

Please refer to the corresponding data sheet for additional specifications at
HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-
control/xesar/assembly-instructions-datasheets/en/"

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/

Once your system is no longer in construction mode following commissioning, you can

use Xesar identification media programmed with the Xesar coding station to open Xesar

access components.

!

!

Note:
Construction mode is active as long as the Xesar access component has not
been assigned to a system. Every Xesar access component is in this state

upon delivery.

Note:
All Xesar identification media types are programmed using the Xesar coding
station by placing the identification media on an operating coding station

and following the corresponding instructions in the software.
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Construction Card

8 [

Figure 11: Construction Card (sample image)

The Construction Card is a contactless RFID chip based on MIFARE DESFire EV1, which is

able to open Xesar access components in construction mode.

o Note:
Construction mode is active as long as the Xesar access component has not
been assigned to a system. Upon delivery, each Xesar access component is

in construction mode.

Manual office mode is also available in addition to conventional access component oper-
ation (see Section: Manual office mode). The Construction Card is ready for use immedi-

ately and it must not be programmed using the Xesar coding station.

f} Caution:
Please note that your system can be operated with any Construction Card
when it is in construction mode. For this reason, initialise your system as

quickly as possible.
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Access with a Xesar identification medium

Xesar identification media can be used to operate access components according to the
same principle. The reader unit is located in the black cap above the connector cover
(EVVA logo). The corresponding access component reacts as configured once an author-

ised identification medium is held to the reader field.

Single access (standard configuration)

In this process, the corresponding Xesar access component unlocks for five sec-
onds after having used a corresponding access component. Unlocking is con-
firmed by a visual and acoustic signal. Unlocking is then completed automatically

and the system once again confirms this with a visual and an acoustic signal.

Manual office mode

Each Xesar access component features a manual office mode function. It enables
to engage access components or keep them open. This function is also available
in factory state (construction mode) in conjunction with the Construction Card.
Manual office mode is (de)activated by holding the identification medium to the
corresponding Xesar access component twice within a space of two seconds. The
Xesar access component indicates the status change with an acoustic and a visual
signal (refer to How Xesar access component).

Configure this function in the Xesar software if Xesar access components have al-

ready been assigned to the system.

c Caution:
Please note that you must move the identification medium away from the
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reader field (approximately 20 cm) each time you hold it to the access

component to (de)activate office mode.

Automatic office mode (schedule-based)

In addition to manual office mode, Xesar components can also be set to office
mode automatically. In this process, you can set a certain time window in the Xe-
sar software. The Xesar access component indicates the status change of automat-

ic office mode acoustically and visually (refer to How Xesar access component).

Automatic office mode in factory state in conjunction with the Construction Card

is not possible.

DeleteKey function

The blacklist (= list of all blocked media within a system) is transmitted to each
Xesar access component upon updating. If a medium on the blacklist is used at a
door component, the access component deletes it, regardless of whether or not it

was authorised for the respective door.

Caution:

Manual and automatic office mode are equivalent with regard to authorisa-
tions. For this reason, users with appropriate authorisations can manually
suspend or reactivate automatic office mode. Manual office mode can also
be deactivated by schedule-based, automatic office mode, providing this

has been configured accordingly in the software.
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Xesar access component interface

All Xesar access components feature an interface to update Xesar access components.
The interface may also be used as an emergency power supply for battery-operated Xe-

sar access components.

The interface is located on the front of all Xesar access components, behind the connect-
or cover (EVVA logo). Slightly press towards the inside on the left-hand side of the EVVA
logo (near the "E") with your finger and fold out on the right-hand side (near the "A")

and access the interface.

After having used the interface, once again carefully close the connector cover (EVVA

logo) to protect the your Xesar access components from penetrating dust and humidity.

é Caution:
Do not use pointed objects to open and close the cover to prevent poten-

tial damage.
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Xesar software

Figure 12: Xesar software (sample image)

EVVA provides the Xesar software free of charge as an administration and management
tool suitable for the most diverse requirements. These include managing personal author-
isations, creating and deleting electronic keys, managing different access components,
setting up time zones depending on authorisations, creating and managing areas, man-

aging schedule-based office mode options and many more functions.

In addition to password protection, the Xesar software features an additional security
feature to enhance the security of your system, the Admin Card.

(Refer to Section: Admin Card)

Register online to download the Xesar software:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/demand-

xesar-software/en/

o Note:
The Xesar software must be installed locally, server installations are not intended.

The installation requires approximately 200 MB free hard disk space.
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EVVA KeyCredits

R

50«3@2 o
3 6 KeyCredirimes
MONTHS

Figure 13: KeyCredits (sample image)

You benefit from all the free features of a comprehensive access software and with
KeyCredits you only pay what you actually need. Merely one KeyCredit is necessary to

create or change an identification medium with any number of access authorisations.

Credit schemes

We provide the following credit schemes:

e Quantity credit (10/50/100 KeyCredits)
e Time-based credit (KeyCredit Unlimited with an unlimited number of

access authorisation changes for a duration of 12 or 36 months)

You can merge quantity-based and time-based credit.

Any currently valid flat rate for time-based credit covers all authorisation changes
that are subject to a charge and EVVA KeyCredits are only deducted from the
quantity credit for authorisation changes that are subject to a charge once the

time-based credit has expired.
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Functional principle

EVVA KeyCredits are enabled and locally saved on the Admin Card once you have

entered the code from the card in the Xesar software.

Time-based, limited flat rate KeyCredits, for instance with a flat rate for either 12

or 36 months, are saved on the EVVA Server and not on the Admin Card.

In the event that an Admin Card with time-based credit is lost or develops a fault,
the remaining time-based credit of the 12/36-month flat rate saved on the server
can be accessed and reactivated after having issued a replacement card. It is not
possible to reactivate any remaining credit for quantity credits of 10/50/100

KeyCredits on faulty or lost Admin Cards.

0 Note:
Please note that you require an Internet connection to enable loaded
KeyCredits.
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Changes charged in KeyCredits (relevant to quantity credit only)

You will be deducted one KeyCredit for the following changes:

e Changing access authorisations for doors/areas
¢ Changing time profiles (permanent access/periodic access)

e Changing the expiry date of identification media

o Note:
The system always deducts one KeyCredit upon saving (after having created

or changed authorisations).

No KeyCredits deducted

You will not be deducted any KeyCredits for the following changes:

¢ (De)activating manual office mode for a person
e Blocking persons (blacklist)

e Writing to/updating media

e Changing personal master data

e Extending the identification media validity

Additional information about EVVA KeyCredits

e When you load KeyCredit Unlimited, the new period is added on to any on-going

KeyCredit Unlimited product validity periods.
o KeyCredit codes can be redeemed only once.
e Any KeyCredit codes available upon market launch can be redeemed for Xesar

and AirKey.
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Xesar access components

Xesar escutcheon

Figure 14: Xesar escutcheon (sample image)

The Xesar escutcheon is a battery-operated access component suitable for indoor and

outdoor use.

Please use the dedicated seal enclosed with the product in the event of use outdoors or

in areas that are exposed to water.

The Xesar escutcheon is suitable for conventional metal frames and solid door locks with
a handle range of up to 40°, for self-locking escape door locks as per EN 179/EN 1125,
fire protection doors and there are also versions available for panic and emergency exit

doors with bar handles or push handles as per EN 1125,

Please check carefully to make sure the Xesar product you selected is suitable for your

application.
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Xesar escutcheon — functional description

Figure 15: Xesar escutcheon (sample image)

Visual and acoustic feedback:

Xesar escutcheons indicate events acoustically and visually. For this purpose, there
is an LED on the upper edge of the reader unit of Xesar escutcheons. For a list of

all signals please refer to Section: How Xesar access component indicate events.

Reader unit:

The reader unit sensor is located on the outside of the Xesar escutcheon between

the connector (EVVA logo) and the LED.

Connector (synchronisation, updates, emergency power supply):

Xesar escutcheons feature a connector located under the connector cover (EVVA
logo). Slightly press towards the inside on the left-hand side of the EVVA logo
(near the "E") and fold out on the right-hand side (near the "A") to access the

connector.
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The connector is intended for synchronisation with Xesar tablets as well as for

emergency power supply using the optional emergency power device.

After use, once again carefully close the connector cover (EVVA logo) to protect
the connector from penetrating dust and humidity. For this purpose, do not use

pointed objects to prevent damage.

Functional principle:

The outside handle is disengaged by default — operating the outside handle will
not change the position of the latch. Hold an authorised Xesar identification me-
dium to the reader unit to mechatronically engage the outside handle for five
seconds. If you operate the outside handle during this period, the latch or bolt

(depending on the lock type) will be retrieved.

The inside handle is always engaged and can be operated at any time. In this pro-

cess, the mechanism always unlocks the latch.

Xesar escutcheons feature an event memory for the last 1,000 events. Once the
event memory is full, the system overwrites the oldest entries with the most recent
events. For this reason, it is important to regularly synchronise events to prevent

event records from being lost.
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Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/

é Please note the office mode function (Section: Xesar identification media)
and the different acoustic and visual signals (Section: How Xesar access

component indicate events)

é Please note that if access components are installed in fire doors, the certifi-
cates are exclusively valid in conjunction with approvals from the corre-

sponding door manufacturer.

é Please note the following, important notices before use!

Conditions of use

External ambient temperatures -20 °C to +60 °C, internal ambient temperatures 0 °C to
+60 °C (depending on the battery) | Humidity < 90 %, non-condensing | for > 200,000
cycles as per EN 1906*

Climatic and environmental effects

Note the defined suitability of the escutcheon for the respective ambient conditions as
per its IP rating and specific temperature range.

Do not use the escutcheon in very dusty environments.

Use the escutcheon in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing escutcheons in

environments with a particularly high level of static charges.
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Do not use escutcheons in corrosive atmospheres (e.g. chlorine, ammonia, lime water or
salt water).

Information regarding installation and the correct installation situation

Exclusively specialist personnel must install escutcheons according to the specifications in
the assembly manual enclosed with the product. EVVA shall assume no liability for any
kind for damage resulting from improper assembly/installation.

Please note that the maximum nut correction position of the mortise lock must be 2° to
ensure the Xesar escutcheon operates correctly, as otherwise malfunctions cannot be ex-
cluded.

Check the lock for damage and dirt before assembling/installing the escutcheon. Please
also observe the instructions of the lock manufacturer prior to installation of the escutch-
eon.

EVVA recommends using correctly operating mortise locks to safeguard the escutcheon
operates correctly.

Observe the corresponding international and national specifications in the corresponding
legislation, directives, standards and guidelines, particularly regarding the requirements
for escape routes and emergency exits, during project management and installation of
the escutcheons.

Note that you must choose the correct cylinder length depending on the door panel
thickness when installing mechanical lock cylinders. In installation situations or applica-
tions that are critical to security the lock cylinder must protrude from the protective es-
cutcheon by a maximum of 3 mm.

Before installing escutcheons — in particular in metal frame doors — check the installation
situation to prevent injuries (e.g. squashed limbs). In these cases, we recommend using a
handle suitable for metal frame doors.

Please note that if you install the escutcheon in smoke control/fire doors, you must verify
the components' suitability and potentially also obtain approval from the door manufac-

turer. The client shall be responsible for this.
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A certificate in compliance with EN 179 or EN 1125 from the lock manufacturer is crucial
for use of the escutcheon in escape or panic doors. Check the correct function of the
complete panic unit, consisting of escutcheon, panic lock and panic bar. The aforemen-
tioned certificate must confirm the escutcheons' suitability for installation.

An excessive tightening torque when fastening the fixing screws may cause escutcheon
malfunctions or make it hard to operate the escutcheon. For this reason, note the data in
the assembly manual.

Before completing the installation, use a Construction Card to verify the correct function
of the escutcheon when the door is open as per the specifications in the assembly man-
ual.

After having installed the escutcheon, note that you can only operate the system using a
Construction Card until parameters have been completely configured.

Note that in the event of a clearance within the cylinder area of the door panel you are
required to seal the area using a conventional, mechanical cylinder, a blind cylinder or
fire protection laminate. EVVA explicitly declares that this is the only method to maintain

the validity of the fire protection certificate for the escutcheon.

Information on operation

Instruct users of the electronic locking system to always keep identification media safe.
In the event that Xesar identification media is lost, it must be immediately blocked using
the software. The mechatronic lock cylinder must be immediately updated using the Xe-
sar tablet.

Do not carry or lift the door panel using the handle.

Do not cover the reader equipment of the escutcheon with metal materials.

Regularly check the correct condition and function of the escutcheon (at minimum once

a month) as part of a functional check using authorised identification media.
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We recommend you keep the locking system up-to-date by regularly installing software
and firmware updates. Make sure to run firmware updates when the door is open and

run a functional test after having completed the update.

Cleaning information
Use a soft, lint-free cloth and soapy water to clean any visible areas of the escutcheon.
Do not use corrosive products or sprays that may be aggressive on metal surfaces, plas-

tics or sealants and seals.

Standards and guidelines
DIN M & EN EN EN
c € 18273 &> oE o 1906 179 P55 1125

CE tested | DIN 18273! | EN 1634: 30 minutes | EN 1634: 90 minutes! | Austrian standard
3859: 30 minutes? | Austrian standard 3859: 90 minutes® | EN 1906 | EN 179! | IP55 pro-
tection (when using enclosed seals IP55) | DIN 18257:ESO* (with stability plate) | ONORM
(Austrian standard) B 5351:WB1! (ONORM B 5338:WK1)

A The Xesar escutcheon for fire doors is suitable for fire doors as per EN 1791,
Suitable for internal and external doors | Can be combined with convention-

al solid door locks with a handle range of up to 40° | Can be combined with
self-locking fire door locks as per EN 179/EN 1125 | Suitable for fire pro-
tection doors

Battery replacements

We recommend to have batteries replaced by trained, specialist personnel only.

Replace batteries in due time, as soon as the escutcheon indicates "Battery low", see Sec-

tion "How Xesar access component indicate events".

Repeatedly disregarding the "Battery low" warning may cause escutcheon malfunctions.
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At normal ambient temperatures, the first "Battery low" warning indicates that up to
1,000 actuations are still possible within the next 4 weeks. Temperatures deviating from
normal ambient temperatures may cause the escutcheon to prematurely fail.

Do not use rechargeable batteries. Please ask your specialist retailer for a list of recom-
mended battery models.

Always replace all batteries used (three AAA batteries) in the corresponding lock cylinder!
If applicable, you may be required to synchronise the system time using the Xesar tablet
after having replaced the batteries.

If the sealing kit has been applied, make sure not to damage the seal upon changing
batteries.

If the batteries are drained, it is exclusively possible to operate the escutcheon using the

emergency power device (optional accessory).

Battery replacement procedure

1. The battery compartment is located in the top of the internal escutcheon plate.
You require a T8 Torx screwdriver to open the battery compartment.

2. Turn the Torx screw clockwise until you can remove the internal escutcheon plate.

3. Hold the bottom of the internal escutcheon plate and carefully remove it from the

attachment panel. You can now pull the internal escutcheon plate over the handle.
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Make sure you do not scratch the handle in the process. You can alternatively re-
move the internal handle beforehand.
4. Now remove the three empty AAA batteries and replace them with new batteries

you acquired earlier. Ensure correct polarity when inserting batteries.

é Battery replacements or power cuts must not exceed a duration of one mi-
nute as otherwise the escutcheon must be resynchronised using the Xesar

tablet.

The component outputs a signal to confirm having correctly completed the battery re-
placement (signal 8 in the signal table from Section: How Xesar access component indi-
cate events)

Now once again position the internal escutcheon plate on the attachment plate and pro-

ceed in reverse order to reassemble the internal escutcheon plate.

é The procedure to replace batteries in Xesar escutcheons for panic doors is

identical despite the different internal escutcheon plate's design.
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Xesar handle

Figure 16: Xesar handle (sample image)

The Xesar handle is a battery-operated access component suitable for internal solid or
glass doors.
Thanks to compliance with fundamental lock standards and a handle range of up to 40°

the Xesar handle is compatible with many European lock types.

The Xesar handle is suitable for conventional solid door locks with a handle range of up

to 40°, self-locking escape door locks as per EN 179 and fire protection doors.

Please check carefully to make sure the Xesar product you selected is suitable for your
application. We have made the required data sheet available in the download section of

our homepage: http://www.ewva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/
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Xesar handle — functional description

Figure 17: Xesar handle (sample image)

Visual and acoustic feedback:

Xesar handles indicate events acoustically and visually. For this purpose, there is
an LED on the upper edge of the reader unit of Xesar handles. For a list of all sig-

nals please refer to Section: How Xesar access component indicate events.

Reader unit:

The reader unit sensor is located on the outside of the Xesar handle between the

connector (EVVA logo) and the LED.

Connector (synchronisation, updates, emergency power supply)

Xesar handles feature a connector located under the connector cover (EVVA logo).
Slightly press towards the inside on the left-hand side of the EVVA logo (near the
"E") and fold out on the right-hand side (near the "A") to access the connector.
The connector is intended for synchronisation with Xesar tablets as well as for

emergency power supply using the optional emergency power device.
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After use, once again carefully close the connector cover (EVVA logo) to protect
the connector from penetrating dust and humidity. For this purpose, do not use

pointed objects to prevent damage.

Functional principle

The outside handle is disengaged by default — operating the outside handle will
not change the position of the latch. Hold an authorised Xesar identification me-
dium to the reader unit to mechatronically engage the outside handle for five
seconds. If you operate the outside handle during this period, the latch or bolt

(depending on the lock type) will be retrieved.

The inside handle is always engaged and can be operated at any time. In this pro-

cess, the mechanism always unlocks the latch.

Xesar handles feature an event memory for the last 1,000 events. Once the event
memory is full, the system overwrites the oldest entries with the most recent
events. For this reason, it is important to regularly synchronise events to prevent

event records from being lost.
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Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/

é Please note the office mode function (Section: Xesar identification media)
and the different acoustic and visual signals (Section: How Xesar access

component indicate events)

é Please note that if access components are installed in fire doors, the certifi-
cates are exclusively valid in conjunction with approvals from the corre-

sponding door manufacturer.

é Please note the following, important notices before use!

Climatic and environmental effects

Note the defined suitability of the handle for the respective ambient conditions as per its
IP rating and specific temperature range.

Do not use the handles in very dusty environments.

Use the handles in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing handles in envi-
ronments with a particularly high level of static charges.

Do not use handles in corrosive atmospheres (e.g. chlorine, ammonia, lime water or salt

water).

Conditions of use
Ambient temperature +5 °C to +50 °C (depending on the battery) | Humidity < 90 %,
non-condensing | For 200,000 cycles as per EN 1906 | IP40 protection
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Information regarding installation and the correct installation situation

Exclusively specialist personnel must install handles according to the specifications in the
assembly manual enclosed with the product. EVVA shall assume no liability for any kind
for damage resulting from improper assembly/installation.

Note that the maximum nut correction position of the mortise lock must be 5° to ensure

the Xesar handle operates correctly, as otherwise malfunctions cannot be excluded.

Check the lock for damage and dirt before assembling/installing the handle. Please also
observe the instructions of the lock manufacturer prior to assembly/installation. EVVA
recommends using correctly operating mortise locks to safeguard the handle operates
correctly.

Exclusively use accessories and spare parts recommended by EVVA.

Please observe the corresponding international and national specifications in the corre-
sponding legislation, directives, standards and guidelines, particularly regarding the re-
quirements for escape routes and emergency exits, during project management and in-
stallation of the handles.

Note that changing over the handle from one side to the other must be performed in
accordance with the specifications in the assembly manual and exclusively when the bat-
tery has been removed.

Please note that if you would like to install the handle in smoke control/fire doors, you
must verify the handles' suitability and potentially also obtain approval from the door
manufacturer. The client shall be responsible for this.

A certificate in compliance with EN 179 or EN 1125 from the lock manufacturer is crucial
for use of the handle in escape or panic doors. Check the correct function of the com-
plete panic unit, consisting of panic lock and handle fittings. The aforementioned certifi-
cate must confirm the handles' suitability for installation.

An excessive tightening torque when fastening the fixing screws may cause handle mal-
functions or make it hard to operate the handle. For this reason, note the data in the

assembly manual.
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Before completing the installation, use a Construction Card to verify the correct function
of the handle when the door is open as per the specifications in the assembly manual.
After having installed the handle, please note that you can only operate the system using

a Construction Card until parameters have been completely configured.

Information on operation

Instruct users of the electronic locking system to always keep identification media safe.
In the event that Xesar identification media is lost, it must be immediately blocked using
the software. The mechatronic lock cylinder must be immediately updated.

Do not carry or lift the door panel using the handle.

Do not cover the reader equipment of the handle with metal materials.

Regularly check the correct condition and function of the handle (at minimum once a
month) as part of a functional check using authorised identification media.

We recommend you keep the locking system up-to-date by regularly installing software
and firmware updates. Make sure to run firmware updates when the door is open and

run a functional test after having completed the update.

Cleaning information
Use a soft, lint-free cloth and soapy water to clean any visible areas of the escutcheon.
Do not use corrosive products or sprays that may be aggressive on metal surfaces, plas-

tics or sealants and seals.

Standards and guidelines
1 1 1

DIN w & EN EN
C € 18273 " 1906 179 IP40
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CE tested | DIN 18273' | EN 1634: 30 minutes | EN 1634: 90 minutes! | Austrian standard
3859: 30 minutes! | Austrian standard 3859: 90 minutes® | EN 1906 | EN 179! | IP40

protection

Battery replacements

We recommend to have batteries replaced by trained, specialist personnel only.
Replace batteries in due time, as soon as the handle indicates "Battery low", see Section
"How Xesar access component indicate events".

Repeatedly disregarding the "Battery low" warning may cause handle malfunctions.

At normal ambient temperatures, the first "Battery low" warning indicates that up to
1,000 actuations are still possible within the next 4 weeks. Temperatures deviating from
normal ambient temperatures may cause the handle to prematurely fail.

Do not use rechargeable batteries. Please ask your specialist retailer for a list of recom-
mended battery models.

If the batteries have been drained, it is exclusively possible to operate the handle using

the emergency power device (optional accessory).

Battery replacement procedure
1. The battery compartment is located in the outside handle of the Xesar handle.
You require one type CR123A battery (please ask you retailer for a list of recom-
mended battery models) and the following tools to open the battery compart-
ment: Allen key, 2.5.

2. If you would like to remove the handle tube of the outside handle, use the Allen

key and turn the attachment screw anti-clockwise until you can remove the handle

tube.

1! In preparation | 2 When using the enclosed seals
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3. Make sure you only screw in the attachment screw as far as absolutely necessary.

4. Now remove the empty battery and replace it with a new battery you acquired
earlier. Ensure correct polarity when inserting the battery.

5. Once again position the handle tube on the outside handle and fasten it in re-

verse sequence.

The component outputs a signal to confirm having correctly completed the battery re-
placement (signal 8 in the signal table from Section: How Xesar access component indi-

cate events)

é Battery replacements or power cuts must not exceed a duration of one mi-
nute as otherwise the Xesar handle must be resynchronised using the Xesar

tablet.
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Xesar cylinder

Figure 18: Xesar cylinder (sample image)

Xesar cylinders are battery-operated access components.

The standard Xesar cylinder version already comes with a host of anti-manipulation pro-
tection measures. Please refer to the product catalogue for more information.

Xesar cylinders are suitable for indoors and outdoors as well as fire and emergency exit
doors. Xesar cylinders are available as half cylinders or double cylinders with one-sided or

double-sided, electronic access.

Please carefully check the Xesar cylinder you selected is suitable for your application.

Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-

overview/en/
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Xesar cylinder — functional description

Figure 19: Xesar thumbturn (sample image)

Visual and acoustic feedback

Xesar cylinders indicate events acoustically and visually. For this purpose, there is
an LED on the edge of the reader unit on Xesar cylinders. For a list of all available

signals please refer to Section: How Xesar access component indicate events.

Reader unit

The reader unit sensor is located in the plastic cap of the Xesar cylinder thumb-

turn between the EVVA logo and the LED.

Connector (synchronisation, updates, emergency power supply)

Xesar cylinders feature a connector located under the connector cover (EVVA
logo). Slightly press towards the inside on the left-hand side of the EVVA logo
(near the "E") and fold out on the right-hand side (near the "A") to access the
connector.

The connector is intended for synchronisation with Xesar tablets as well as for

emergency power supply using the optional emergency power device.
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After use, once again carefully close the connector cover (EVVA logo) to protect
the connector from penetrating dust and humidity. For this purpose, do not use

pointed objects to prevent damage.

Functional principle

By default, the electronic outside thumbturn of the Xesar cylinder is disengaged.
The cam remains disengaged upon operating the outside thumbturn and the out-
side thumbturn turns without engaging with the cam.

Hold an authorised Xesar identification medium to the reader unit of the Xesar
cylinder to mechatronically engage the outside thumbturn for five seconds so the

cam of the Xesar cylinder engages when operating the outside thumbturn.

The purely mechanically operated inside of versions with one-sided, electronic au-
thorisation always remains engaged on Xesar cylinders and can be operated at

any time.

On Xesar cylinders with double-sided, electronic authorisation the inside thumb-

turn operates identically to the electronic outside thumbturn.

Xesar cylinders feature an event memory for the last 1,000 events. Once the event
memory is full, the system overwrites the oldest entries with the most recent
events. For this reason, it is important to regularly synchronise events to prevent

event records from being lost.

Please refer to the corresponding data sheet for additional specifications at:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/
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Note:

FZG and FAP versions do not feature a rotary damper for technical reasons.

Caution:
Please note the office mode function (Section: Xesar identification media)
and the different acoustic and visual signals (Section: How Xesar access

component indicate events )

Caution:

Xesar cylinders feature a rotary damper as standard. Ensure it is installed in
its correct position (see assembly manual) as malfunctions would otherwise
occur during on-going operation. Malfunctions in unapproved installation
positions do not represent product faults and are consequently not deemed

as a valid reason for complaints.

Caution:

Please note the following, important notices before use!
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Climatic and environmental effects

Please note the defined suitability of the lock cylinder for the respective ambient condi-

tions as per its IP rating and specific temperature range.
Do not use the lock cylinder in very dusty environments.

Use the lock cylinder in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing lock cylinders in
environments with a particularly high level of static charge.

Do not use lock cylinders in corrosive atmospheres (e.g. chlorine, ammonia, lime water or

salt water).

Information regarding installation and the correct installation situation
Exclusively specialist personnel must install lock cylinders according to the specifications
in the assembly manual which is also enclosed with the product. EVVA shall assume no

liability for any kind for damage resulting from improper assembly/installation.

Check the lock for damage and dirt before assembling/installing the lock cylinder. Please
also observe the instructions of the lock manufacturer prior to assembly/installation.
EVVA recommends using correctly operating mortise locks to safeguard the lock cylinder

operates correctly.

All Xesar access components are delivered ex works in so-called construction mode. In
this condition any Construction Card unlocks any Xesar access component. For this rea-
son, immediately after having installed each Xesar access component ensure it is correctly

added to the locking system so that exclusively authorised persons have access.
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Exclusively use accessories and spare parts recommended by EVVA. Mechatronic lock
cylinders are exclusively fully suitable for assembly/installation in locks, escutcheons, etc.
if the lock cylinders are subject to the corresponding dimensional standards and the re-
spective locks, escutcheons, etc. are exclusively designed to accommodate mechatronic
lock cylinders as per said standards. In all other cases, manufacturers, retailers and users
of such locks, escutcheons and similar devices must be certain that the lock cylinder they
select is suitable for installation and its intended use.

Observe the corresponding international and national specifications in the corresponding
legislation, directives, standards and guidelines, particularly regarding the requirements
for escape routes and emergency exits, during project management and installation of

the lock cylinders.

Before installing lock cylinders — in particular in metal frame doors — check the installation

situation to prevent injuries (e.g. squashed limbs) or damage to the lock cylinder.

Ensure you selected the correct cylinder length for the corresponding door configuration.
In installation situations or applications that are critical to security (without taking into
account the thumbturn) the cylinder must protrude from the protective escutcheon by a

maximum of 3 mm.

If VdS-certified mechatronic lock cylinders are installed in installation situations critical to
security, the lock cylinder must be protected by VdS-certified, burglary-resistent, category
B or C door plates. With regard to all other doors, the degree of anti-burglary measures

must comply with the corresponding, national regulations (see also EN 1627, Austrian

standard 5338 or SKG).

Please note the restrictions illustrated in the assembly manual regarding the permissible
installation positions of the lock cylinder. Non-compliance with the correct installation

situation may cause malfunctions — malfunctions in unapproved installation positions do
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not represent product faults and are consequently not deemed as a valid reason for
complaints. Please note that the correct lock cylinder function can also only be ensured
before and during installation of the lock cylinder if the cylinder housing is positioned
correctly.

Lock cylinders must be installed in such a way that they are not subject to any external

forces except when used correctly and at the designated mounting points.

A certificate in compliance with EN 179 or EN 1125 from the lock manufacturer is crucial
for use of the lock cylinder in escape or panic doors. Check the correct function of the
complete panic unit, consisting of lock cylinder, panic lock, panic bar and handle fittings.

The aforementioned certificate must confirm the lock cylinders' suitability for installation.

Please note that if you would like to install the lock cylinder in smoke control/fire doors,
you must verify the cylinders' suitability and potentially also obtain approval from the

door manufacturer. The client shall be responsible for this.

An excessive tightening torque when fastening the cylinder fixing screw may cause lock
cylinder malfunctions or make it hard to operate the lock cylinder. For this reason, please
note the data in the assembly manual.

Before completing the installation, use a Construction Card to verify the correct function
of the lock cylinder when the door is open as per the specifications in the assembly

manual.

After having installed the lock cylinder, note that you can only operate the system using

a Construction Card until parameters have been completely configured.

Please note that the corresponding IP rating of lock cylinders with elongated outside turn
sleeves can only be safeguarded if the elongated outside turn sleeve protrudes from the

protective escutcheon by a maximum of 3 mm.
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Information on operation
Instruct users of the electronic locking system to always keep identification media safe.

In the event that Xesar identification media is lost, it must be immediately blocked using
the software. The corresponding lock cylinder must be immediately updated using the

Xesar tablet.

Please note that a door is not automatically locked after having closed it. Doors must be
locked manually by turning the thumbturn. In the event that it is not possible to remove
the thumbturn, attempt to set the lock cylinder to office mode and then remove it as
usual it using the assembly tool. In the event that this fails, you additionally have the op-
tion of blocking the thumbturn sleeve using a slim metal pin via a small hole on the front
of the electronics module and be able to consequently remove the thumbturn using the

assembly tool.

The thumbturn is not intended as an object to move the door panel (as would be the

knob, handle, etc.). Do not carry or lift the door panel using the thumbturn.
Do not stand on the thumbturn.
Do not cover the reader equipment of the lock cylinder with metal materials.

Regularly check the correct condition and function of the lock cylinder (at minimum once

a month) as part of a functional check using authorised identification media.

We recommend you keep the locking system up-to-date
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by regularly installing software and firmware updates. Make sure to run firmware updates

when the door is open and run a functional test after having completed the update.

o Note:
Depending on the cylinder's protrusion beyond the escutcheon or any in-
stalled cylinder rosettes, the Xesar thumbturn may be hard to operate as a
result of friction caused by the seal on the escutcheon or rosette of the cyl-

inder. There is the option to remove said seals when installing indoors.

o Note:
Xesar cylinders with European profiles are equipped with a service bore at
the front of the electronics module. Use it to secure the thumbturn axis with
a matching metal pin and facilitate disassembly of the cylinder thumbturn.
The metal pin must have a minimum diameter of 2 mm and be at minimum

40 mm long.
Procedure:

Step 1:
Insert a matching metal pin (e.g. a
2 mm Allen key) into the front service duct of your European profile

cylinder.

Step 2:
In this process, turn the thumbturn until you are able to insert the
metal pin considerably deeper into the service duct. Now hold the
metal pin in this position and disassemble the thumbturn as usual

using the assembly tool.
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Step 3:
Once again carefully remove the metal pin after having removed the

thumbturn.
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Cleaning information

Regularly lubricate lock cylinders — at minimum as part of battery replacements. For this
purpose, use the lubricants recommended by EVVA only. Please refer to the Xesar system

manual for more information on the exact lubrication processes.

Use a soft, lint-free cloth and soapy water to clean any visible areas of the lock cylinder.
Do not use corrosive products or sprays that may be aggressive on metal surfaces, plas-
tics or sealants and seals. Ensure (particularly when the thumbturn has been removed) no
liquids penetrate the cylinder and that visible areas of the electronic thumbturn must

exclusively be cleaned when the thumbturn is not open.

é Caution:
Note the information in the assembly manual regarding the correct position

of the cylinder.

o Note:
Reset cylinders to construction mode before moving Xesar cylinders (remov-

ing them from the door).

Conditions of use
Ambient temperature -20 °C to +55 °C (depending on the battery) | Humidity < 90 %,

non-condensing | For 100,000 cycles as per EN 15684! | IP65 protection

Standards and guidelines
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CE tested | EN 1634: 30 minutes | EN 1634: 90 minutes?® | IP65 rating | EN 15684! | suita-
ble for locks as per EN 179/1125 (when using the FAP anti-panic function)! | SKG! | VdSt

Xesar cylinders feature an event memory for the last 1,000 events.

Assemble the component as per the assembly manual enclosed with the product.

Battery replacements
Activate office mode for the cylinder before replacing batteries so the cylinder remains

engaged.

Note that lock cylinder operation is permitted using type CR2 batteries only. Do not use
rechargeable batteries. Please ask your specialist retailer for a list of recommended bat-

tery models.

We recommend to have batteries replaced by trained, specialist personnel only.
Replace batteries in due time, as soon as the lock cylinder indicates "Battery low". Re-
peatedly disregarding the "Battery low" warning may cause cylinder malfunctions. At
normal ambient temperatures, the first "Battery low" warning indicates that up to 1,000

actuations are still possible within the next 4 weeks. Temperatures deviating from normal

LIn preparation
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ambient temperatures may cause the cylinder to prematurely fail. If the batteries are
empty, it is exclusively possible to operate the cylinder using the emergency power de-

vice (optional accessory).

Always replace all batteries used in the corresponding lock cylinder! Use the dedicated
Xesar lock cylinder assembly tool to assemble or disassemble the thumbturn (also when
replacing batteries). We recommend to pair up the lock cylinder using an authorised Xe-
sar identification medium before removing the batteries. If applicable, you may be re-
quired to synchronise the system time using the Xesar tablet after having replaced the

batteries.

Store batteries in a cool, dry location. Exposure to direct, strong heat may damage bat-

teries. For this reason, do not expose battery-operated devices to strong heat sources.

Batteries contain chemical substances and for this reason, dispose of them correctly, tak-

ing into account the country-specific regulations.

Battery replacement procedure
Please proceed as described in the assembly manual to replace batteries in your Xesar

cylinder, only in reverse order.

1. Completely position the cylinder tool on the dedicated recess on the rear of the
outside thumbturn and turn the thumbturn and the tool in anti-clockwise direc-
tion.

2. Now remove the cylinder tool and undo the three attachment screws on the rear
of the outside thumbturn using a Phillips screwdriver (PH1). Subsequently remove

the thumbturn disc.
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3. Carefully open the lock in the outside thumbturn by initially moving it carefully

before unfolding it.

4. Now remove both empty CR2 batteries and clean the battery contacts using a

soft, lint-free cloth.

5. Now insert the two new and previously acquired batteries with the correct polarity

into the battery compartment and close it once again.

6. Battery replacements must not take longer than one minute. Resynchronising us-

ing the Xesar tablet may be required once this period has expired.

7. Once you have correctly replaced the batteries, the component initialises and the
corresponding acoustic signal sounds (signal 8 in the signal table in Section: How

Xesar access component indicate events)
8. Now once again position the thumbturn disc and fasten it using the three screws.

9. Completely position the cylinder tool on the rear of the outside thumbturn and
fasten both components to the cylinder together (in clockwise direction) until you
can feel resistance. Subsequently turn the cylinder in the opposite direction (anti-

clockwise) until you hear a click.

10. You can now once again remove the cylinder tool.

Cylinder tool
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Figure 20: Cylinder tool (sample image)

Xesar cylinders provide a special opening mechanism to protect from manipulation and
the dedicated special tool is required for assembly and disassembly as well as battery

replacements.

Order the cylinder tool separately. It is not enclosed with Xesar cylinders.

The cylinder tool device is optionally available.

Product code: E.ZU.PZ.ZW.V1

Please note the instructions in the Xesar cylinder assembly manual
or watch the video instructions: http://video.evva.com/tutorials/xesar/expzkzs/expzkz-s-
1/en/
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Xesar wall reader

Figure 21: Xesar wall reader (sample image)

Xesar wall readers are suitable for indoors and outdoors, surface-mounted or flush instal-

lation and for areas critical to security.

Please use the dedicated seal enclosed with the product in the event of use outdoors or
in areas that are exposed to water as well as in the event of surface-mounted installation
and observe the information in the assembly manual. Xesar wall readers are connected to

the Xesar control unit and supplied with power using a connecting cable.
Note:
Please note Xesar wall readers can only be used in connection with Xesar

control units.

Connect the Xesar wall reader to Xesar control units to operate electronic components,

such as motorised cylinders, swing doors, sliding doors, etc.
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Please check carefully to make sure the Xesar product you selected is suitable for your

application.

We have made the required data sheet available in the download section of our homep-
age:

HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-
control/xesar/assembly-instructions-datasheets/en/"

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/
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Xesar wall reader — functional description

Figure 22: Xesar wall reader (sample image)

Visual and acoustic feedback

Xesar wall readers indicate events visually and acoustically. For this purpose, there
is an LED at the top edge of the Xesar wall reader. For a list of all available signals

please refer to Section: How Xesar access component indicate events ).

Reader unit, ON/OFF status light

The reader unit sensor is located behind the glass panel of the Xesar wall reader,
between the EVVA logo and the LED. The status light of the Xesar wall reader
lights up continuously during on-going operation to facilitate localising the reader

unit in dark environments.

Connector (synchronisation, updates)
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Xesar wall readers feature a connector located under the connector cover (EVVA
logo). Slightly press towards the inside on the left-hand side of the EVVA logo
(near the "E") and fold out on the right-hand side (near the "A") to access the

connector.

The connector is intended solely to synchronise the unit with the Xesar tablet, Xe-
sar wall readers cannot be operated with the optionally available emergency pow-

er device.

After use, once again carefully close the connector cover (EVVA logo) to protect
the connector from penetrating dust and humidity. For this purpose, do not use

pointed objects to prevent damage.

Functional principle

Hold a Xesar identification medium to a reader unit and the Xesar control unit
(connected to the Xesar wall reader) checks the Xesar identification medium. The
correspondingly triggered relay of the Xesar control unit switches insofar as the
identification medium is authorised, depending on the jumper position (see dia-

gram in the Xesar control unit -> JP2) and the configuration.
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Xesar control units feature an event memory for the last 1,000 events. Once the
event memory is full, the system overwrites the oldest entries with the most recent
events. For this reason, it is important to regularly synchronise events to prevent

event records from being lost.

Xesar wall reader connection label

Use the connection label to connect Xesar wall readers to the connecting cables
of the Xesar control unit. Please note the data and information in the assembly
manual enclosed with your Xesar product; in particular the jumper position of the

JP1 jumper to prevent malfunctions.

access to security

DOORSBUS A

Xesar wallreader interface

Figure 23: Xesar wall reader connection print (sample image)

We have provided the assembly manual and the data sheet of the corresponding Xesar
product on our homepage:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/
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Xesar control unit

Figure 24: Xesar control unit (sample image)

The Xesar control unit can be exclusively used in conjunction with Xesar wall readers.
Connect up to two Xesar wall readers to one Xesar control unit. Xesar control units con-
nected to Xesar wall readers must be installed indoors in areas protected from manipula-

tion.

Xesar control units are supplied with power using the power supply unit and in the event
of power cuts they are equipped with data buffers for a maximum of 72 hours, providing

the Xesar control unit had been previously active for a minimum of six hours.

Please refer to the product catalogue in the download section of our homepage for more
detailed information:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/system-

overview/en/
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1B 0] Relais 16 2 sa

2[EE] Relais 16 2 di
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www.evva.com

Figure 25: Diagram (sample image)

access to security

You have the following connection configurations available. Pre-set connections with the

position of the JP2 jumper (Figure 25: Diagram (sample image)).

Please note the data and information in the assembly manual enclosed with your Xesar

product. We have also made the required data and information available in the download

section of our homepage:

HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/"

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/
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One Xesar wall reader -> one Xesar control unit

One or both relays can be switched at the same time depending on the jumper posi-
tion (JP2).
As a result, you can use both relays for different applications (e.g. relay 1 switches

with and relay 2 without an external power source).

23y
| 11
NGE N2
12V-24V/DC ——
GND -
11234
DOORBUS 1 Xesar control unit

Figure 26: One Xesar wall reader (sample image)
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Two Xesar wall readers -> one Xesar control unit (double-sided access)

Depending on the jumper position (JP2) both relays can be switched by both Xesar

wall readers, for instance to implement access from both sides.

X X

o ©
) o (28| # |20 e (2

1[2[3]4
[
= =
g8« g28¢e
1] L1
e Y3 )
12v-24v/DC
GND «— ——
[1]2]3]4]  [1]2]3]4]
DOORBUS 1 DOORBUS 2 Xesar control unit

Figure 27: Two Xesar wall readers (sample image)

81



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

access to security

Two Xesar wall readers -> one Xesar control unit

Both relays can be switched differently depending on the jumper position (JP2). As a re-

sult, one Xesar control unit and two wall readers can operate two different doors.

P X

1[2]3]4 [1]2]3]4)
[
= =
28y 238y
[ 11 F1
il 3 )
12V-24/DC —
GND —
1]2]3[a] [1]2]3]4]
DOORBUS 1 DOORBUS 2 Xesar control unit

Figure 28: 2 Xesar wall reader (sample image)
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o Note:
EVVA recommends using a CAT5 cable to connect Xesar wall readers with

Xesar control units.

o Note:
Do not exceed the maximum cable length of 100 metres to safeguard cor-

rect functionality.

o Note:
Maintain a minimum distance of 100 mm between Xesar wall readers to

safeguard correct functionality

Please check carefully to make sure the Xesar product you selected is suitable for your
application. We have made the required data sheet available on our homepage:

http://www.evva.at/products/electronic-locking-systems-access-control/xesar/assembly-

instructions-datasheets/en/
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Note the following, important notices regarding the use of Xesar wall readers.

Q Please note the office mode function (Section: Xesar identification media)
and the different acoustic and visual signals (Section: How Xesar access

component indicate events).

Climatic and environmental effects

Note the defined suitability of the wall reader for the respective ambient conditions as
per its IP rating and specific temperature range.

Use the wall reader in environments with a humidity below 90% only.

Clarify the application options with a specialist retailer before installing wall readers in
environments with a particularly high level of static charges.

Do not use wall readers in corrosive atmospheres (e.g. chlorine, ammonia, lime water or

salt water).

Information regarding installation and the correct installation situation

Exclusively specialist personnel must install wall readers and control units according to
the specifications in the assembly manual which is also enclosed with the product. We
particularly point out to exclusively install the control unit when it is de-energised. EVVA
shall assume no liability for any kind for damage resulting from improper assem-
bly/installation.

We recommend installing control units in tamper-proof areas.

Note that control unit operation requires a mains adapter. Said mains adapter is not

within the control unit's scope of delivery and optionally available as an accessory.

In the event that you are using a mains adapter you have not procured from EVVA, you
must make sure the power supply requirements illustrated in the product catalogue are

complied with.
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Wall readers and control units are exclusively intended to actuate electronic locking com-
ponents and technical equipment. The control unit is actuated using the relay outputs.
The maximum permitted switching performance of the relay outputs as per the product
catalogue must be complied with.

All Xesar access components are delivered ex works in so-called construction mode. In
this condition any Construction Card unlocks any Xesar access component. For this rea-
son, immediately after having installed each Xesar access component ensure it is correctly
added to the locking system so that exclusively authorised persons have access.
Exclusively use accessories and spare parts recommended by EVVA.

Observe the corresponding international and national specifications in the corresponding
legislation, directives, standards and guidelines, particularly regarding the requirements
for escape routes and emergency exits, during project management and installation of
the control unit.

Before completing the installation, use a Construction Card to verify the correct function
of the wall reader and control unit when the door is open.

After having installed the wall reader and control unit, note that you can only operate the

system using a Construction Card until parameters have been completely configured.

Information on operation

Please note that the wall reader function can be safeguarded exclusively in conjunction
with the matching control unit. Wall readers and control units are exclusively intended to
actuate electronic locking components and technical equipment. EVVA shall assume no
liability or accept warranty claims for the correct function of the actuated devices them-
selves.

Instruct users of the electronic locking system to always keep identification media safe.
In the event that Xesar identification media is lost, it must be immediately blocked using

the software. The Xesar wall readers must be immediately updated using the Xesar tablet.
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Please note that wall readers must be removed using the dedicated special tools only.
Damage caused by other tools shall render any liability, warranty or potentially separate
guarantee claims void.

Do not cover the reader equipment of the wall reader with metal materials.

Regularly check the correct condition and function of the wall reader and control unit (at
minimum once a month) as part of a functional check using authorised identification me-
dia.

We recommend you keep the locking system up-to-date by regularly installing software
and firmware updates. Make sure to run firmware updates when the door is open and

run a functional test after having completed the update.

Cleaning information
Use a soft, lint-free cloth and soapy water to clean any visible areas of the wall reader.
Do not use corrosive products or sprays that may be aggressive on glass surfaces, plas-

tics or sealants and seals.

é Note the following, important notices regarding the use of Xesar control

units.

Important notice

You must comply with the following warnings and information from EVVA Sicherheit-
stechnologie GmbH (hereinafter referred to as "EVVA") if you install, programme and use
the control unit. Keep the instructions in the vicinity of the control unit.

Carefully read the Xesar system manual before commissioning your Xesar locking system.

It is available at www.evva.com.

General legal notes
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EVVA concludes the contract on the use of Xesar exclusively on the basis of its General
Terms of Business (EVVA-GTB) as well as its General Licensing Conditions (EVVA-ALB)

with regard for the software for the product. Please refer to: http://www.evva.at/terms-

and-conditions/en.

We explicitly notify clients that the use of the locking system subject to this contract may
trigger legal approval, reporting or registration obligations, in particular with regard to
data protection (e.g. if you are establishing a comprehensive information system), as well
as grant the right of co-determination to staff in the event of use on corporate premises.
Customers, clients and end users shall be responsible for product use in compliance with
legal stipulations.

The aforementioned information must be observed and passed on to operators and users
as per the defined manufacturer product liability according to product liability legislation.
Non-compliance releases EVVA from any liability.

Any use deemed as non-compliant with the contract or as unintended use, any repair
work or modifications that have not been explicitly approved by EVVA as well as all types
of incorrect servicing may cause malfunctions and are prohibited. Any modifications that
have not been explicitly approved by EVVA render claims to liability, warranty as well as

any separate guarantee claims void.

Architects and advisory institutions are obliged to request all necessary product infor-
mation from EVVA and take into account all such information to comply with obligations
regarding information and instructions under the Product Liability Act. Specialist retailers
and installers must comply with the information in EVVA documentation and they must
pass on such information to customers, if applicable.

Please refer to the Xesar product catalogue and the Xesar system manual for additional

information beyond these vital instructions. These are available at www.evva.com.

Standards and guidelines
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Xesar wall reader C€ IP65

Control unit C€ IP54

0 Note:
EVVA recommends to operate the Xesar wall reader control unit using an
independent power supply and provide an uninterrupted 12 V power sup-

ply. This consequently prevents system failure and safeguards access.
é As soon as the control unit has been connected to the power supply for six
hours the system ensures the time settings are maintained for a minimum

period of 72 hours in the event of a power cut.

Assemble the component as per the assembly manual enclosed with the product.
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Mains adapter for control unit

Figure 29: Mains adapter (sample image)

The control unit mains adapter is optionally available.

Product code: E.ZU.WL.NT.V1

Please refer to the product catalogue in the general download section of our homepage

for more detailed information:

HYPERLINK "http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/system-overview/en/" http://www.evva.at/products/electronic-locking-

systems-access-control/xesar/system-overview/en/
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Signal Event Visual Acoustic signals: Note
number signal
Unlocking attempt
Signal 1 with authorised me- 00000 mmmmm
dium
Signal 2 End of release 00000 ttttt
Rejected 00-00-00-
Signal 3 hh-hh-hh-hh
medium ( X )
Unlocking attempt
with authorised me- 0000
Signal 4 tttt—hhhh
dium and activated 0000
office mode
o000
Signal 5 Start of office mode tttt—hhhh
o000
0000 -
Signal 6 End of office mode hhhh—tttt
(XX ] )
Unlocking attempt
with authorised me- | @@ @@ h----h----h----h--
Signal 7
dium, battery low o0 00 -
signal
After having inserted bat-
Battery inserted or
Signal 8 0 00 00 | (t—mm—hh teries, battery charge status
component reboot
display possible
Medium without
EVVA segmentation;
Signal 9 No signals

medium faulty, other

system

Visual LED signals: ® = Red and green simultaneously

Acoustic signals h = high-pitched sound, m = medium-pitched sound, t = low-pitched sound
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Pauses are indicated by "-".

access to security
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Installing Xesar access components

Please note that specialist personnel must install Xesar access components as per the

notes and information as well as the assembly manual enclosed with the product.

Installation support

EVVA provides a host of different installation support to make installing your Xesar sys-

tem easier. Visit our website.

Language-neutral assembly manual
EVVA provides language-neutral assembly manuals on the packaging of the corre-
sponding product or our homepage to support Xesar access component assembly.

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/

Product-specific assembly video clips
We have provided assembly video clips with demonstrations of complex assembly
steps here:

http://video.evva.com/tutorials/xesar/expzkzs/expzkz-s-1/en/

Language-neutral drilling template

EVVA provides a language-neutral, single-use, cardboard drilling template to support

the assembly of versions requiring one or several drilled holes. They are printed on
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the corresponding product packaging and are available in our homepage in the gen-

eral download section: http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/assembly-instructions-datasheets/en/

O

A

Note:
The assembly manuals and the packaging feature QR codes which will take

you directly to the corresponding video sequence or assembly manual.

Caution:
You must observe the sequence of listed installation steps as otherwise mal-

functions may occur.
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Drilling template

!

Ql

Figure 30: Drilling template (sample image)

EVVA provides a high-quality, metal drilling template to facilitate preparing the door for

an assembly of any type of Xesar escutcheons and Xesar handles.

An adjustable stop safeguards the holes are correctly aligned and it enables to adapt the
settings to match the requirements of any door situation. Hardened metal drilling sleeves

guarantee a long service life even after intense use.

The drilling template is optionally available.

Product code: E.ZU.BE.BS.V1
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Installing the Xesar software

Proceed as follows to install your Xesar software:
Step 1:

Register to download the most recent version of the Xesar software at:

http://www.evva.at/products/electronic-locking-systems-access-

control/xesar/demand-xesar-software/en//.

é You require appropriate administrator rights on your computer to install the

software.
Step 2:

Proceed as follows after having downloaded your Xesar installer file (.exe):
Double-click the application.

Select your language and click OK (Figure 31) to continue.

Installer Language ﬁ

Please select a language.

|English -

[ Ok ] ’ Cancel ]

Figure 31: Language selection

Now the installation wizard opens (Figure 32: Welcome). Follow the on-screen instruc-

tions and then click Next
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Xesar Setup = S|

Welcome to the Xesar Setup

Setup will guide you through the installation of Xesar.

It is recommended that you close all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.

Next = l ’ Cancel

Figure 32: Welcome

Accept the terms and conditions to be able to install the software @ (Figure 33: Xesar

installation — licence agreement). Then click Continue.

Xesar Setup = X

License Agreement
Please review the license terms before installing Xesar. m

Press Page Down to see the rest of the agreement.

EVVA General Licensing Conditions o
'The purchaser of the License (hereinafter referred to as the LICENSEE) acknowledges that all
use and provision of the LICENSED MATERIAL (Definition: see 1.2)is solely according to the
following General Licensing Conditions of EVVA Sicherheitstechnologie GmbH, company
number 1207559 with registered office in 1120 Vienna, Austria (hereinafter referred to as the
LICENSOR or EVVVA), which are explicitly accepted in the context of the purchase of the

License, by the first use of the PROGRAM, or by breaking the seal. Where applicable,

additional regulations in a licensing contract and, subsidiarily, the General Terms and

Conditions of Business of EVVA also apply. The EVVA General Licensing Conditions applyto -

If you accept the terms of the agreement, click the check box below. You must accept the
agreement to install Xesar. Click Next to continue.

| accept the terms of the License Agreement

< Back " Next = I[ Cancel

Figure 33: Xesar installation — licence agreement

By default the Xesar software is installed in a directory on the system drive @ (Figure 34:

Xesar installation — selecting the designated directory). Click Browse @ (Figure 34: Xesar
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installation — selecting the designated directory) and select a different directory if you

would like to install the Xesar software in a different directory. Then click Continue.

Xesar Setup = ]

Choose Install Location
Choose the folder in which to install Xesar. m

Setup will install Xesar in the following folder To install in a different folder, click Browse and select
another folder. Click Next to continue.

Destination Folder o o
C:\Program Files\Xesar 1.1|

Space required: 415.5MB
Space available: 51.7GB

< Back " Next = I[ Cancel

Figure 34: Xesar installation — selecting the designated directory
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The system automatically creates the folder for program shortcuts. If you would like to

create a different folder, enter its name and then click Install. (Figure 35: Xesar installa-

tion — specifying the folder)

Kesar Setup

[ESTAEE x

Choose Start Menu Folder

Choose a Start Menu folder for the Xesar shortcuts.

enter a name to create a new folder.

Select the Start Menu folder in which you would like to create the program's shortcuts. You can also

Xesarl

7-Zip

Accessories
Administrative Tools
Autodesk

BurnAware Free
Check Point
FreePDF

Ghostscript

IBM System i Access fir Windows
InfoStore

Intel PROSet Wireless
Java

LIEC DA, Ao lionkion Naaal

m

< Back

Install

J |

Cancel

Figure 35: Xesar installation — specifying the folder

Now the system installs the Xesar software, the progress bar indicates the current activity

O (Figure 36: Xesar installation).

Xesar Setup

Installing

Please wait while Xesar is being installed.

Extract: appPicker.did... 100%

Show details

< Back

Next >

Cancel

Figure 36: Xesar installation
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Note:
If you are reinstalling your Xesar software, but have failed to uninstall the
application, you will be unable to install the software (

REF _Ref395598246 Wh W* MERGEFORMAT ).

s S

The application has already been installed.
Uninstall the application before you reinstall it!

Figure 37: Error message/installation

Once the installation has completed, a message indicates the Xesar software has been
successfully installed. Click Finish (Figure 38: Xesar installation) to complete the installa-

tion.

Xesar Setup e

Completing the Xesar Setup

Xesar has been installed on your computer.

Click Finish to close Setup.

Starts Xesar

[7] Create desktop link

Figure 38: Xesar installation
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Configuring Xesar software for the first

time

Your Admin Card is automatically checked upon starting your

Xesar software.

The following error message appears if you have inserted a faulty or invalid Admin Card
or if no

Admin Card has been inserted into your Xesar coding station: ,Insert

a nhew Admin Card "

Once you have inserted a valid Admin Card, enter the client designation and an adminis-
trator password in the Xesar | Configuration ( SEQ Abbildung ¥* ARABIC 39: Initialising
the Admin Card) window. Then click Next.
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Xesar | Configuration

Initialise admin card

Please enter the name of the dient and a password for the user 'admin’ and insert the
new admin card into the encoding station to proceed.

Client owner

Admin password P

password
seaunty
Confirm password P
Passwords must feature between 6 and 20 charadters, contain a minimum of one upper and lower

case letter as well as a minimum of one digit. Exdusively upper and lower case letters as well as
digits are permissible for passwords.

Continue >

SEQ Abbildung ¥* ARABIC 39: Initialising the Admin Card

access to security
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Now select a path for the automatic database backup
(Figure 39: Network path:). For reasons of security we recommend creating the DB back-
up on an external hard drive as a system hard drive failure would put your database and

the backup at risk.

Then click NMext.

"BGCeSS T SECUrty

Xesar | Configuration

Database backup initialisation

Please enter a network path to save the badkup file. You may also skip this step and
configure it at a later point. For this purpose, simply press Continue >>. Please note that
not entering data wil prevent the system from backing up the database.

Metwork path:

Continue >>

Figure 39: Network path:

Note:
Configure your system so backup files are regularly saved according to their
version (Windows Preferences) to be able to recover data from a certain

version in the event of a database failure.

The system now shows the name of the client you selected
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(Figure 40: Access data).
You can change the user name at a later point. Log in

by clicking NMext

BOCESS 10 Seclrity

Xesar | Configuration

Access data

For your first login, please login with the following data and use the generated password

Cliert:  owner

Username:  admin

Continue >

Figure 40: Access data

Backing up access data and DB key

A CAUTION:
You can exclusively view your access data ONCE and only AT THIS

POINT! (
REF _Ref399159160 ¥h ). In the event of a faulty or lost Admin Card
you require your access data to be able to issue a replacement Admin
Card. For this reason, print your access data now and keep the docu-
ments safe.
A confirmation prompt asking whether you have printed and archived
your system information appears to prevent you from accidentally skip-

ping this window.
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“Bteess L0 Security

Xesar | Configuration

Access data

The following system information is stricty confidential and serves to protect your system,
e.g. when losing the admin card. Please print and keep in a safe place.

Cardsiorature [
card number [ INEG_G_—_——

oekey (NN
Superuser Username: su

Print

! This system information cannot be called up again after this message has been confimed.

I corfirm that [ have printed the system information and stored it in a safe place.

Complete

Figure 41: Configuration

Confirm the security prompt in the Xesar | Configuration @ application window

(Figure 41: Configuration) and click Complete.

After having confirmed the Xesar | Configuration with Complete you have

completed the initial software configuration.
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EVVA has assigned certain functions to specific roles to make it easier for you to use your

access to security

Xesar software. Please note this during commissioning and operation.

Role

Function

Client? Owner of the locking system.

If the software version is compatible with clients, you can man-
age several locking systems using the client (account).

Users Users are responsible for administrative tasks within the program
and each user is assigned individual authorisations. Administra-
tors centrally manage the system and they always have compre-
hensive authorisations.

Person Persons using authorisation media.

Persons are assigned access authorisations to door areas and

doors.

Table 1: Software application roles

! The system currently does not support the Client function.
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Xesar software

Starting the program

A program window appears after having started your Xesar software (Figure 42: Opening
the program). The system automatically loads various software modules in the back-
ground while you see this screen. Wait until the program window has completed loading

and automatically disappears.

access to security

Figure 42: Opening the program
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Logging in using Admin Cards

Proceed as follows if you own a valid Admin Card:
Connect the Xesar coding station and insert the Admin Card into the Xesar coding sta-

tion card slot. (Figure 43: Login)

Enter the information required in the "Xesar | Login" (Figure 43: Login) login window:
e Select the software language if you would like to use a language different to
the default language.
e Enter the selected client name in the Client field upon first-time configuration.
e Enter "admin" as the user name.
e Enter the Administrator password you selected when you first registered and

click Log in.

Becess to security

Xesar | Login

Language £l Engish

Client | owner
Username  admir|
Password  ssssses

Login

Figure 43: Login

0 Note:
The user name and password are case sensitive.
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o Note:

The system loads the database in the background — the @ (

REF _Ref395598542 wh W* MERGEFORMAT ) icon indicates this

access to security

p

Xesar 1.1.33.5

Xesar | Login
Language's Z18 Engiish

Clent  owner

Username  admin

Password  esssses|

Login

“Becess toSeEUrity

Figure 44: Xesar | Login
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Logging in using the DB key

If you have not connected your Xesar coding station, your Admin Card is faulty or not
available, the system shows the "Xesar | Configuration" (Figure 45: DB key) application
window allowing you to enter the DB key to continue. Note that you will be unable to

grant authorisations to persons/identification media without an Admin Card.

The DB key @(Figure 45: DB key) is the automatically generated code included with your

access data (see Backing up access data and DB key).

"BC0ES 10 SeCurity

Xesar | Configuration

No or incorrect admin card!

Please insert the admin card into the coding station to continue. Altermnatively, you can enter
the database key, however no transadtions that are subject to cost can be executed.

0--

Continue ==

Figure 45: DB key
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Congratulations! You have finished installing your Xesar software!
Now you are on the Xesar software home page. The following prompt appears if you
have not loaded any KeyCredits: “You do not have any more credits, please add new

KeyCredits.”

0 owner

A& Hove 4 ADMINISTRATION {3 DOORS & AREAS At persons A ABOUT XESAR
Welcome admin!

Credit

You do not have any more aredits, please add new KeyCredits.
Add aredit

. Syndhronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0

Figure 46: Home page

Note:
The system automatically logs off following ten minutes of inactivity for rea-
sons of security. The "Xesar | Login" (

REF _Ref395598583 wh W* MERGEFORMAT ) login window once again
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appears.

Note:

Please note that you must click the corresponding confirmation button
to accept any changes you make to your system. If you fail to do so, an
error message indicating "Unsaved changes on this page" appears upon
closing the corresponding menu.

Click OK'to confirm this message and discard any changes. Click Cancel (in
the error message) and confirm your changes before closing the menu to

save your data.
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Loading KeyCredits

KeyCredits enable you to create and change access authorisations. Please refer to Section
EVVA KeyCredits for a list of changes that are subject to a charge or changes that are

free of charge as well as additional information about KeyCredits.

The Credit function @ in the header of the page shows the amount of available KeyCred-
its below. The information in the header is always available so you have a permanent

overview of the current amount of KeyCredits. Click Crediit to top up KeyCredits.

o e s toaof
o o owner

& HovE & ADMINISTRATION @ poorsaareas LR PERSONS & ABOUT XESAR

Figure 47: Credit

You require an operating Internet connection and the credit code on the back of the

KeyCredit Card (concealed by a scratch field) to top up credit.

e Enter the code in the "Add credit" (Figure 48: Topping up credit) application win-
dow.

e Press the Tab key to move to the next input field.

e Click Add credit to confirm your input.

e If you entered the code correctly, the system confirms your input (green notifica-

tion in the header) and adds the credit.
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Enter a aredit code to add days or KeyCredits to your aedit:

# Cancel

Figure 48: Topping up credit

Caution:

The credit is linked to the Admin Card — any quantity credit will be rendered
void in the event of a failure or loss of the Admin Card. Any time-based
credit is saved centrally by EVVA and can therefore be transferred.

In this case, please directly contact EVVA Support.

Note:

Credits can be redeemed only once.

Note:
Any time-based credit is highlighted in red from 14 days before expiry.
A message appears on the home page if KeyCredit Unlimited is not active

or there are no more KeyCredits available.
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Invalid KeyCredit code

A message highlighted in red appears if you entered an incorrect code (Figure 49: Top-

ping up credit — invalid input).

o Invalid credit code. You have entered an invalid credit code 1 imes. After 4 more

invalid entries, this function will no longer be available.

Enter a aredit code to add days or KeyCredits to your aredit

PMU 780V WCBV  3ZXK  AWPR

& cancal

Figure 49: Topping up credit — invalid input

The Admin Card is automatically disabled after five incorrect attempts.

Please contact our Online Support at http://support.evva.at/xesar/en/ if you

encounter any issues.
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Click Admin® in the tool bar to open the overview of the administrator who is currently

logged in.

% Hove X rovmastraTiON
admin
Details

Status

User groups

Lastlogin

Access data

User name

Password

B poorsasrens LR peRsons

+f Adive
. Administrators

Jul 16, 2014 9:51 AM

=3 Change password

M ABOUT XESAR

Change password

COld password * | eeesses

New password * | sssessss
High
0 — -
seaurnty

Corfim password ©  eessssed

Passwords must feature between 6 and 20 dharadters, contain a
minimum of one upper and lower case letter as well as 3 minimum of one
digt. Exdusively upper and lower case letters as well as digits are
permissible for passwords.

4 Cancel [ change password

Figure 50: Changing the admin password

Changing the administrator password

1. The tool bar shows the current user name ©.

admin Setfings Log off
owner

2. Click the name — the user's application window opens. Proceed as follows to

change the administrator's password who is currently logged in:

3. Click Change password ® — always use secure passwords ©® consisting of upper

case and lower case letters as well as digits and confirm your changes to accept

them.
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Click Settings® (Figure 51: Settings) to open the corresponding menu.

10 owner o

A HoME A ADMINISTRATION B poorsasmess QR PERsONS & ABOUTXESAR

Settings

Figure 51: Settings

access to security

Log off

Your Xesar software enables you to configure various parameters, such as time settings,

security settings and, if required, the host name as well as IP address of your proxy serv-

er. Proceed as follows to configure settings:

Time settings

Summer and winter time settings

Slide the Activate time change © (Figure 52: Time settings) slider to On and en-

ter the dates for summer and winter time in the corresponding year to activate

the summer and winter time setting. It is important to manually update these set-

tings once a year and make sure you subsequently also update your Xesar access

components if you work with the summer and winter time function.

Setting special days

You can also specify five types of special days @ that are active at the same time

over a period of fifty days in advance (Figure 52: Time settings).

For instance, use this function if you would like to grant a company's employees

access from Monday to Friday, but not on public holidays. In such cases it is pos-

sible to define such "special days" and the access components will react accord-

ingly. Affected persons will then no longer have access providing their time profile
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has been configured accordingly. The same principle also applies to automatic of-

fice modes where the system must remain locked on special days.

10 owner

# Hove & ADMINISTRATION B ooorsasress &L PERSONS A& ABOUTXESAR

Settings
o B sove
Time seltings
o atvatetmechange | on | of |
Summer time:
Wintertime
Spedal day #1name | Chistmas 12/24/2014, 12/25/2014, 12/26/2014, 01/01/2015
Spedal day £2name | Name iy, mm/deyyys
Special day #4name | Name oy, mvda
Spedal day #5name | Name /iy, mm/ddyyyy
Security settings
e PINT 9999
Medium valcity period = | 3morths (90 daye)
Valdey ofthe replacemert medum * [
(st most abowed 72 hours)
Logpersondideta [ on | of
Masimum duraton forpersonsl data |
(atmost alowed 100 days)
Programming device
Nameofthe devioe | XesarTablet
Host name or IP address of proxy server
o Proxysever | On | OF |
§ Testoonnedion
Configuration settings
Detsbasebadup | on | of |
B s
& Syndronise Xesar tablet. OMNIKEY CardMan 5x21-CLO (]

Figure 52: Time settings
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Security settings

Security PIN

Enter a four-digit figure in the PIN © field in the Security settings (Figure 52:
Time settings). A PIN is mandatory and you must enter it on your Xesar tablet up-
on initialising Xesar access components for the first time to add them to your sys-

tem.

0 Note:
If you open the Settings menu page for the first time, you must change the

default PIN "0000" to be able to once again close the Settings menu.

Identification media validity periods

Specify the identification media validity period in the Security settings section

for ALL Xesar identification media within your Xesar locking system.

Their maximum validity period is three years. The validity period of the Xesar iden-
tification medium is automatically extended by the specified period as soon as you
hold it to the Xesar coding station. This function is intended as a checkpoint func-
tion to enhance the security and force users to update their media within certain

intervals.

If the Xesar identification medium is not used at a Xesar coding station within the
specified period, the identification medium expires and is deactivated until it is

once again used at the Xesar coding station.

The Xesar identification medium is reactivated automatically once it is held to the
Xesar coding station. This functionality represents a checkpoint within your system

which forces users to regularly update their Xesar identification medium at this
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checkpoint. EVVA recommends using a very frequently used area, such as the re-

ception or an information point for this function.

o Note:
The Xesar software must be running to support this function. However, you

can run it in the background, even with a locked Desktop.

o Note:

Once the validity period has expired, the affected identification medium is
unable to unlock any doors until it is updated at a coding station. Take this
into account if you position an update unit indoors. The shorter the identifi-
cation media validity period, the faster your system regains a secure status
in the event that media are lost. However, in the event that identification
media are lost, we strongly recommend to transfer the blacklist to access

components using the tablet.

Replacement media validity periods

You can issue one replacement medium per person should a Xesar identification
medium be temporarily unavailable. Set the general validity period of a replace-
ment medium here. The maximum permitted validity period is 72 hours (Figure 52:

Time settings).

119



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

access to security

Logging personal data

If you would like to log personal data (event protocol), you can configure this in
the Settings. In this case, please set the "Off" default setting to "On" (Figure 52:

Time settings).

é Caution:
Comply with the corresponding, national statutory regulations and directives

regarding data protection!

Maximum archiving period for personal data

You can restrict the maximum period any data is retained (Figure 52: Time set-
tings). Data older than the specified period will be automatically rendered anony-

mous.

Programming device

Select your programming device (Xesar tablet) from the drop-down list if you have con-
nected other external devices to your computer and are unable to detect the Xesar tab-

let.

IP address/proxy server settings

An Internet connection is briefly required to top up KeyCredits. If you access the Internet
on your computer using a proxy server, you must configure the settings accordingly in

the "Host name or IP address of the proxy server" section @(Figure 52: Time settings).
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Configuration settings

The configuration settings enable to change the path for automatic backups at any time

and switch the automatic backup function on or off.

A Please note that any database backups saved on the same hard disk will be
lost in the event of a hard disk failure. For this reason, EVVA recommends
you use an external hard disk to backup the database. Archive the backups

by versions to have older versions available in the event of a potential da-

tabase fault.
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Administration

The Administration menu item enables to configure general system settings. Click "Ad-

ministration" to open the overview (Figure 53: Administration tab).

Credit admin )
0 owiner e ser

A& HOME 1 ADMINISTRATION 8 DOORS & AREAS ‘t PERSONS & ABOUT XESAR

Journal

Welcome ad Change client logo
User
Credit
} Create user

You do not ha
Add credit User groups

} Create user group

Figure 53: Administration tab

Journal

The Journal section records any user activities, such as login and logoff data as well as

information on access to personal data. The filter function in the Journal allows to specify

a period for the listed data.
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10 owner

& HoME 4 ADMINISTRATION B DooRs & AREAS At Persons A ABOUTXESAR

Journal for personal data

Restrict period: | definedpenod | et ™
from 07/16/2014 to 07/16/2014 |l find

Date Time User name Protocol data
07/16/2014 mug admin User logged in.

10:09

M admin User logged out.

;ﬂ;ng admin User logged in.

iE‘I:US admin User logged out.

10:04 B .

M admin Settings changed for saving personal data for Client "owner”.

951

M admin User logged in.

Figure 54: Journal for personal data

Click the drop-down list in the Filter ® (Figure 55: Filtering journal entries) section and
select the desired period to restrict the output. Click the last item in the drop-down list

to activate the calendar function.

o Restrict period: | :

from &

since the day before yesterday

Date Time User name Protocol data sinoe last wesk
10:04 . ) since last maonth
07/16/2014 M admin Settings changead for saving personal data for Client "owner”. defined period
9:51
M admin User loggedin.

Figure 55: Filtering journal entries

Note:

Users are unable to delete the journal.
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If necessary, change your client logo here. The selected logo will then be shown in the

program's tool bar ® (Figure 56: Individual client logo).

Credt  (EVWA)=dmin
10 OPM owner

A HomE & ADMINISTRATION B poorsasrErs R\ pERsONS ) ABOUTXESAR

Figure 56: Individual client logo

Proceed as follows to change the logo:

e Select Administration > Change client logo
e Select file ® (Figure 57: Changing the )
Select the desired image file (jpg, .png or .gif).
o C(lick Save changes ® (Figure 57: Changing the )

10 owner

A HovEe 4 ADMINISTRATION @ poorsaspers AR PERSONS A ABOUT XESAR

Change dient logo

The dient logo is visible for all users of this dient

EEa

° Replace logo Select file

¢ Resetlogo

Figure 57: Changing the client logo

Note:

The desired image file must not exceed a size of 1 MB.

Settings Log off
Settings Log off
e [ savechanges
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Users

Users are responsible for administrative tasks within the software. Each user is assigned

individual authorisations. Administrators centrally manage the system and they always

have comprehensive authorisation. It is not possible to deactivate administrator accounts.

Select Administration > User to view a list of all users and the user group assigned to

the corresponding user (Figure 58: Users).

(EVVA) v @D s )
10 e oWner
& rove 4 rovmusRaton [ Doomsasmess QL PERSONS  f ABOUTHESAR
= 0
Name Alusers o Adive ¢ Deactivated e
& | Username User groups Lastlogin Status
dmin e 16,2014 10:09 |
™
[C] | Anna Smith B vithout rights ®x
[ JadkSmith o user .
[[1 | John Smith B uzer o
Y

Show 1to 4 of 4 entries, 20 Entries per page

| Synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL O

Figure 58: Users

125



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

Filtering for active and deactivated users

(Figure 58: Users)

access to security

e Click Active @ or Deactivated @ in the header of the list to filter by the corre-

sponding user group.

e The Status ® column shows the corresponding icons for each user.

Editing users

A HoME & sovmasTrRaTION

Edit user

Details

o Status

Desaiption
Lastlogin
Last edited
Edited by
Access data
Username
Password
User groups
@ | Name
[ user

B ooorsasmers LR PERSONS

" Adive § Deadivate user

1ul 16, 2014 10:17 AM

admin

John Smith

xxxxxxxx %, Change password

Desaiption

employees, without administration rights

Showoneentry, 20 - Entries per page

4 addtousergroup

General rights

Clients

User

Doors

Acoess authorisations

Administer
Administer
Administer

Show Administer

rent status. (Figure 59: Editing users)

A ABOUT XESAR

Figure 59: Editing users

Click the affected user to open the Edit user menu item. This section allows you to con-

figure various user-specific settings and provides an overview of the selected user's cur-

admin Settings Log off

T oWner

4™ Tothauserlist @ Deleta

Number of users

2
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Details

The Details field provides detailed information on users and gives you the option to acti-

vate or deactivate users, insofar as this function has been enabled.

e Description
e Last login
e Last edited
e Edited by

Deactivate user

e Click to select users and deactivate them.
e Change the status @ by clicking Deactivate user.

e Click OKto confirm the security prompt and Save the changed data.

0 Note:
You cannot deactivate user admins.

Changing access data and passwords

You can change users' passwords in the Access data field.

Proceed as follows:

e Click the user name of the desired user and select Change password to open

the dialogue to change the password in the Access data section.
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e Enter a new password. It must feature between 6 — 20 characters and contain

upper case and lower case letters as well as digits.

A& Hove & rommisTRATION B poorsasreas LR PERSONS

admin

Details

Status  « Adive
User groups ‘@Admlmsnamrs

Lastlogin  Jul 16,2014 9:51 AM

Access data

Username  admin e

Password =~ FEEEEEEE & Change password

User groups

Credit admin

0 o owner

M ABOUT XESAR

Change password

Cld password = | ssssses
New password ® | sessssss

High

sequrnty
Corfim password = sessssed
Passwords must feature between 6 and 20 dharadters, contain a
minimum of one upper and lower case letter as well as 3 minimum of one

digit. Exdusively upper and lower case letters as well as digits are
permissible for passwords.

4 Cancel [ change password

Figure 60: Changing the password

Settings Log off

Open the User group field to assign or delete users from user groups. You can also

(de)activate any assigned user groups.

Proceed as follows to add users to an existing user group:

e Select the User groups ® from the drop-down list to which you would like to as-

sign users. Any assigned user groups are not shown in the menu.

Proceed as follows to delete assignments to user groups:

e Tick to select affected user group(s) and click the Delete assignments field. In this

process, confirm your selection by once again clicking Delete assignment
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Creating users

In this section, you can create one or more users with different authorisations. Please
note that you must initially create new user groups before you can re-configure general

authorisations for said users.

o @ G e ) e

A Home & ADMINISTRATION B Dpoors &AREAS A pERSONS A ABOUT XESAR

Create user

A Totheuserkst
M save
Access data
0 -~
Confirm password =
Passwords must feature between 6 and 20 characters, cortain a minimum of one upper and lower case letter as well as a minimum of one digit. Exdusively upper and lower case letters as well as digits are permissible for passwards.
e @)
gl | Name Desaiption Number of users

Clients Administer
User Administer
Doors Administer
Access authorisations Show Administer
Persons Admirister
Protocols View personal data
Masterkey Administer
& Totheuserkst
M save
' Synchronise Xesar tablet. OMNIKEY CardMan 5x21-0 0

Figure 61: Creating users

Access data

Proceed as follows to create users (Figure 61: Creating users):
o Select User name ©.
o If applicable, enter a Description @.

e Create a New password © as per the following specifications:
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Between 6 and 20 characters, featuring upper case and lower case letter as well as
digits.

Your password will qualify as a "Secure password" once it complies with the
aforementioned specifications; insecure passwords do not comply with the specifi-

cations.

User groups

e Select the User groups from the drop-down list to which you would like to assign
users. Any assigned user groups are automatically unavailable for selection.

e Click Save user group to confirm your selection.

General rights

e Select the General rights ® you would like to assign to the person. They are
transferred as specified in the users groups and cannot be adapted in this section.

e Save your changes confirm them.
The Xesar software home screen now confirms the changed data.

User groups

Specify users and user groups to manage them in the software.

You can assign different authorisations to user groups.

The Administrators user group has been pre-installed and you are unable to delete it.
Said user group has been assigned comprehensive authorisations.

Please note that each user must be assigned to a minimum of one user group.

130



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

access to security

Any created user groups are listed in Administration > User groups. Enter user groups

in the search field to select them. You can also delete user groups in this section.

Note:

User groups are case-sensitive.

& HovE & sovmusTRaTION B poorsearess AL PERsONS

User groups
Name, description
& | Name Desaiption
Administrators Group of Administrators
] | user employees, without administration rights

[F] | withoutrights

Show 1to 3 of 3 entries , 20 Entries per page

P —

Credit
10

& ABOUT¥ESAR

Figure 62: User groups

admn Settings Log off

ey OWNEr

Number of users
: }

1

The Number of users section @ (Figure 62: User groups) shows the number of users

assigned to the corresponding user group.
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Deleting user groups

You can exclusively delete user groups if no users have been assigned to them. Proceed

as follows to delete user groups:
e Tick the check box of one or more user groups(s) to select them.
e Then click the Delete user group field.

e Click Delete user group to confirm the security prompt. Once you have con-

firmed, you will be unable to undo the process.

o Note:
An additional security prompt appears if users are still assigned to the user

group you would like to delete.

o Note:
You are unable to delete the admin user and the Administrator user

group.

The entries of the deleted user group are automatically removed from the user settings.
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Creating user groups

Different authorisation profiles may be required depending on the corresponding users'
management tasks.
Open the Create user group section to create user groups for a host of requirements

and assign different authorisations to said user groups. (Figure 63: Creating user groups)

T G G s el e

& Hove & soMmIsTRATION B poorsasress AL persons & aBoUTXESAR
Create user group
%™ Totheusergrouplist
M save
Details

o Name =
e Description

General rights e

Selectal Select none

Clients [] Adrminister
User [] Administer
Doors [] Adrminister
Arpess authorisations [F] Show [] Administer
Persons [] Adrminister
Protocols [] View personal data
Masterkey [] Adrminister

%A Totheusergrouplist

[ save

Figure 63: Creating user groups
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Details

Specify the group name and description in the Details section.

e Specify a unique Name © for the user group, for instance
Facility management.

e Enter a short Description ® of the corresponding name.

General rights

This section allows to specify user rights.
Specify user authorisations in the General rights © section of the user group. The sec-
tion specifies the administrative tasks that influence clients, users, doors, access authori-

sations, persons and emergency media.

o Select "User -> Administer' to create, view, change or delete users.

e Select "Door -> Administer' to create, view, change or delete doors.

e Select "Access authorisations -> Show' to view access authorisations for doors.
This requires additional authorisations.

e Select "Access authorisations -> Administer' to add, change and delete access

authorisations for doors. This requires additional authorisations.

o Select "Clients -> Administer' to view and change system settings. You can con-
figure all settings but the client logo.

o Select "Masterkey -> Administer' to issue master key authorisations. This re-
quires additional authorisations.

e Select "Protocols -> Administer' to view personal events.
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Click the corresponding tick box to activate the functions.

O

!

Tip:
Specify authorisations according to users' administrative tasks. In this pro-
cess, it is important to note the authorisations (options) you are granting

users.

Note:

The Masterkey function is equivalent to a master key for all doors and it is

always authorised to open doors.
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Editing user groups

e Click the user group you would like to change in the user group list (Figure 64:
Editing user).

e Check or change the details (name, description) @.

e Correct any activated, general rights @.

e Save changes ©.

T @D i sane <) o

A& HovE A ADMINISTRATION O DooRsEAREAS AL PERSONS i ABOUTYESAR

Edit user group
4 Tothe user grouplist

o--

Details

employees, without administration rights
Desaiption

Lastedited  Jul 16, 2014 10:15 AM

Edicedby  admin

General rights e

Seledtall Seled none

Clients 7] Administer
User [F] Administer
Doors [] Administer
Access authorisations Show Administer
Persons Administer
Protocols View personal data
Masterkey 7] Administer
4= Tothe user group st
CEE
_  Synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0

Figure 64: Editing usergroups

Your changes will come into effect after having saved them and they apply to all users

linked to the specific authorisation group.
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Doors and areas

The Doors & areas menu item enables to view and manage any doors and areas within

the Xesar locking system including all created Xesar access components.

m Credt adm‘" Settings Log off
1 T OWner
& HoME & AoMmISTRATION B ooorsasrers AU eErsons & ABOUTXESAR
Doors & Areas
Welcome admin! > Create door

Figure 65: Doors and areas

Doors and areas

In the Doors & areas section, click the corresponding selection @ (select by door) or ©
(select by area) to open a list of doors and areas which have already been created in the
Xesar software and view which doors have been assigned to which areas. You can also
assign doors to areas in this section. Create areas to group several doors in categories
and facilitate assigning authorisations to make the overall process more transparent. For
instance, if you would like to grant one or more persons access to five individual doors,
you can group these in an area. Subsequently, all you need to do is assign persons to
the area to enable them to unlock the aforementioned five doors. You can create a max-
imum of 96 areas. It is possible to assign doors to several areas. (Figure 66: Doors and

areas)
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#& HoME 4 ADMINISTRATION B DpoorsasrErs Rt PERSONS A& ABOUTXESAR

Doors
© All doors
(© Doors that have not been assigned to areas o 5 doers found.
© Doors within an area
Door designation (additional informatior)) Areas Status
main entrance
all doors (0) sales department CEO (Department management)
sales department entrance (entrance)

outer doors (0)
wall reader - entrance (barier)

Ooo ook

sales department: (0) wal reader - exit (barrier)

o 2]

Create door:
o e e =k Createdoor

Figure 66: Doors and areas

All doors

Click A/l doors to show a list of all doors within the Xesar locking system, regardless of

whether or not they have been assigned to an area.

Doors within an area

Click the door area you would like to view ©®. Doors within an area is selected automati-
cally and the system shows a list of doors within this area ®. The number of doors within

this area is shown in brackets next to the area designation.

Doors that have not been assigned to areas

Click Doors that have not been assigned to areas to view all doors that have not been

assigned to an area within your Xesar locking system @.
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In addition to the overview functions, the Doors & areas section also enables to edit and

manage doors and areas.

The following functions are available:

Creating door areas

Creating doors

Deleting doors

Deleting doors from a door area
Adding doors to a door area

Editing/deleting door areas

Creating door areas

Proceed as follows to create door areas:

Click Doors & areas > Doors & areas.
Click Create door area ® (Figure 66: Doors and areas).
Specify the Name of the door area @ (Figure 67: Creating new door areas).

Click Save to confirm your input.
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o Name=  tecnology|
® Cancel o save

Figure 67: Creating new door areas

Creating additional doors

Proceed as follows to create an additional door:
e Click the Create door field ® and proceed as described in Section (Creating

doors, Figure 68: Managing doors).

access to security
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A Hove & soMINISTRATION B poorssarRess

I doors
Doors that have not been assignedto areas
) Doors within an area

alldoors (0)
outer doors (0)
sales department (0)

techrology (0)

4 Create dooraren

_ syndorise Xesartablet.

AL persons A& ABOUTXESAR

Doors
5 doors found.

Door designation (additionalinformatior)

main entrance

sales department CEO (Department management)
sales department entrance (entrance)

wal reader - entrance (barier)

ooooo®

wal reader - exit (barier)

o © >

+ Createdoor | | Deletedoor

Figure 68: Managing doors

Credit admin

Sattings
10 owner
Areas Status
OMNIKEY CardMian 5x21-CL0

access to security

Logoff
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Deleting doors

You can also delete doors in this menu item (Figure 68: Managing doors).
e Click "All doors" or the area featuring the affected door.
e Tick the check box next to the desired door.

e Then click Delete door ®.

e Click Delete door and confirm the following prompt to complete the process.

Removing doors from areas

Proceed as follows to delete doors from an area (Figure 68: Managing doors):
e C(lick the affected area.
e Tick the check box of the affected door.

e C(lick the Remove door from area © field.

access to security
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Adding doors to areas

You can add one or several doors to an area.

(

A HovE L wovsTranon @ DooRsmaRERs QL PERSONS  ff ABOUTHESAR
Daors
® A doors
Doors that have not been assigned to areas 5 doors found.

Doors within an area
Daor designation (addtionsl nformaton)

¥ main entrance
all doers (0) sales department CEO (Department managemert)
sales department entrance (entrance)

outer doors (1)
wal reader - ertrance (barier)
sales department () wal reader - et (barmier)
tachnalogy (0)

4 Crvate dararva

Synchronise Xesar tablet.

Figure 69: Adding doors to door areas

e Tick the check box(es) of the affected door(s).

e Then select the desired area from the drop-down list @.

OMNIKEY Cardan 5121010

access to security
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#& HoME & ACMINISTRATION B ooorsassErs At peRsons A ABOUTYESAR

Doors
A doars
Doors that have not been assigned to areas 5 doors found.
Doors withn an area

Daor designation (addtionsl nformaton)

¥ main entrance
@l doors (0) [ sales department CED (Department managemert)
1 sales department entrance (entrance)
cuter doors (0)
1 wallreader - ertrance (barier)
sales department (0) ] wallreader - exit (bamer)
tedhnology (0]

4 Cruste doorarea
4 Omstedoor | Deetmdonr

10| syndvonise Xesar tablet.

Figure 69: Adding doors to door areas

Crede admin

10

freas Stahs

OMNIKEY CardMan 521400

access to security

Logaff
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Listing authorised persons within an area

access to security

Door areas will automatically be highlighted in yellow once you have clicked to select

them (Figure 70: Door area level 2).

The list of Doors ® shows all doors within thins area.

e Click the Authorisations © field to view all persons with an authorisation to all

doors of this area.

oo L souswanon B coorsas At pescr o

Doors | Autorkations O
Al doors

Doors that have not been assigned to areas 2 doors have been assgned to the “outer doors™ area.
@ Doors within an area
¥ desagriabon | adddboral réome

man ertrance

all doors (0) wall reader - et (bamer’

Q outer doors (2) (2 %
sales departmart (0)

tachnology (0)

Synchronise Xesar tablet.

Figure 70: Door area level 2

Deleting door areas

e C(lick the affected door area to delete it.

e Then click the recycling bin icon ©.

e Click Delete door area to confirm the prompt.

Note:

outer doors
outer doors

OMNIKEY CandMan 5x21-0L 0

Any doors that are assigned to a door area are automatically removed upon
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deleting the door area. You will then have to synchronise the doors affected

by the changes using the Xesar tablet.

Editing door areas

e Click the affected door area to rename it.
e Then click the pen icon @ (Figure 70: Door area level 2).
e Enter the new area designation in the Mame field of the dialogue window (Figure

71: Renaming areas) and click Save to confirm.

Doors in this area remain available.

(1 Y

Figure 71: Renaming areas
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Editing doors

e Click the desired door in the Doors & areas > Doors menu to open the applica-
tion window.

.Edit doors enables to change door configurations.

Access components

e Click the icon of the corresponding access component to open the access compo-

nent overview window of this door.

Details

e This section lists all detailed information of your access component.

View battery status

The Details field shows the battery status of battery-operated access components.
Please note that the status dates back to the last time the access component and
your Xesar software were synchronised and the actual battery status may deviate

from the battery status shown.

A& Hove & ADMINISTRATION @ poorsasmers AL Persons & ABOUT XESAR

Access component
A Tothedoorlst

E M save

~ Details

% Type Xesarofinder

; Status  Installed
esar-oyiinder

A f 128.0.34

Firmware version
122.0.34

128.
Hardware version
129,

Battery status Ok

Figure 72: Xesar access components, "Installed" status
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Creating doors

You can configure doors in this section. For this purpose, select Doors & areas > Create

doors. Subsequently click Save to save any changes.

Credit admn Settings Log off
m 0 e owner
#& HoME L ADMINISTRATION B poorsaAREAs AR PERSONS A ABOUTXESAR
Create door
4™ Tothe door st
I} o oo
New door Details
Additional information

Settings

[ all doors

[] outer doars

e syens | [Tl 530es department

Add areas 4

o Manual office mode on Off

Figure 73: Creating doors

Details

When you create doors it is important to enter a unique Door designation ® (mandato-
ry field) to safeguard the doors in the software can be assigned to the doors within the
facility, e.g. Main entrance. There is also the Addlitional information field ® (optional
field) intended for additional door information, e.g. the room number (Figure 73: Creating

doors).

Settings

Select the areas to which you would like to add doors in the Areas field ® . You can also

create additional areas in this section (Figure 73: Creating doors).
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Manual office mode

Click On or Off ® to specify whether or not to enable manual office mode with an au-

thorised identification medium.

Please note that the corresponding settings must have been activated for the respective

doors and persons to enable the manual office mode function.

Click Save to save any changes you made to settings. The New Xesar access component
icon © (Figure 74: Creating doors and logging personal data) automatically appears as

soon you have saved the new door.
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Editing doors

The Edit door menu item allows to edit all settings for the Xesar access components
within the context of the affected door (Figure 74: Creating doors and logging personal

data).

RN T Ep——

A& Hove 4 roMiNSTRATION B DpoorsaAREAs A% persons & ABOUTXESAR

Ft door 4 Tothe door st
tecnology [ sove
= Details

Door designation ™™ tecnology
e Additional information
Protocol seltings o

Events  no existing protocol

emgpemoma\data [on | of

Maximum time for personal data (at =

most alowed 99 days) | 2

Seitings

[ all doors
[ outer doors

7] sales department
teanology

Areas

Add areas 4+

Manual office mode on Off

" Syndhronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0

Figure 74: Creating doors and logging personal data

Protocol settings

Events
The "Edit doors" application window shows the Protocol settings section®. Please refer

to Section (Protocol/events) for additional protocol information.
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Personal data (per Xesar access component)

Select On/Off® to specify whether or not to enable to log personal data at this door.
However, the affected persons must additionally give their consent for you to be able to

view their personal data.

Maximum retention period of personal data
Enter the maximum period you would like to retain personal data (in days). You are una-
ble to save data for a period in excess of 99 days. The entered value also determines the

maximum period door protocols are retained.

o Note:
The input field is automatically activated if you set Log personal data to
On.
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If the Log personal data function @ (Figure 75: Showing the personal data protocol) is

on, you can click Show protocol to view the protocol list for this door @ (Figure 76: Ac-

cess events — show protocol).

5

A Home & ADMINISTRATION 8 poors &arEAS AL PERSONS M ABOUTXESAR

Edit door
l General Authorisations
sales department CEQ
= Details
(\ Door designation ™ sales department CEQ
Tt Additional information Department management:
Protocol settings

Everts  Show protocol

o Logpersonaldata | On | OF

Maximum time for personal data (at

most slowed 99 days) | 22
Seltings
al doors
[] outer doors
Areas sales department
[] teology
Add areas 4

Manual office mode

o [

" Syndhronise Xesar tablet.

Figure 75: Showing the personal data protocol

admn Settings

T QWNEr

OMNIKEY CardMan 5x21-CL 0

Logoff

4 Tothedoorlst
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& Hove & ADMmasTRATION

Protocol for sales

Credit admin
¢

T OWner

A% persons & ABOUT XESAR

@

<< Backto door

CEO (Dep

Acoess and opening processes

Date Tme | Person

uits, 200 23| dohnsmih
232 adsmih
23 s swith
2L onsmih
S sacksmih
;Nsl B Anna Smith
;Nsl B John Smith

* estimated

" Synchronise Xesar tablet.

Restrict period:

Door corfiguration Information, wamings and errors
from to

Additional information

Single access
Single acess
Single acess
Single acess
Single acess
Single access

Single access

access to security

Settings Log off

OMNIKEY CardMan 5x21-CL 0

Figure 76: Access events — show protocol

Click Restrict period to specify a period within which to search for a certain event entry.

Click the Access and opening processes, Rejections and deletions, Door configuration

and Information or Warnings and errors buttons to filter for various event categories.
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Adding Xesar access components

Proceed as follows to add a Xesar access component to your Xesar locking system:

Adding Xesar access components — step 1

o C(Click New access component to add a Xesar access component to your locking

system (Figure 77: Assigning Xesar access components).

oo DT i sane ] ook

& HoMe 4 soMmasTRATION O poorsearers L% PERSONS ) ABOUT XESAR

Access component
PO 4 Tothedoorkst
B save
~ Detais
@. o = | lal
e Status | Xesarhande
Xesar-esautcheon

New ess
component Firmware version XYesar-cylinder
Xesar-wall reader

Hardware version  —

Batterystatus  —

o ~ Office mode

" Syndhronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0

Figure 77: Assigning Xesar access components
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Selecting escutcheon, handle or cylinder — step 2A

e In the Xesar access component application window you can now select the Type @
(Figure 77: Assigning Xesar access components) for your desired Xesar access compo-
nent.

e The Status, Firmware version and Hardware version fields are automatically com-
pleted as soon as you have initiated access components and transferred the data
back to the software using the Xesar tablet.

e Click Save to confirm your selection.

Selecting Xesar wall readers — step 2B

The process varies depending on whether you would like to assign one or two wall read-

ers to your control unit. Note options A, B and C:

10 T owne
& Hov 4 roniswanon @ poorssaress AR Persons i ABouTHESAR
ACCESS COMPONer

= To e et

l =
~ Detad
& Typ Xesar-wall reader
Relay 1 wal reader - entrance (bamer) o

‘Synchvonise Xesar tablet. CMNIKEY CardMan 521410

Figure 78: Connecting Xesar wall readers
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Option A 1x Xesar wall reader with the Xesar control unit

e Relay 1 © (Figure 78: Connecting Xesar wall readers) is automatically assigned to
the wall reader.
e Click Save to confirm.

e Now click To the door list to view the door list.

Option B 2x Xesar wall readers with the Xesar control unit)

e Create two new doors (refer to: Creating doors).

e Click Mew access component ® and select the Xesar wall reader from the drop-
down list after having created the second door.

e Relay 1 © (Figure 78: Connecting Xesar wall readers) is automatically assigned to
the wall reader.

e Tick the check box as shown in ® (Figure 78: Connecting Xesar wall readers).

e This will activate the "Two wall readers and one control unit" function.

e Select a different, newly created door from the drop-down list in the @ section.

This automatically assigns a second wall reader to the selected door and the wall

reader icon changes from m (icon-> one wall reader) to @ (icon -> two Xesar

wall readers).

e C(lick the arrow icon to swap the assignments of relay 1 and relay 2. However,
this is no longer possible once you have clicked Save to confirm your entries.

e Now click Save and select To the door list to view the door list.
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Option C 1x Xesar wall reader (existing)/1x Xesar wall reader (new) <-> 1x Xesar control

unit

e If you would like to enhance an existing Xesar control unit by a Xesar wall reader,
you must initially remove the existing wall reader electronically. Subsequently pro-

ceed as described in Option B to connect both wall readers with the control unit.

o Note:
Observe the connection instructions of the wall readers in the circuit dia-

gram on the control unit lid.

e Tip (double-sided cylinder):
Create two doors for this purpose and use the Additional information field

to indicate their position — e.g. Door designation: Technology, Additional
information: Outside and Door designation: Technology, Additional infor-

mation: Inside.

o Note:
The Status, Firmware version, Hardware version and Battery status fields are

automatically updated when you synchronise using the Xesar tablet.
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Added Xesar access components on the door list

line as icons (Figure 79: Door list status).

For example:

access to security

After having added Xesar access components, they appear on the door list in the status

As you selected Option B on both doors @ B (Two Xesar wall readers connected to your
Xesar control unit), the system indicates this with the E icon at both affected doors.

W .. . . .
The ##% icon indicates that the Xesar access component is now ready for installation.

icon indicates that the Xesar access component must still be synchronised.

- @R . .
T WS
& sovmasTRATION i poorsasmeas R PERSONS A ABOUT XESAR
Doors
Dours that have not been assgnedto areas 7 doors foured
oors wifin an area
Dioor tesansbon (sddonal formabon - o
main entrance
3l doors (0) sakes department CEO (Department management) [
saes departrent entrance (entrance)
outer doars (0) r
‘secretary - offce Oy
sales department (0) temciogy
wial reader - entrance (barmier) B |
reansiogy (1) p wial reader - et (bamer) B |

E Y —— o———

Figure 79: Door list status

158



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

Door list icons

This section lists all icons shown on the door list:

Product icon:

. W@ > Xesar cylinder
!" -> Xesar escutcheon
. H_-'— -> Xesar handle

. E -> Xesar wall reader
&

-> 2x Xesar wall readers

Status information:

e “¥= > Ready for disassembly
& Installed
3

-> Hardware replacement required

i)
.|

e “¥s -> "Ready for installation" or "Replacement of Xesar

access components required”

Tasks:

. -> To be synchronised

o -> Door will be deleted
-

e ™ > Revoking installation or disassembly
&

. ¥ -> Replace thumbturn
A

o« & -> Xesar access component will be removed
x

°« /W

-> Forced disassembly

access to security
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Initialising Xesar access components — step 3A

Synchronise the Xesar tablet with the Xesar software to transfer the most recent data to

the Xesar tablet.

After having created doors within the system and having assigned or changed Xesar ac-
cess components, you must initialise Xesar access components directly at the component

(for this reason, usually at the corresponding door).

Xesar access component due for synchronisation are highlighted in the Status field on

the door list with the "To be synchronised" @ icon (Figure 80: Door list with status infor-

# HovE L rormasraTION B voorsssrers QL peRsONS & aBouTHESAR
Doors
® Al doors
Doars that have not been assigned to aress 7 doors found,
Doors withn an area.
Door designation (addtionalinformatior) Arezs St
man ertrance
il doors (0) sales department CEO [Department management] e o
sales department entrance (enfrance) To be syndvoresed
outar doors (0) 3
segetary - office LS
sales departmert: (0) reanakogy teology [
wal resder - entrance (bamies) [
tecnology (1) wall reader - ex (bamer) [
& Crestedoorares ¥ o

Figure 80: Door list with status information
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Connect your Xesar tablet to your PC and click Synchronise Xesar tablet® (Figure 81:

Synchronising data with the Xesar tablet) to start synchronisation.

10 S Ovner
A Hove L ADMINISTRATION B poorsesmers AL persons A& ABOUTXESAR
Welcome admin!
- Synchronise Xesar tablet. OMNIKEY CardMan 5:21-CL.0

Figure 81: Synchronising data with the Xesar tablet

A notice appears in the software and on the Xesar tablet once synchronisation between

PC and Xesar tablet has been completed successfully.

Note:
For reasons of security, the synchronised data remains available on the Xe-
sar tablet for a maximum of two days. After this period you must repeat

synchronisation.
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You have now prepared your Xesar tablet for the initialisation of your Xesar access com-
ponents.
The first initialisation of a Xesar access component is shown on the Xesar tablet in the

maintenance tasks as "Initialise Xesar access component".

e Connect your Xesar access component to your Xesar tablet using the connection
cable and proceed as follows:

e Select the Xesar access component in the Maintenance tasks.

e The Xesar tablet shows Initialise Xesar access component

e Select Execute to start the process.

(Figure 82: Xesar tablet — initialising Xesar access components).

X Xesar1.1.33.8 Maintenance tasks

N
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

B  office] secretary - office
F

Access component type: The Xesar cylinder
ks:
)>  Initialise access component
Adds this access component to the master key system.

Tas
sales department CEQ
Department management

secretary - office

tecnology

P8)#

wall reader - entrance
S5 harrier

=3
o

=3
-

wall reader - exit

harrier

Figure 82: Xesar tablet — initialising Xesar access components

e You are prompted to enter your initialisation PIN. (Figure 83: Xesar tablet —

entering the initialisation PIN) Enter the 4-digit code.
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The initialisation PIN is the code you specified in your Xesar software in

Settings > Security settings.

Enter PIN

still 5 attempts

Cancel

Figure 83: Xesar tablet — entering the initialisation PIN

The system will give feedback if your input is correct.

(Figure 84: Xesar tablet - process completed successfully

Process completed successfully.

The task was executed successfully.

OK

Figure 84: Xesar tablet - process completed successfully

You have now added the Xesar access component to your Xesar locking sys-

tem (Figure 85: Xesar tablet — successful initialisation).
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X Xesar1.1.33.8

he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
Al T T d C U
secretary - office

Access component type:The Xesar cylinder
sales department Tasks:

entrance Access component was initialised successfully!
The access component was added to the system.

Department management

Execute

secretary - office

tecnology

™8™

wall reader - entrance

(3N barrier
= wall reader - exit
(=)

=5~ harrier

Figure 85: Xesar tablet — successful initialisation

Note:

An error message appears if your input is incorrect.

Note:
The data on the Xesar tablet is deleted after having entered an incorrect
PIN five times due to a security violation. In this case, you must once again

synchronise the information with the Xesar software.

Security violation

Saved data will be deleted due to a security violation.

0K

Figure 86: Xesar tablet — security violation message
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Initialising two Xesar wall readers for one control unit - step 3B

If two wall readers have been connected to one control unit, both wall readers must be
initialised one after the other. For this purpose, select the corresponding component on
your Xesar tablet. There is no specific sequence in this process.

Any further synchronisations merely require one of the two Xesar wall readers to be con-
nected to the Xesar tablet.

Each wall reader must be synchronised individually in the event of firmware updates.

Re-synchronisations with the Xesar software — step 4

Synchronise your Xesar tablet with your Xesar software to complete the integration of
your new Xesar access component into your locking system.
e Connect the Xesar tablet to your PC using the USB cable.
e Click Synchronise Xesar tablet in the software to start synchronisation.
e The door status is now shown as "Installed" on the door list.
(Figure 87: Door list - "Installed" status)
The firmware version, hardware version and battery status in Doors > Xesar ac-

cess component are also updated.
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& HovE & ADMINISTRATION B poorsasrErs QA PERSONS ) ABOUTXESAR

Doors
© Al doors
© Doors that have not been assigned to areas 9 doors found.
© Doors within an area
¢ | Door designation (additional information) Areas Status
[T] corference room | 2
al doors (5) [ main entrance all doors
[ office 1 (e
outer doors (3) 3
71 sales department CEQ (Department management) all doors, sales department | Cigg s
sales department (2) [0 sales department entrance (ertrance) sales department s
[ seetary - office all doors G
teanology (0) [ temology outer doors Installed
[C] ' wallreader - entrance (barrier) all doors, outer doors B35
[ wall reader - exit (barrier) all doors, outer doors 'ﬁ 35
Creste door
+ o == ok Createdoor Addto area

Figure 87: Door list - "Installed" status

Removing Xesar access components

You have various options to remove a Xesar access component from your locking system,
depending on the application. Please read the instructions carefully as incorrect operation
may cause a failure of your Xesar access components.

The following section provides an overview of the various options.

Note:
Activate office mode for the Xesar access component, particularly on the

Xesar cylinder, before starting disassembly.

Overview:
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Undoing assembly
Use this function if you have not yet initialised your Xesar access component with the

Xesar tablet, but you would like to once again remove the component from the door.

Removing Xesar access components
Use this function if you have already initialised your Xesar access component and you

would once again like to remove it from the locking system.

A Caution:
Do NOT use the Undo assembly function if you have already initialised the
Xesar access component, but you have subsequently failed to synchronise
the Xesar tablet with the Xesar software. Otherwise your Xesar access com-

ponent will be rendered unusable and must be reset by EVVA.

Forcing disassembly
Use this function if you would like to remove a faulty Xesar access component from the

Xesar software.

é Caution:
You will be unable to re-install a Xesar access component removed from

the Xesar software using the Force disassembly function. The access com-

ponent must be reset by EVVA.

Exclusively use this function if the Xesar access component is actually faulty.

Undoing assembly

If you would like to once again remove an uninitialised Xesar access component from the

Xesar locking system, select the Undo assembly function.
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é Caution:
Do NOT use the Undo assembly function if you have already initialised the

Xesar access component, but you have subsequently failed to synchronise

the Xesar tablet with the Xesar software. Otherwise your Xesar access com-

ponent will be rendered unusable and must be reset by EVVA.

Proceed as follows:

Select Doors & areas.

Click the dooor for which you would like to revoke installation.

Click the Xesar access component icon in the Edit door application win-
dow. The Xesar access component application window opens.

Click Undo assembly ® at the icon next to the Xesar access component.
A security prompt appears. Click Undo @ to confirm.

After having confirmed the prompt, this Xesar access component is auto-
matically removed from your locking system and it will no longer be listed

in the overview.
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o @ e e

A& Hove A ADMINISTRATION B DoORs = AREAS At Persons A& ABOUT XESAR

Access component
A Tothedoorlst
[ save
~ Detais
@ Type Xesarhande
Status  Ready for installation
- Firmware version  —
o Hardware version  —
Battery status = —
Access component "Prepared for assembly” undo?
Do you really want to undo the assembly of the access component?
Please note, that if intialisation has already been performed, the access
‘component can no longer be used.
® cancd e o Undo
~ Office mode
{  synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL O (4]

Figure 88: Undoing assembly
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Removing Xesar access components

Proceed as per the three steps described below to remove a Xesar access component

from the locking system if the access component has already been initialised.

Note:
Please note that this requires procedures in the software and the Xesar ac-

cess component.

:

3(Eredﬂ: _ EVVA):zdmin Settings Log off

Ty owner

& Hove & somMmisTRATION B Dpoors a.AREAS At persons A aBouTXESAR
Access component
PO 4m Tothe doorlst
~ Detais
% Type  Xesaroyinder
zaus ks
_ = >
~ & e Disassemble access component?
Fimware version
120034 Do you really wart: to disassemble the access component? Curent changes
wil be lost.
128,
Hardware version
129 XK Cancel e +f Disassemble
Battery status Ok
~ Office mode
' Synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0 O

Figure 89: Removing Xesar access components

170



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

access to security

Removing Xesar access components from the Xesar software — step 1

Proceed as follows to remove the access component from the Xesar locking system using
your Xesar software (Figure 89: Removing Xesar access components):
e C(lick the Doors & areas menu item.
e Select the door from which you would like to remove the Xesar access com-
ponent and click it.
e C(lick the Xesar access component icon and click
Disassemble ©. Click the Disassemble field ® to confirm the security prompt.
e Subsequently synchronise your Xesar tablet with your Xesar software to

transfer the data on disassembly of the Xesar access component.

Disassembling Xesar access components
After having removed the Xesar access component from the locking system of your Xesar
software, you can disassemble your Xesar access component from the corresponding

door and (if applicable) assemble it in a different door.

Synchronising the Xesar tablet with Xesar access components — step 2

Use the Xesar tablet to run the Disassemble access component task at the Xesar access
component. Proceed as follows (Figure 90: Xesar tablet — removing Xesar access com-

ponents):

e Connect your Xesar tablet with the affected Xesar access component.
e Start the Xesar application on your Xesar tablet.

e Select the affected door by opening the Al tasks or Maintenance tasks menu.

e Select the Execute field of the Remove Xesar access component task (the Xe-

sar access component will now be electronically removed from your system).
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e The Xesar tablet shows a confirmation after having completely removed the

Xesar access component.

X Xesar1.1.33.8 Maintenance tasks

I
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

wall reader - entrance
harrier

a conference room sales department CEO (Department management)
3 Access component type: The Xesar cylinder
Tasks:
a office 1
e Remove access component
Removes this access component from the master key

C sales department CEQ system.

% Department management

-] sales department

F.

entrance

a- tecnology

.'—_

3

=

Figure 90: Xesar tablet — removing Xesar access components

If the data is transferred correctly, the Xesar application on your Xesar tablet shows a

message (Figure 91: Xesar tablet — successfully removing Xesar access components).

The corresponding entries in the door list are updated once you have synchronised the

Xesar tablet with the Xesar software.
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X Xesar1.1.33.8 Maintenance tasks

I
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

a conference room sales department CEO (Department management)
& Access component type:The Xesar cylinder
ofiice | Tasks:
Access component removed successfully!
Execute
The access component was removed from the system.
sales department CEO
Department management

sales department
entrance

tecnology

wall reader - entrance

harrier

Figure 91: Xesar tablet — successfully removing Xesar access components

Note:
The Xesar access component is returned to construction mode and can ex-

clusively be operated using the Construction Card suitable for this mode.

Re-synchronisations with the Xesar software — step 3

After the maintenance tasks you must synchronise the information of the Xesar tablet
with the Xesar software to update your Xesar software (Figure 92: Door list after having

removed the Xesar access component):

e Connect the Xesar tablet to your Xesar software.
e Click Synchronise Xesar tablet in the Xesar software.
e Check the status in the door list — the Xesar access components have been

removed.

Disassembling Xesar access components
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After having removed the Xesar access component from the locking system of your Xesar
software, you can disassemble your Xesar access component from the corresponding

door and (if applicable) assemble it in a different door.

credt (EWWAY)n Settings Logaf
3 ST OWNEr
HOME ADMINISTRATION DOCRS & AREAS PERSONS ABOUT XESAR
Doors
@ All doors
(©) Doors that: have not been assigned to areas 9 doors found.
Doors wihin an area
&! | Door designation (additional information) Areas Stahus
[ conference room [ 23
all doors (5) O main entrance all doors
[ office 1 [
outer doors (4)

[T]  sales department CEO (Department management) all doors, outer doors, sales department

sales department (2) [ sales department entrance (entrance) sales department 3%
[ seqrtary - office all doors iy

temclogy (0) [ tecnology outer doors [ .13
[ wallreader - entrance (barrier) all doors, outer doors B3
[ | wallreader - exit (barier) all doors, outer doors B3z
Create d
X Cremedtora ¢ Createdoor

Figure 92: Door list after having removed the Xesar access component

Forcing disassembly

Use this function to remove a faulty Xesar access component from the locking system of

your Xesar software.

Caution:
You will be unable to re-install a Xesar access component removed from

the Xesar software using the Force disassembly function. The access com-

ponent must be reset by EVVA.

Exclusively use this function if the Xesar access component is actually faulty.
Proceed as follows:

e Select Doors & areas.
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e C(lick the door from which you would like to force disassembly of the faulty
Xesar access component.

e C(lick the Xesar access component icon in the Edit door application window.
The Xesar access component application window opens.

e C(lick Undo assembly © at the icon next to the Xesar access component. A se-

curity prompt appears. Click Undo @ to confirm.

0 Note:
All database records for this particular Xesar access component will be ir-
revocably deleted. You will then no longer be able to exchange data with

the Xesar access component.

Replacing thumbturns

This function is available for Xesar cylinders only and gives you the option to replace a
faulty or stolen thumbturn. As a result, the cylinder housing and all data and settings for

this door within the locking system must not be replaced.

A Important:

You will be unable to re-install Xesar cylinder thumbturns removed from the
Xesar software using the Replace thumbturn function. Exclusively use the
function if the Xesar cylinder thumbturn is actually faulty or missing. Fur-
thermore, please observe that an operational thumbturn (which has been
reported faulty) continues to be configured with existing access authorisa-

tions and the corresponding identification media are still able to unlock it.

Preparation (hardware):
Replace the faulty thumbturn with a new replacement thumbturn. In this process, pro-

ceed as described in the assembly manual. The assembly manual is enclosed with every
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cylinder. 1t is also available at any time at: http://www.evva.at/products/electronic-locking-

access to security

systems-access-control/xesar/assembly-instructions-datasheets/en/

Credit  (EWWA)admin
Settings
A& HoME & roviNISTRATION O poorsasreas QL PERSONS & ABOUTXESAR
Access component
sales department CEO J—
% Type  Xesaroyinder
s el
128034
L | Lad Frmvare verson
120034
Important: This action intiates a new thumbtum. You can no longer use the
128. old thumbtum after syndhronisation.
Hardware version
129
K cancel o o Replace
Battery status Ok
~ Office mode
' Synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0

Figure 93: Replacing thumbturns

Log off

4 Tothedoorlist
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Proceed as follows (software):

(Figure 93: Replacing thumbturns)

e Open the Doors & areas menu item.

e Select the door from which you would like to remove the Xesar cylinder
thumbturn and click it.
Click the door to select it.

e C(lick the Xesar cylinder thumbturn and subsequently select Replace thumb-
turn®©.

e C(lick the Replace field ® to confirm the security prompt.

e Subsequently synchronise your Xesar tablet with your Xesar software to trans-
fer the data on replacement of the Xesar thumbturn.

e Proceed as described in sections
Initialising Xesar access components — step 3A,
Initialising two Xesar wall readers for one control unit — step 3B and Re-
synchronisations with the Xesar software — step 4 to complete thumbturn

replacement.
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Automatic office mode (schedule-based)

Automatic office mode enables to automatically lock or unlock a Xesar access compo-
nent at certain times. As a result, it will be possible to unlock access components without
using identification media. You can define unlocked and locked periods using a schedule

which is divided into weekdays and special days, identically to the schedules for persons.

Ceit (EWMVA) - &
etting: Logof
o S uned - ’

& HovE 4 sovmasmamon @ pocrsaaress QR PeRsons & ABoUT XESAR

Access component

I M s
~ Detaks
. -~ Office mode
=
v
. wEBDAYS
= o T wed R A "
— -
(= = (2]
SPECIALOAYS
Can only be craatedin the settings. Here you can iy set the tme profle for previously arested spedsl days. Ecit settings
Chismas special day £2 specal day 3 special day #4 special day £5
fom [0 <[00 fom (0 ~|:00 fom [0 ~:[00 fom [0 ~:[00 fom [0 )
o 0 -|:[x o 0 -|:[oc o o +]:[oc o ][00 ®
‘Synchronise Xesar tablet. CMNIKEY CardMan 5:21-01. 0

Figure 94: Specifying the office mode period

e Click Office mode to open the screen in which you define the individual office
mode times @ (Figure 94: Specifying the office mode period) for Xesar access

components.
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Configuring office mode

e Press and hold the mouse button @ (Figure 94: Specifying the office mode period)
over the period for the desired weekdays

e or click an individual day to select it.

o Note:
The doors will be unlocked during the specified times for office mode and

no identification media will be required for access.

Specifying the office mode period

e Click the desired day and select the desired start and end time for office mode on
the corresponding day from the drop-down list (from — to) ® (Figure 95: Chang-

ing the office mode period).

K cancel g; e W Delete o OK

Figure 95: Changing the office mode period

Deleting office mode

e Click to select the entry for the weekday you would like to delete.
e REF _Ref395703831 Wh #* MERGEFORMAT Abbildung 96: Dauerdffnung Zeit-

raum andern
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) to delete it.

Specifying special days

You also have five categories for special days. Special days enable to specify an exception
from conventional calendar days. For example: Office mode has been set to every Mon-

day from 8 am to 5 pm except on public holidays. If you save the date of the public hol-
iday as a special day, the door component will react differently (as specified) on the pub-

lic holiday.

e Click Edit settings (Figure 97: Assigning special days) in the Time settings field

to configure special days.

10 owner

& HoME 4 ADMINISTRATION B Dpoors & AREAS A% Persons & ABOUT XESAR
Settings
g H save
Time settings
Adivate tme change on Off
Summer time
Winter ime
o Spedal day #1name | Christmas o 12/24/2014, 12/25/2014, 12/26/2014, 01/01/2015

Spedal day #2 name
Spedal day #3 name
Spedal day #4 name

Spedal day £5 name

Figure 96: Configuring special days

e You can specify any designation for the special day. Enter the desired description
in the corresponding field, in this case "Christmas" @ (Figure 96: Configuring spe-

cial days).

In total, you can assign fifty days @ (Figure 96: Configuring special days), for instance you

can assign fifty data records to a special day or five special days with ten data records
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each. Each date must be specified in DD.MM.YYYY format and several dates must be sep-

arated by a comma.

o Note:
The start date (from) of special days @ must be before the end date (to).

Activating or deactivating special days

You can assign special days to access components and persons and in this process, they
fulfil different functions.
Enter a date or several dates for a special day

(Figure 96: Configuring special days) to activate the special day function.

SPECIALDAYS

Can only be crested inthe settings. Here you can anly et the time profl for praviously crested spedial days. Edit seltings

¥ Chvstmas Spedidl day #2 Specal day £3 Specal day #4 Specdl day #5

o fom 0 v:00~ fom from < from X from
[ M0~ ® o X © 0

g

Figure 97: Assigning special days

How special days affect access components

In conjunction with Xesar access components, special days can deactivate regular, time-
based office modes or activate office mode, depending how the special day has been
configured ©.

Special days take precedence over time-based or manual office modes and for this rea-
son, any other office modes are bypassed on active special days and the special day

configuration applies.
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Example A:

You have ticked the "Christmas" special day @ (Figure 97: Assigning special days) .

You can now specify the start and end date for office mode using the drop-down list. As
a result, automatic office mode has been activated on the "Christmas" special days ap-

plicable as previously specified, from 24 December 2014 to 26 December 2014.

Example B:

The "Christmas" special days @ (Figure 97: Assigning special days) are not ticked.

As a result, office mode on the previously specified days 24.12.2014 - 26.12.2014 (refer to
Figure 96: Configuring special days) is automatically deactivated as you did not specify

automatic office mode on the "Christmas" special days and special days take precedence
over "normal" automatic office modes.

Automatic office mode then once again applies from 27 December 2014.
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Persons

The Persons menu item allows to manage persons and identification media. It also pro-

vides an overview of the persons and identification media within your locking system.

i]ed't admn Settings Log off

T OWner

& HovE & sovmasTRATION B poorsaaress R PERSONS A ABOUTXESAR
Persons
Welcome admin! > Create person

Figure 98: Persons tab

T @ 5 e ) e
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A& HoME 4 ADMINISTRATION B opoorsasens L% eersOns A ABOUTXESAR
Persons
g Forupdate (7@ Mo identification medium | |4 Replacement medium Show lists ~
& | Fistname Last name Code Replsement medieiis status
[ John Smith ¥ Syndhronised
[ | Anna Smith "8 No identiication medium

Show 1to2cof 2enfries, 20 - Entries per page

& Createperson

Figure 99:

Persons list

1
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Filtering entries

You have various functions available to filter entries. Click the corresponding field to se-

lect the following filters. You can activate several filters simultaneously.

For update ©
Shows persons with expired Xesar identification media or persons who are required to

update their media at Xesar coding stations following a change.

No Xesar identification medium ®

Lists all persons for which no Xesar identification media have been issued.

Replacement medium ©

Shows all persons that have been issued with a temporary replacement medium.

Show list ©®

Enables to differentiate between "Active persons' and "Deleted persons'.

Credt adnn Settings Log off
10 T OWner
A HoME & rovmasTRATION B oboorsasmess QL Persons & ABOUTXESAR

Persons
iy Forupdate| 7@ to identfcation medum | | O o Showlists ~
& | Firstname Lastname Code Replacement mediMeia status Active persons

[¥ Delete persons

0be company Person deleted on //10/14
B |a compary Person deleted on 7/16/14
@c company Person deleted on 7/16/14
[ Hamy Miler © No identification medium
0 Ama Smith & Noidentification medium
[ 30hn smith v Synchronised
0 Jak Smith & No identification medium

Show 1to 7 of 7 eniries, 20 Eriiries per page X

4 Cresteperson

Figure 100: Unfiltered persons list
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Creating persons

The Persons > Create person menu item enables you to conveniently create persons

within your locking system.

10 T OWIer
A HovE & ADMINISTRATION B poorsesrens  BR PERSONS A ABOUTXESAR
Create person
4 Topersonst
& E e
New person Details

o { First name *
Lastname *
Code

Settings

—

e { Manualoficemode | on | OF
| off

Record access events on

Load authorisations

e Load authorisations of person:

Figure 101: Creating persons

Note:
Within your Xesar locking system you can create each person only once in
combination with all three criteria and for this reason, the entries must be

unique.

Proceed as follows to create a person:

Details

e First name and Last name © are mandatory fields
The last name is the sorting criterion for the person list.

e (Code Enter additional details, such as the staff number
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in this section.

Authorisations

The Settings section @ allows you to determine whether or not to enable the manual

office mode function to the corresponding person.

Manual office mode

Click the On/Offfield to specify whether or not the Manual office mode function is
available to the corresponding person. Please note that this function must have also been
enabled for the corresponding Xesar access component (see Section: Manual office

mode)

Recording access events
Click the On/Offfield, to specifywhether or not to save access events (log data) of the
corresponding person (please observe the locally applicable data protection regulations

in the process).

Loading authorisations (transferring authorisations from another person)

The Load authorisations of person function © enables to use existing access authorisa-

tions or time profiles of persons you have already saved.

Loading authorisations of persons
Select the person from the drop-down list whose authorisations you would like to use as

a template.

Load authorisations for
Tick the box to select the authorisations to be used — access authorisations and/or

time-based profiles.
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Save

Click the Save field to confirm the changes.

Authorisations
The application window automatically enhances after having clicked Save. Proceed as

described in the following section.

Importing persons from CSV files

You can use an existing CSV file to facilitate creating existing personal data in Xesar soft-

ware.

o Note:
The columns in the CSV file can be in any order.

When creating the CSV file, please note that the following fields can exclu-

sively be imported: First name, Last name and Additional information.

Proceed as follows to import an existing CSV file:

e Select the Persons > Persons menu item.
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e Click the Import persons button @ (

A& Hove & ovINISTRATION B poorssamens AL PERSONS

Persons

"W Forupdate| | 7@ No identification medium | | ¥4 Replacement medium

' | Firstname Last name Code

No person available yet.

You canimport persons from a CSV file s long as you are not managing persons.

= Create person Import persons.

e Figure 102: Importing persons).

& HoME A rovNISTRATION B DoorsasmEas AL pERsONS A& ABOUTYESAR

Persons
T Forupdate| | 7@ Mo identification medium | |74 Replacement medium
i | Firstname Last name Code

No person available yet.

‘You can import persons from a CSV file a5 long as you are not managing persons.

= Createparson Import persons:

Figure 102: Importing persons

Note:

M ABOUTXESAR

Credit
10

access to security
Credit admin Seftings Log off
10 owner
Show lists ~

Replacement meduetia status

admin
owner

Settings Log off

Show lists ~

Replacement medimetia status

This function is exclusively available if you have not yet created persons in

the software. Any retrospective imports are available only after having

deleted all existing personal data.
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e Now click Select file ® to import your CSV file (

Bocess to security

Xesar | Import wizard

Please select the file for impaort.

File: (in CSV format) Salact fila o
The 'evva.csv' file was uploaded successfully. e o

# Cancel A Continue

e Figure 103: Import wizard).

BOCEES 1O SECUTitY

Xesar | Import wizard

Flease select the file for import.

File (in CSV format) Selact file o
The 'evva.csv' file was uploaded sucoessfully. e o

# cancel A Continue

Figure 103: Import wizard

After having selected and successfully uploaded the file, the status message @ appears.
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Click Continue ® to open the Import wizard format settings (

Xesar | Import wizard

Please spedfy the separator now and state whether to import the first row.

Separator Semicolon (1)
Type set 1S0-8859-1
Sklp first row on Off

Presiew of 'evva.csy'

John;Smith; 0001
Anna;Smith;0002

Figure 104: Import wizard — format).

access to security

BOCESS O SECurity

#K Cancel | 48 Back | & Continue
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BOORSS DO SECUrty

Xesar | Import wizard

Please spedfy the separator now and state whether to import the first row.

Separator Semicolon (;)
Type set 150-8859-1
Sklp first row on Off

Preview of 'evva.csv'

Johin;Smith; 0001
Anna;Smith; 0002

# Cancel | §® Back | & Continue

Figure 104: Import wizard — format

The first row of the CSV file can optionally be skipped as part of the import configura-

tion.
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Select the desired separator/type set from the drop-down list to adapt the for-

mat — a preview of the imported persons will appear (

BO0EES O SECUTtY

Xesar | Import wizard

Please spedfy the separator now and state whether to import the first row.

Separator Samicolon (1)

Type set 150-8859-1

Skip first row on Off

Presiew of 'evva.csy'

Johin; Smith; 0001
Anna;Smith;0002

#K Cancel | 48 Back | & Continue

Figure 104: Import wizard — format).

Then click Continue.
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BOCESS O SECUTtY

Xesar | Import wizard

You can stll make dhanges to the files for mport here. Then dids "Import” to start the import.

Row | First name Last name Code Delete
1 IJobn Smith 0001 x
2 Anna Smith 0002 x

& Cancel | 4= Badk | [®] Import

Figure 105: Import wizard — view

All persons for import are shown as part of the last step in the Import wizard.

In this section you can delete complete personal data records or change individual data.

e Then click Import to complete the CSV file import. (

mOCess to security

Xesar | Import wizard

You can stll make dhanges to the files for import here. Then did: "Import” to start the import.

Row | Firsk name Last name Code Delete
1 IJohn Smith 0001 x
2 Anna Smith 0002 x

# Cancel | 4= Back | [ Import

e Figure 105: Import wizard — view).

193



Xesar System manual 1.1 fir die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

access to security

Authorisations

The Authorisations application window enables you to configure authorisations.
If you use quantity credit, a notification appears after having assigned authorisations
(saving your input). Click Save authorisation ® and one KeyCredit will be deducted from

your account.

Do you want to save all dhanged authorisations in the system?
Your current credit is 8 KeyCredits.

Waming: 1 KeyCredit will be deducted from your credit.

& cancel 4 Sawve authorisations

Figure 106: Saving authorisations

Editing authorisations
Open the Edit authorisations selection window to manage access authorisations and

the time profile of selected persons.

e C(Click Authorisations ©. The

Edit authorisations application window opens.
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& HovE

d

Authorisations

& sovmasTRaTION

Credit
9

B poorssamens QL persons & ABOUTXESAR

Edit authorisations

On | Off | Masterkey authorisation

e Add access authorisation
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Figure 107: Editing authorisations
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MasterKey authorisation

A

A

Caution:

MasterKey authorisations are equivalent to a master key as they enable
you to access your operational and initialised Xesar locking system at any
time, regardless of any restrictions. One particular characteristic is that Mas-
terKey authorisations also allow to unlock access components that were
added to the system after having issued the identification medium. As a
result there is no need to maintain media, such as an updated fire service

medium.

Caution:
It is not possible to issue replacement cards for persons that have been

assigned MasterKey authorisations.

Adding MasterKey authorisations

The Edit authorisation field enables you to activate or deactivate the MasterKey author-

isation by clicking the On/Off field (Figure 107: Editing authorisations).
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Adding access authorisations

e Click to select the applicable entries from Available doors and door areas ® in
the overview list.

e C(lick the >> field ® to assign them to persons.

e To remove doors and door areas from the overview list ®, you must highlight
them and subsequently click the

<< field ® to remove them.

0 Note:
Access authorisations include all individual doors and entire door areas.

Doors and door areas are shown simultaneously.

Time profiles

The Time profiles setting enables to assign an unrestricted time profile or a time-based
profile to selected persons. Proceed as follows to specify Permanent access © or per-

sonal Periodic access ® (Figure 108: Specifying personal access authorisations):

Permanent access (person)

e In the application window click Time profiles — Permanent access to grant this

person unrestricted access.

Periodic access (person)

e In the application window click Time profiles — Periodic access to grant this per-

son restricted access.
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Figure 108: Specifying personal access authorisations

Special days

access to security

admin Settings Log off

T OWner

9 Topersonist

Edit settings

OMNIKEY CardMan 5x21-CLO

In addition to selecting permanent access ® and personal periodic access ® the Spe-

cial days function allows you to grant or revoke persons' access to your Xesar locking

system on selected days.

For this purpose, please note the following section: Specifying special days.

SPECIALDAYS

Canonly be Teated in the settings. Here you can orly set the time profil for previously created spedal days.

Crvistmas [[] Spedl day #2 [[] Spedl day #3 [[] Spedal day #4 [[] Spedl day #5
o from 0 v:00~ from 0 i 00 from 0 i 00 from 0 i 00 from 0 i00
to 24 v : 00 v to 0 :| 00 to 0 :| 00 to 0 :| 00 to 0 1|00

Figure 109: Assigning special days

Edi settings
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How special days affect periodic access authorisations

In conjunction with periodic access authorisations special days can deactivate access or,
depending on the configuration of the special day @, activate temporary access authori-
sations.

Special days take priority over periodic access authorisations and for this reason,

on active special days periodic access authorisations are bypassed

and the special day configuration applies.

Special days are already

active once you have saved the specified date(s).
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Editing persons

Click any person in the Persons menu item to open the Edit person menu (Figure 110:

Editing persons).

X =0] X
10 ownes
& Hove & sommistRanon B coorsmamess LR persons A ssouTESAR
Edit person
 Topersoniet
& B e
: Detaits
[
Frstname™  John
re Lastrame ™ | Smith
Code
Settings

Exprebondate 7] Identication medum is expring

Maualcfcemode | On | OF
Pers s Nodata easts
Reordamesseverts | On | OF

Identification media

Identfcatonmedim 7@ No identification medium

Replscement medim  No replacement meda

Synchronise Xesar tablst. OMMIKEY CardMan 5:21-0L.0

Figure 110: Editing persons

You can configure various changes and settings in the Details, Settings and Identifica-

tion media fields.
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Details

e First name and Last name are mandatory fields
The last name is also used as a sorting criterion for the person list.

e (Code. Enter additional information here, such as the staff number.

Settings

Expiration date

Specify the expiration date for a person's account in the Settings field. After expiration of
said date the corresponding person will be unable to open any doors using their identifi-

cation medium.

Manual office mode

Click this selection field to specify whether or not this person is authorised to use the

manual office mode function. Refer to section Manual office mode)

Personal access events

Specify whether or not not record personal access events.
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Managing identification media

You can assign a Xesar identification medium to every person within your Xesar system
using the Xesar software. You can issue a temporary replacement medium if a person has
forgotten their identification medium. If persons lose their identification media, you can

block the media in the software and issue a new identification medium.

Adding identification media to persons' accounts

After having created and saved authorisations for a person, you have the data available
to create identification media.
Proceed as follows to create identification media for persons:

(Figure 111: Writing authorisations, new access medium):
e Place an empty identification medium on the Xesar coding station ©.

e The following message appears: "Access medium is not assigned to a person’.

Click Write authorisations @ .
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gredm (EVVA)admin Settings Logoff
S oWner
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Edit authorisations

K o | i
On | Off | Masterkey authorisation

@ Topersonist

~ Add acress authorisation

(r Avaiable doors and door areas: Access authorisation for:

Authorisations

all doors m l main entrance
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management)
sales department l secretary - office

tecnology

>>
conference room

l office 1 <<
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sales department entrance
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2 ~ Time profies - Permanent access

( Wrice

? New access media

Amness medum is not assigned to 3 person.

Synchronise Xesar tablet. OWMNIKEY CardMan 5x21-CL.0

Figure 111: Writing authorisations, new access medium

The status line confirms having successfully completed the write process ® (Figure 112:
Access medium created successfully). The Xesar identification medium is now ready for

operation.

v New access media

Data successfully added to identification medium

) Syndhronise Xesar tablet. OMNIKEY CardMan 5x21-CL 0 [ 0

Figure 112: Access medium created successfully

Caution:

Please note that if you make any changes to authorisations and click Save
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to confirm them, you will be deducted one KeyCredit from your account

(not with KeyCredit Unlimited).

Withdrawing identification media

Withdrawing Xesar identification media means deleting the data and no longer being
able to use the media at the previously authorised Xesar access components. You can

withdraw Xesar identification media from any program window (pop-up).

Xesar replacement media are also Xesar identification media and for this reason, they can

also be withdrawn.

Proceed as follows:

e Select the Persons menu item.

e Double-click the person whose Xesar identification medium you intend to with-
draw.

e Place the Xesar identification medium on the coding station.

o Select Withdraw access medium © (Figure 113: Withdrawing access media).

e After having withdrawn the identification medium, it can exclusively be used in
this Xesar locking system and is shown as a New identification medium as soon
as you once again position this very identification medium on the Xesar coding

station.

204



Xesar System manual 1.1 fur die Version 1.1.33.9 | 14.11.2014 | misprinting and technical changes reserved

access to security

f Update successful

Update of identification medium of the person John Smith
successful

John Smith edit
‘Withdraw identification medium
Synchronise Xesar tablet. OMNIKEY CardMan 5x21-CL.0 | (4]

Figure 113: Withdrawing access media

Note:

If an identification medium due for deletion is "available" (i.e. not lost), we
recommend you delete it using the Withdraw identification medium func-
tion as this immediately makes the medium invalid and does not create a

blacklist entry.
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Blocking persons

If an identification medium is no longer available, you can remove the identification me-
dium from the Xesar locking system by blocking the person which has been assigned this
particular identification medium. The block will withdraw all identification media from a
person and put them on a blacklist. The blacklist is an automatically created list of all
blocked identification media and it is automatically transferred upon synchronisation with

Xesar access components.

If users hold a blocked identification medium to an active coding station or an updated
Xesar access component, this identification medium is automatically deleted (from the

system and the blacklist) and will be denied access to your locking system.

Blocked identification media attempting to unlock access components with an updated

blacklist are also deactivated by the DeleteKey function.

é Caution:
The identification medium will only be fully transferred to your Xesar lock-
ing system once you have synchronised the affected Xesar access compo-

nent with your up-to-date Xesar tablet.

Proceed as follows to block a person (and thus an identification medium):

(Figure 114: Blocking Xesar identification media):

e Open the persons list.
e Select the person whose Xesar identification medium you would like to block.
e Click the Block person ® icon next to the selected person's icon.

e Click Block ® to confirm the security prompt.
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Do you really want to place all media on the blodking listfor guest "Anna
Smith™ ?

Warming: The blocking wil only enter into force once the affected
components have been updated.

& cancel GVM

Figure 114: Blocking Xesar identification media

access to security
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Deleting persons

Deleting persons is a very complex procedure that affects many areas

and for this reason, we would like to ask you to carefully read the following information.

e Any protocol entries of the deleted person will be rendered anonymous and re-

main available in the Xesar software of your locking system.

et (ER) — Logof

& HovE & sovmasTRaTon B poorsasrers LR persons & ABOUT XESAR

Persons

7 For update| (7O Mo medium | (74 Show lists ~

g | Frstname Lastname Code Replacement mecMeia status
[F] John Smith @ No identification medium
[ Amna Smith ® No identiication medium

Show 1to 2 of 2 entries, 20 Entries per page 2L

o Cresteperson

Figure 115: Filtered persons list

¢ You must delete the identification medium in the Xesar software before you can
delete a person. Deleting persons also prepares this person's identification media
for deletion.

e However, after having deleted the person you must update the identification me-
dium at a Xesar coding station to complete the deletion procedure for the affect-
ed person's identification media.

e The deleted identification media will subsequently no longer be able to gain ac-
cess.

e This deleted identification medium is now once again equivalent to a new identifi-
cation medium. However, for security reasons, it can exclusively be used within the

specific Xesar locking system from which it was deleted.
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e Holding unauthorised identification media to Xesar access components within
your Xesar locking system will trigger acoustic and visual signals to indicate access
has been denied. Please refer to Section How Xesar access component indicate

events.

o Persons will remain in the system after having deleted them so you can

continue to view their complete protocol entries.

o :
Collect Xesar identification media or block access. If you block Xesar identi-
fication media, all information on the identification media will be deleted
upon updating at a Xesar coding station. Personal entries remain saved in

the database.
Proceed as follows to delete a person:
e Select Persons > Persons.
e Tick the check box of the person(s) you would like to delete.

o Click Delete person.

e C(lick Delete person to confirm the security prompt.
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Figure 116: Deleting persons

If you have highlighted and deleted several persons and confirm Delete

person this will apply to the entire selection.
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It is also required to update identification media after having changed authorisations. A

corresponding notification appears in the identification media overview @ of the Xesar

software dashboard.

A& HoME & ADMINISTRATION B poorsasrers AL PERSONS A ABOUTXESAR

Welcome admin!
Identification media overview

‘U Oneidentification medium is not up to date. Please update this idertification medium.

Figure 117: Home page with identification media overview

Click Update ©.

Credit
8

(EVVER)=dn Settings Log off

S owner

A filtered persons list will appear, listing all identification media requiring an update be-

cause access authorisations were changed.

Identification media are automatically updated upon holding them to a Xesar coding sta-

tion (regardless of the currently open menu). No interactions are required in the software.

You can view the list at any time. For this reason, select the desired filter in the "Persons”

application window.

& HoME & soMasTRATION @ ooorsasreas A pErsONs & ABOUTXESAR
Persons
b Forupdate| (7@ to fi medium | |4
& | Firstname Last name Code
] Jobn Smith

Show oneentry, 20 - Entries perpage

& Greateperson

Figure 118: Persons list with Xesar identification media requiring an update

Credit
8

adnn Settings Log off

. oWl

Show lists ~

Replacemer0mama status

v Forupdate
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Note:
Any changes to access authorisations will only fully take effect once the

affected identification media have been updated.

Note:
Updates and synchronisations are also possible if users are logged off from
the system and an Admin Card has not been inserted into the Xesar coding

station.
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Assigning replacement media

You can issue replacement media to persons who are temporarily unable to access their
personal identification media, e.g. because they left their Xesar identification medium at

home.

Proceed as follows to issue replacement media (Figure 119: Assigning replacement me-
dia):

e Click Persons.

e Select the person.

e Then click Assign replacement medium ©.

e Save your changes.

o Note:
You can specify the validity period of replacement media in the Settings

(24h set by default, the maximum validity period is 72h).

o Note:
You are unable to extend the validity period of replacement media by up-

dating it using a Xesar coding station.
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Figure 119: Assigning replacement media
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The About Xesar menu item provides information regarding the installed software ver-

sion.

Version: 1.1.33.9

Published on 2 June 2014
Wienerbergstrabe 59-65, Postfach 77 | A-1120 Vienna
WIWW.EVVE.Com

©2014 BwWA Sicherhetstechnologie GrmbH

Informiation on licensing

Figure 120: Xesar software version

Xesar

BOCESS B0 SECURItY
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Restoring databases

If you have activated the corresponding function, your Xesar software creates a backup in

a location you specified upon closing the software.

Please note the backup must be for the same software version as your Xe-

sar software.

Proceed as follows if you are forced to restore your system using a Xesar backup as a

result of hard disk failure:

e Re-install your Xesar software, refer to (Installing the Xesar software).

e Insert the Admin Card for the locking system of your backup into the Xesar cod-
ing station.

e Enter the network path where you saved your database backup.

e C(lick Continue and follow the on-screen instructions until you have fully restored

your Xesar locking system.

BCORSS to security

Xesar | Configuration

Database backup initialisation

Please enter a network path to save the backup file. You may also skip this step and
configure it at a later point. For this purpose, simply press Continue >>. Please note that
not entering data wil prevent the system from backing up the database.

Metwork path:

Continue >>

Figure: Database backup
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Replacing the Admin Card

Make sure you immediately replace any lost or faulty Admin Card. You must initialise the
new Admin Card you received. For this purpose, proceed as follows.

For this purpose, please also refer to Section (Credit schemes KeyCredit Card)

e Insert your new Admin Card into the Xesar coding station.

e Start your Xesar software.

e Enter your system information in the Xesar | Configuration application window.

e Click Continue and the confirmation prompt to replace the Admin Card appears.
Check the codes you entered and click Continue to confirm you input data cor-

rectly.

é Caution:
You will receive new access data for your Xesar software after having re-

placed the Admin Card. Print out the data, check the printout and only then
click Finish to confirm. Take care when handling Xesar | Configuration ac-

cess data and keep it in a secure location.

You must have added credit at minimum once to be able to replace the

Admin Card.

e The system information of the old Admin Card is now no longer valid.
e The Xesar software login application window subsequently appears.

e Your new Admin Card is now ready for operation.
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Uninstalling software

Reset all Xesar access components and Xesar identification media to construction mode

(factory state) before you uninstall the Xesar software.

é Note that uninstalling the software will delete any system-specific data.
Xesar access components that have not been removed from the locking
system or active Xesar identification media will be rendered irrevocably un-

usable upon uninstalling the software.

Xesar identification media within the system are exclusively assigned to this system and it

will not be possible to use them for another Xesar locking system after having reset.

Sequence for uninstalling
e Uninstall Xesar access components (Removing Xesar access components).
e Delete Xesar identification media.

e Uninstall the software.
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Proceed as follows to uninstall the software:
Windows button Start > Control panel > Programs and Features.

Select the Xesar program from the loaded list and click Uninstall ©.

Xesar Uninstall (=]

Attention!

Please note that all system specific data is erased after
de-installation.

Xesar components, which have not been uninstalled or active
user keys will be irrevocably invalid. Please perform a manual
backup if you want to keep the data. For further information
please see the system manual or ask your authorised dealer.

Click Next = fo start the uninstallation.

Next = ] [ Cancel

Figure 121: Attention

Xesar Uninstall =N x

Uninstall Xesar
Remove Xesar from your computer. m

Xesar will be uninstalled from the following folder. Click Uninstall to start the uninstallation.

Uninstalling from: C:\Program Files\Xesar 1.1

< Back I[ Uninstall ] ’ Cancel

Figure 122: Uninstalling Xesar

access to security
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The system now correctly uninstalls the software. Once the process is complete, click

Continue to confirm, then click Finish.
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Synchronising the Xesar software with access components

The Xesar tablet is required to transfer information between Xesar software and Xesar
access components, for instance to add new access components to a Xesar locking sys-

tem, to obtain the battery status or protocol data or to run firmware updates.

You must initially transfer the most recent data (e.g. blacklists, firmware updates, new key
data, etc.) from your Xesar software to the Xesar tablet to be able to update your Xesar
access components. Maintenance tasks are automatically transferred to the Xesar tablet
upon synchronising it with your Xesar software.

You can subsequently initialise and synchronise Xesar access components.

After having synchronised with Xesar access components you must once again synchro-
nise the Xesar tablet with the Xesar software to have the most recent
information (access events, battery status, etc.) for Xesar access components

available.

Figure 123: Xesar tablet
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Starting the application (tablet)

Click the Xesar icon to start the Xesar application. (Figure 124: Xesar tablet — home
screen). If the Xesar icon is not available on the start screen, open the APPS menu item

on your tablet and select the Xesar icon in this section to start the app.

Xesar 1.1.33.8

Figure 124: Xesar tablet — home screen
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Synchronising the Xesar software with the Xesar tablet

Proceed as follows to synchronise components (Figure 125: Synchronising the Xesar soft-
ware):
e Connect the Xesar tablet to the PC where you installed your Xesar software.
For this purpose, use the enclosed USB cable
e Click Synchronise Xesar tablet in your Xesar software.

e All unresolved maintenance tasks are listed on the Xesar tablet.

LI/
~
m
il
2

A

= Synchronising Xesar tablet.

>

Please connect the Xesar tablet to the PC.

Figure 125: Synchronising the Xesar software
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A notification in the Xesar software appears following successful synchronisation (Figure
126: Xesar tablet synchronised successfully). If your Xesar application is open now, a noti-
fication window will also appear (Figure 127: Xesar tablet — maintenance tasks, updated

door data).

A& HovE & ADMINISTRATION B poorsasmess AL Persons A ABOUTXESAR

Doors
@ Al doors
") Doors thak have nok been assigned to ares o doors found,
© Doors within an area
& | Door designation (additional information) Areas Status
[JJ conference reom
aldeors (5) 7] | main entrance Sl doors
outer doors (3) B | =1 L
[7) ' sales department CEO (Department managemert) all doors, sales department ol
sales departmertt (2) [T sales department entrance (enirance) sales departmert
[T | secretary - office all doors it
temology (0]

v (©) [ tecology outer doars [ 13
[7] | wallreader - entrance (banier) all doors, outer doors B35
[ | wallreader - exit (barrier) all doors, outer doors 832

4 Create doorarea
4 Create door
v Xesar tablet has been synchronised ? No access medium
successfully.
There is no access medium on the coding station.
You can now remove the Xesar tablet.
| )| xesartzbiet OMNIKEY CardMan 5x21-CL 0

Figure 126: Xesar tablet synchronised successfully
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Update door data

Updated door data has been applied.

Figure 127: Xesar tablet — maintenance tasks, updated door data

Maintenance tasks

Maintenance tasks are defined as tasks relating to contents which are relevant to security,
such as initialisation data for Xesar access components, blacklist updates, configuration

changes, changes to special days, changes to automatic office mode, etc.

Make sure you complete maintenance tasks immediately to keep your Xesar locking sys-

tem up to date.

For this reason, you can separately list maintenance tasks (Figure 128: Xesar tablet — due

maintenance tasks).

e Select Maintenance tasks.
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X Xesar1.1.33.8 Maintenance tasks

system data. Please keep an eye on your device!

sales department CEQ
Department management

?_.
Ce
(,E% secretary - office
A_

tecnology

wall reader - entrance
=5 barrier

= wall reader - exit
=5~ barrier

Figure 128: Xesar tablet — due maintenance tasks

Note:
The Xesar tablet indicates your device features sensitive system data (initiali-

sation data). Make sure you do not lose your Xesar tablet during this time.

All tasks

The A/l tasks section lists Xesar access component maintenance tasks relevant to security
and also tasks to synchronise data collected for the purpose of information, such as bat-

tery states or personal protocols (Figure 129: Xesar tablet — all tasks).
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X Xesar1.1.33.8 All tasks

I
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
o s

sales department CEO
Department management

secretary - office

tecnology

™ & &

wall reader - entrance

=
o
=

0 barrier

= wall reader - exit
(@) 2 .

=5~ barrier

Figure 129: Xesar tablet — all tasks
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Maintenance tasks

Proceed as described in Section Synchronising the Xesar software to transfer
maintenance tasks to your Xesar tablet.

You can subsequently proceed as described below for all tasks and maintenance tasks.

e Select Maintenance tasks or All tasks.

X Xesar1.1.33.8 Maintenance tasks

N
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
= e

sales department CEO
Department management

secretary - office

tecnology

LR

wall reader - entrance
S5 harrier

=
)

=4

>

wall reader - exit
barrier

;

=
5

=4
—

i
5

Figure 130: Xesar tablet — selecting Xesar access components

e Select the correct Xesar access component and the desired task you would like to
run (Figure 131: Xesar tablet — initialising Xesar access components) from the

maintenance task list on the Xesar tablet.
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X Xesar1.1.33.8 Maintenance tasks

I
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
B  office] secretary - office

Access component type:The Xesar cylinder

Tasks:
sales department CEO asks

(’%‘ o Initialise access component
B L G Adds this access component to the master key system.

secretary - office

Ce
a- tecnology

wall reader - entrance
“o barrier

E wall reader - exit
K harrier

Figure 131: Xesar tablet — initialising Xesar access components

Now go to your selected Xesar access component.

Open the EVVA cover on the Xesar access component. For this purpose, use your
finger to slightly press the flap to the left of the letter E towards the inside and
subsequently pull the cover carefully towards the outside to the right of the letter
A.

Connect the Xesar tablet to the Xesar access component using the Xesar connec-
tion cable.

Select Execute in the Xesar application.

You are prompted to enter your initialisation PIN.

Enter the 4-digit code.

Caution:

For reasons of security, an additional initialisation PIN is required for the
Initialise and Replace thumbturn maintenance tasks. The initialisation
PIN is the code you specified in the Xesar software in Settings > Securi-

ty settings.
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Enter PIN

still 5 attempts

Cancel

Figure 132: Xesar tablet — entering the initialisation PIN

The system confirms having successfully completed the task (Figure 133: Xesar

tablet — successful initialisation).

X Xesar1.1.33.8 Maintenance tasks
I
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
AT T d - U
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Figure 133: Xesar tablet — successful initialisation

After having completed the tasks, carefully disconnect the connection cable from
your Xesar access component and once again seal the connection socket using

the EVVA cover.
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Subsequently go to the next Xesar access component on the list and repeat the
process until there are no further tasks on the Maintenance tasks or All tasks
lists.

Subsequently synchronise your Xesar tablet with your Xesar software as described

in Section Synchronising the Xesar software .
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Activating access media blocks at the access component

If you have already blocked a Xesar identification medium in your Xesar software (Section
Blocking persons), you must subsequently synchronise all Xesar access components to
which this person was authorised to also transfer the changes to the affected Xesar ac-
cess components.

For this purpose, proceed as described in Section Maintenance tasks.

After having synchronised with your Xesar software, a notification in your Xesar applica-

tion on your Xesar tablet in the maintenance tasks indicates no further tasks.

All tasks lists all doors to enable you to implement individual tasks (e.g. battery status),

regardless of the maintenance tasks synchronised in the Xesar software.

X Xesar1.1.33.8 All tasks

I
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!
E conference room

=] office 1

sales department CEO

C\
m Department management

sales department entrance
entrance

(i% secretary - office
%- tecnology

Figure 134: Xesar tablet — all tasks

Checking the battery status using the Xesar tablet

You can query the current battery status of your Xesar access component (Xesar handle,

escutcheon, cylinder) at any time using your Xesar tablet.
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For this purpose, connect your Xesar tablet to the affected Xesar access compo-
nent.
Select the three, stacked rectangles in the top right of the open Xesar application.

Then select Show battery status.

X Xesar1.1.33.8 Maintenance tasks

N
he Xesar tablet currently contains sensitive system data. Please keep an eye on your device!

) TS Show battery status
——
a office 1
e;_
sales department CEO

c‘\
m Department management

sales department entrance
entrance

a

e—
a- tecnology
==

wall reader - entrance

2 harrier

Figure 135: Xesar tablet — showing the battery status
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A corresponding OK message will appear if the battery status is OK.

Show battery status.

Battery status: OK

0K

Figure 136: Xesar tablet - showing the battery status

If the battery is empty the system indicates "Battery status: empty. Immediately replace
the batteries. Please refer to the description of the corresponding Xesar access compo-

nent for more detailed information.

Show battery status.

Battery status: empty.

Figure 137: Battery status: empty
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é Note:
An acoustic and visual (four yellow flashes) battery low message will appear

approximately 1,000 actuations or four weeks before the battery is empty.

A Battery replacements:
Always replace batteries with batteries that have been approved by EVVA.
Do not use rechargeable batteries. Rechargeable batteries typically demon-
strate a different discharge curve and cause premature "Battery status: low"

messages.

A Note:
When replacing the batteries the date and time is lost as a result of the lack

in power after the following periods:

- Xesar escutcheon > 1 minute

- Xesar cylinder > 1 minute

- Xesar handle > 1 minute
Test whether the date and time settings have been lost by attempting to
operate the access component using an authorised identification medium
after having replaced the batteries. Identification media will be unable to
unlock the door if the date and time settings have been lost. In this case,
you must transfer the date and time settings using the Xesar tablet. Test the
component operates correctly before closing the door. If the date and time
setting is lost, even identification media with MasterKey authorisation will be

unable to operate the access component.

Additional maintenance tasks

é Regularly service Xesar access components and in this process, synchronise
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the information with the Xesar software.

The following tasks must be completed directly at the Xesar access component as part of

on-going maintenance tasks:

Xesar tablet error messages

Incorrect handling may cause a host of different error messages. This section provides an

overview and gives some tips to prevent said errors:

Time out error message
The following error message will appear if the Xesar tablet was unable to identify the

Xesar access component:

o Timeout error:
If you have not connected the Xesar tablet correctly, the Xesar access com-

ponents will not give any feedback regarding the configuration.

Timeout error

Mo feedback from access component

oK

Figure 138: Timeout error

In this case, disconnect the connection cable, re-connect it and attempt to synchronise.
The following error messages will appear on the Xesar tablet if the system is unable to

change the configuration:

Incorrect Xesar access component type
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The following error message will appear if you have connected an incorrect Xesar access

component to the Xesar tablet for synchronisation:
Incorrect access component type:
The selection on the Xesar tablet does not match the connected Xesar ac-

cess component type.

Incorrect access component type

Incorrect access component type connected.

0K

Figure 139: Incorrect Xesar access component type

Make sure you have connected the Xesar tablet to the correct Xesar access component

and repeat synchronisation.
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